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1 Z=HlEk
13 H AR T TR A 2L LEARGR A, AR BURGE SR N 3 5 ST A I SCRs
b AN AR WA R S Ep S S = EAY 0 Y AWANS B

2 EBISHR

BB RN 53 IR MU 2 R GEA Bt T AR ANER, IR Loxt W 4 Bl i3t o — 283k 1 |
I2d s TR, TLLAT AT REMCARAE AT R TR, AL, AT G 75 2 1 A A2 e R AT I
AR TR, R TR T IE TR RAAE 59k, A n] M AR (e A RN 5
v TRRZ T AR .

3 MRRIIE
Het B BB EH NS Wireshark OFEAAE AR CBEAT U], 7 ATV AR T Wireshark fR) N 53 3¢
(I
BT REHL A R BAE R F IR (10 2RO B T, R0 e iy, %
PoEn, HHEFTIT Wireshark, FHHIUIT

Betwork Analyzes

Ho Fackets
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% “Capture>Options...” #ios i AL RET LT |

"\l ¥ireshark: Capture Options

Capture

Interface: | Broadcam NetLink (Th) Gigait Ethernet Driver (Microsoits Packet Scheduler) - \Dei| ~ |
IP address 172.16.160.42

I:lauﬁersize:: megahytels)

Capture packets in promiscuous rmode

[] Limit each packetto I:l hytes
’Qapture Filter:l || |E]

Capture File(s) Display Options

[[] Update list of packets in real time

File: | | [Browse..
[] Use multiple files

|

| | [] Hide capture info dialog

Name Resolution

Stop Capture Enable MAC name resolution

L1 . afer ] Enable netwark name resolution
[ ... after

[ .. after | Enable transport name resolution

[ o [ oo |

e A Bk B A M, 3k P2 “Broadcom NetLink (TM)  Giabit Ethernet Driver

(Microsoft’s Packet Scheduler)”, #KJi ity “Start” miITAIN, iy “Stop” s -0,

7! ¥ireshark: Capture from B... |Z||E|E|

Captured Packets

Total 34 % of total

SCTP 0 0.0%
TCP 4 11.8%
LUDP 7 20.6%
ICHP 1] 0.0%
ARP 16 47 1%
O5PF 0 0.0%
GRE 1] 0.0%
MetBIOS 0 0.0%
IP ] 17.6%
WINES 1] 0.0%
(ther 1 2.9%
Running 00:00:04
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Wireshark A 70 < 772, — Mo BOARIZEINELIN Whonali S e BoR ge v 8, 7afs 1 Aligk
Ja SR o WU A SR s 5 PR SEIN T LR R SR I, s U AT AT, AR
FL3E I [f) Display Options Hi /4] “Update list of packet in real time”. (33:: Automatic scrolling in live
capture & LIS SR IVEL I i ) SR Bh 2 55 ) (% ;- Hide capture info dialog 32 HP It U Fi5 A
TR AL R R S D

i ¥ireshark: Capture Options |Z||E|rz|

Capture

Interface: |Elr|:|a|:||:|:|m Fetlink (Th) Gigabit Ethernet Driver iMicrosoft's Packet Scheduler) Z".DE"|E]

IP address: 17216.160.42
Eluffersize:: megakytals)

Capture packets in promiscuous mode

[] Limit each packet ta I:I bytes
’Qapture Filter:] | |E]

Capture Filefs)

File: | | ’ﬂruwse...]
[] Use multiple files

Display Options

Update list of packets in real time

Autormatic scrolling in live capture

| | ‘Hide capture info dialog:

FHame Resolutian

Stop Capture Enable MAC name resolution

[ .. after | | [] Enable netwark name resolution
[] .. after | |

[ .. after | | Enahle transpart name resolution

[ Start l ’ Cancel

X RZHAG—AMR TN, AT ol v & A R A
P “Edit->Preferences...” Sta#fH W N BEEXHEHE, SR FERE “Capture”
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7l The Wireshark Network Analyzer EEx
£|Iey|ew Go  Capture Anahze Stalistics Help

BB s B B €« » » F 8 | EE & aaB @@EEX| 8

Eilter

v Expression.. Clear Apply

. Preferences.. Shift+Ctrl+P

Ready to load or capture

Mo Packets

! ¥ireshark: Preferences

= User Interface il
Layout Defaultinterface: | Broadcam NetLink (Thl) Gigabit Ethernet Driver {I[ + ]
Columns Interfaces: [ Edit... ]
Foant
colars Capture packets in promiscuous maode:
Capture Update list of packets in real time:
Printing
Autoratic scralling in live capture:
Marne Resaolutian
Protocals Hide capture info dialog:

| ok [ ey || cancer |

1r Default interface kL PRI, Ay “Edit...” 2)i% “Hide interface?” w] Bk AL F 11
(SRS

Bt 5 AR A : V1.0Betal.0
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KT Wireshark 2t FH Ui 85 WA Ol O
4! Wireshark: Preferences: Interface Options |T||E|&|
Interfaces
Device Deascription
DevicelhPF_GenericDialupAdapter Adapter far generic dialup and YPM capture

\DevicelhPF_{F3ESDYFF-F480-4493-B7YF0-97F 318889648} Broadcam MetLink (TM) Gigahit Ethernet Driver (Microsoft's Packet Sche

Fropeties
Device: \Device\WPF_GenericDialupAdapter

Cescription: Adapter for generic dialup and ¥FPH capture

Comment: | |

Hide interface?: i[<]

I ok H Cancel l

WX FE R E LS, FAr 1] YRS AL IE T Interface G 3 A — N ERATEPRAER I+ T,
RERA Tl T LASE (] 5 (R T d A5 AT 1

" ¥ireshark: Capture Options

Capture

[T s Facket Scheduler) : \DevicethPF_{F3ESDYFF-F480-4493-B7F0-97F 31
IP address:

Capture packets in promiscuous mode

[] Limit each packetta I:I bytes

| capture Fitter:| | (~]
Capture Fileds) Display Options

File: | | [ﬂrnwse...]
[] Use multiple files

pdate list of packets in real time

Automatic scrolling in live capture

| | Hide capture info dialog

Mame Resolution

Stop Capture Enahle MAC name resolution

L. ater I:' [] Enahle network name resaolution
[] ... after

[ . afer | | Enahle transport name resolution

[ Start l ’ Cancel

Bt 5 AR A : V1.0Betal.0

=
=
o
3
=




KEDACOM 75 i1k 5 45 HBR 2 5]

Suzhou Keda Technology Co.,Ltd.

KF Wireshark FZEmt A i Ui 85 WAE OFLE  O4%

YEPE “Capture>Start” B w] JF4E4I 4

The reshark Network Analyzer Q@E
Eile Edit Yiew Go Analyze  Statistics  Help
oW @ w3 &8|B «*»7 2 EE QD @gps x| 8
@l Options Ctrl+k
Filter: > Expression.. Clear Apply
&
&

@ Capture Filters..

Ready ta load ar capture Mo Packets

% “Capture>Stop” Bl AJ 5 (9140,

7 Broadcon HetLink (TH) Gigabit Ethernet Driver (Nicrosoft’s Packet Scheduler) : Capturing — Wireshark

Eile Edit Wiew Go Analyze Statistics  Help
Bow e e B 2B e«»»F2(EE a0 @®mE x| @
Eilter: B ¥ Expression.. Clear Apply
Mo, . Time stination Protocol  Info &
75 4. 1004l 2.1lo.lbu.4s 1CH GUUUU > ZL73 LFSH, ALK S2f=3Y ACK=3Y WiN=sZ/0/f LEN=3Y
|
75 4.203946 |, e wuQ00000, FEFFFEFTT MBIPX Deregister name MENGYONGFU<1T:
76 4.204020 172.16.226. 172.16.160.42 TCP 60000 > 2175 [ACK] Seq=78 Ack=78 Win=32767 Len=0
77 4.242197 motorola_00:7e:33  Broadcast ARP who has 172.16.162.37 7Tel1] 172.16.172.38
78 4.200614 bB:ac:6f:i2c:c2:05 Broadcast ARP who has 172.16.161.287 Tell 172.16.160.95
70 4.565437 48:5h:39:cc:ld:la Broadcast ARP who has 172.16.164.2317 Tell 172.16.172.152
80 4.567453 4B:5h:39:cc:ld:la Broadcast ARP who has 172.16.172.1547 7Te11 172.16.172.152
81 4.684839 172.156.160.71 255.255.255.255 uppP Source port: 1004 Destination port: 1004
B2 4.6848¥6 172.16.160.71 255.255.255.255 upP Source port: 1004 Destination port: 1004
83 4.686053 Intelcor_4G:ca:69 Broadcast ARP who has 172.16.160.717 Tell 172.16.160.6%
84 4.789923 00:1f:cé:16:b9:cl Broadcast ARP who has 172.16.145.707 Tell 172.16.164.20
B85 4.836787 172.16.160.78 172.16.191.255% MBNS Release ME ZEWGYANYAN<OO:>
86 4.858198 Hangzhou_5a:l6:2b Broadcast ARP who has 172,16.161.1127 Tell 172.16.160,254
87 5.032926 00000000.001ec3472 00000000, FFFFFFFFT IPX RI Response
88 5.153254 IntelCor_49:ca:69 Broadcast ARP who has 172.16.184.1947 Tell 172.16.160.69
89 5.252303 mMotorola_00:7e:33 Broadcast ARP who has 172.16.162.37 7Tell 172.16.172.38
G0 5.287317 Dell_3a:c6:49 Broadcast ARP who has 172.16.161.357 Tell 172.16.160.38
91 5.316514 Hangzhou_5a:16:2b Broadcast ARP who has 172.16.164.2407 Tell 172.16.160.254
92 5.368035 Tektroni_33:05:3d Broadcast ARP Gratuitous ARP for 172.16.225.152 (Reguest)
| G4 5.534737 172.16.226.126 172.16.160.42 TCP 60000 > 2175 [ACK] sSeq=78 ack=117 win=32767 Len=0
G5 5.540308 172.16.226.126 172.16.160.42 TCR 60000 > 2175 [PSH, ACK] Seq=78 Ack=117 wWin=32767 Len=38
96 5.62116% PromiseT_41:21:24 Eroadcast PPPOED Active Discovery Initiation (PADI)
97 5.624829 48:5b:39:cc:ld:la Broadcast ARP who has 172.16.172.1547 Tell 172.16.172.152
©8 5.625120 48:5h:39:cc:ld:la Broadcast ARF who has 172.16.164.2317 Tell 172.16.172.152
|

® Frame 1 (60 bytes on wire, 80 bytes captured)
® Ethernet II, Src: Motorola_00:7e:33 (00:e0:0c:00:7e:33), Dst: Broadcast (FF:ff:ff:FF:FF:FF)
® address resolution Protocol (reguest)

Dooo FF ff ff ff ff T 00 ed Oc 00 7e 33 OB 06 00 01
0010 08 00 06 04 00 01 00 e0 Oc 00 7e 33 ac 10 ac 26
0020 00 Q0 00 00 00 00 ac 10 a2 03 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00

Broadcom Metlink (TM) Gigahit Ethernet Driver (Microsoft's Packet Scheduler) : =live capture in progress... P 890D 99w 0

Vi AR R A AT U R “ View=>Automatic scroll in live capture” K45 (/0T 3 B EhT&E

Bt 5 AR A : V1.0Betal.0 7 287
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XA R B A BA TR L e b iR B 0 e, SRR At ol S BAT X e il 3 38 0 A kA
1. Wireshark Sefitpifit ygdt, — M2t ygds, MR Bndiias. My ddhnseid
2R — Rk gy, S TR P B, OB il Pl 2 B AME T AW Bond g e —
PSRk (%) L dgdt o & SCVFIEAE Tl 3R 0 s SO Hh s o i b 116 21 o 7 2L M o
I FATTRE X PR LD & 04 LB AT R 4

HOEU— TR ERs, BB D B

- 1%&$ capture -> options.

“il The Wireshark Network Analyzer

File Edit View Go EEEEEN Analyze Statistics  Help
B« % » F 2 |2E &«@aa@z @@ @E X

¥ Expression.. Clear Apply

@ Capture Filters..

Ready to load or capture Mo Packets

- Y “capture filter” #83 sidy “capture filter” 2 AR JEAS A — DL FIFORAE, LUE
154 i WA gk A X AN 82
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"\ Wireshark: Capture Options |Z||E|[2|

Capture

Interface: |Elruad|:|:|m Bletlink (Thy Gigabit Ethernet Driver (Microsoft's Packet Scheduler) Z‘.DE'-|E]

IP address: 172 16.160.42
Elufrersize:: megatytes)

Capture packets in promiscuous mode

[] Limit each packet ta bytes
’Qapture Filter:] || |E]

Capture File(s)
File: |

Display Options

| ’ﬂrnwse...] Update list of packets in real time

Automatic scralling in live capture

| | Hide capture info dialog

[] Use multiple files

FHame Resolutian

Stop Capture Enable MAC name resolution

[ ... after | | [] Enable netwark name resaolution
[]..after | |

[ .. after | | Enable transport name resolution

o J( o

- TR (Start) FEATHNE
DAL B8 28 A TR ]

Wy | Protocol | Direction | Host(s) Logical Operations | Other expression
%1 | tep dst 172.16.160.42 | and tcp dst 10.2.2.2 3128

<~ Protocol (Bl

AIBEME: ether, fddi, ip, arp, rarp, decnet, lat, sca, moprc, mopdl, tcp and udp.
WA R WA A WS, BRI T SCRER 03

<~ Direction (J5 i)

A HEME: src, dst, src and dst, src or dst

U R BAT R AR WK B H 3t IERIAAEI “src or dst” 11 0 K HE T

Bt 5 AR A : V1.0Betal.0
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filtu1, "host 10.2.2.2"5"src or dst host 10.2.2.2" /& —F£ ) .

< Host(s)

AJREMAIME:  net, port, host, portrange.

WA SR, BRI ] "host" G B 7

1, “src 10.1.1.1"5"src host 10.1.1.1"4H[w]

<~ Logical Operations (iZ#Hiz%)

A AEMIME: not, and, or.

5 ('not") A e AR5 E . Bl (o) f15S ("and”) A AH R L E g, B H N A 24 BT .

B,
“not tcp port 3128 and tcp port 23”7 5 “(not tcp port 3128)  and tcp port 23”7 AHIH] .
“not tcp port 3128 and tcp port 23” 5 “not  (tcp port 3128 and tcp port 23)” A,

Bl5

udp dst port 60040

527~ H ) UDP 3 114 60040 fjdstd.

ip src host 172.16.226.126

Bk P HbdiEh 172.16.226.126 (¥

host 10.1.2.3

2o H ks 1P Hikil 2% 10.1.2.3 €.

src portrange 60040-60042

Rk UDP B¢ TCP, Jf Hifii I '57F 60040 % 60042 {5 [H A ¥ 30

not imcp

SoRBR T iemp LLAMK T A S, CGiemp 3% 8% ping T HAEHD

src host 172.16.226.126 and not dst net 172.16.160.42/16

WRKUE 1P Mty 172.16.226.126, {H H FHIA L 172.16.160.42/16 1E 1.

(src host 10.4.1.12 or src net 10.6.0.0/16) and tcp dst portrange 200-10000 and dst net 10.0.0.0/8

WRRUE IP Sk 10.4.1.12 BRE SR UE N 4% 10.6.0.0/16, H [Hh TCP i I15-7E 200 45 10000 2 ],

- H H 147 T M 4% 10.0.0.0/8 P ¥IFT A 3L

Bt 5 AR A : V1.0Betal.0 10 7 $£28 1T
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WRE  OflE D4

G T IR SR A I UE IS T S A A, BN ORI N s id

ax e .

THH 2 I AL R ok D8 S 1 B S AR ST A% o RS AR AT LA P el e B2 AT 5 i 4 50 i

o EIThRELLINEIS BEASTE ik, 1 HAEARAUE SO 9828 4 0T, IR ZEE B3 — Ik

WL | Protocol | String 1 | String 2 | Comparison operator | Value | Logical Operations | Other expression
%17 | udp port Al ik == 60040 | && ip.dst==172.16.160.42

< Protocol (130 :

PRI LA O AL T OSIRERLER 2 22 7 JZ AP . middi"Expression.. "t L, &0T LAEFIEAT.

ttin: 1P, TCP, DNS, SSH

"i! The Wireshark Hetwork Analyzer

File Edit Yiew Go Capture Anahze Statistics Help

B e e o8B x % o8B e+ e F s BEElaaaB®

Eitler |

Readyto load or capture

No Packets

M & &

il Wireshark: Filter Ezpression

udp.checksum_good - Good Checksum (TrL

udp.checksum_had - Bad Checksum {True:

UDPEMCAP
UDPlite

Field name Relation
UCP 2 is present |
UDLD ==
= UDP =

udp.sreport - Source Port z

udp.dstport - Destination Port =

udp.port- Source or Destination Port ==

udp.length - Length 5=

udp.checksum - Checksum (Details at hitp contains

matches

(o [ e

AR G 5 -

AR A : V1.0Betal.0

1100 $£28 1T
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PRIFTRE AT AFE Help H$R21 BT SCHF 0 MY

"\l The Wireshark Network Analyzer

File Edit ¥iew Go Capture Analwze Statistics
B o @
Eilter:l Wanual Fages Yoan.i Clear Apply
Wireshark Online L4
B About\Wireshark
Ready ta load or capture Mo Packets

"\ ¥ireshark: supported Protocols

The following 536 ﬁrutucu15 fand packet types) are current
supported by wireshark: =
Zdparityfec Pro-mMrPEz Code of Pra
3COMANS 3Com WS Encapsulatt
SEPP2 All 3GPPZ A1l
502,11 maT IEEE 802.11 wireless
B02.11 radiotap IEEE 802.11 rRadiotap
502.3 Slow protocols Slow Protocols
5P Plan 9 5p
hALl ATM AALT
Al 3 A ATM AALE A4
AAR P Appletalk address Re
AT AP Application Configur.
Ectal architecture for Cormr
IMCP1E3 ACPL33 attribute Synr
WCSE I=D HB50-1 OS5I AssoC
BCtrace AudioCodes Trunk Tra
Eals) Aruba - Aruba Discow
AF P Apple Filing Protoco
AFS (R Andrew File System (Jv
| »
[8].8

< Stringl, String2 (7] I0):
BT
AT+, RFEFE T8,

=

Bt 5 AR A : V1.0Betal.0 12 1 4k 28
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%F Wireshark FIZLmi{s A Ui B9

W

OfL% O

"\l Wireshark: Filter Exzpres=sion

EOX]

Field narne Relation
F.Y .
® UBIKDISK = |1 present
# UBIKMOTE =
® UCP =
® UDLD g
= UDP =
udp.srcport - Source Port ==
udp.dstport - Destination Port ==
udp.port- Source or Destination Port
udp.length - Length
udp.checksum - Checksum (Details at: hitpr
udp.checksum_good - Good Checksurm (TrL o
udp.checksum_bad - Bad Checksum {True: =
| > | |
[ ] 24 l ’ Cancel ]
<~ Comparison operators ( HLHHE AT -
AT LUMEH] 6 Ff B ST
D A S CiEEEIE P
eq == T
ne I= ANGET
gt > KT
It < 2088
ge >= KT
le <= INTEET
<~ Logical expressions GEZHHZFHT) -
Al LM H] 4 Rl B4Rz AT
PV CigEi& X
and && 2y

AR G 5 -

AR A : V1.0Betal.0
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or I JLA AN
xor AN Z A Sk
not ! ZigAE

WRE P AT TN (2 4 Sl — PR PR k. 2Ll IR I DG B I B A Z I, Y
FACHIL A AN, RS A S SR e b4 b

EFRATIZEAMEY 1

“tcp.dstport 80 xor tcp.dstport 1025”

HAMHEP) TCP iy 11y 80 B SRJE T3 11 1025 ({H SASHE R A2 IX 4 ) I, IXAER M

)5

h225 || h245

271 h225 B¢ h245 {54, 38 b i g 77 2CRT DU 7= U 8 37 MR T30 B 6L

ip.src==172.16.226.126

WoREHE YR IP ikl 172.16.226.126 AT (R R, il b vE U7 AT B 1P skl
172.16.226.126 () LN A I P Hodla

ip.dst==172.16.160.42

BoRBEEAHE P Mkl 172.16.160.42 HFTAE R, Al v T R BoR 1P ik
172.16.160.42 (1 LT B A K 0

udp.srcport==60048

Wor udp G R 60048 TR R, I ki g Ty 0n] R v 1 ik 60048
KT udp £

udp.dstport==60042

W7 udp A H I H k2 60042 (A 5 R, I ke vk o7 An] KRR H i ik 60042
P21 A udp B

ip.src==172.16.226.126 && udp.srcport==60048

SREAE IR 1P Huhk 2 172.16.226.126 FF H. udp ALy I 3thk 4 60048 (1 HT A (5 8, dmia it
I pE T AT R 1P ikt 172.16.226.126 1 4L H. HH 1L 60048 ity 117 & H BT udp £

Bt 5 AR A : V1.0Betal.0 14 70 $£28 11
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KF Wireshark FZEmt A i Ui 85 WAE OFLE  O4%

ip.dst==172.16.160.42 && udp.dstport==60042

SREE AL H 1P ik 172.16.160.42 1 H. udp £0.55 1 HhE K 60042 (AT (5 8, il il g
J7 AR UK 1P Mkl 172.16.160.42 (1) 3241 H HH 1L 60042 sy 1T 1) BT udp £

IR IE AR O EA, A R Rk, R, SREH R,

L 11. pcap — Wireshark @@E

File Edit ¥iew Go Capture Analze Statistics Help
B oW e e@Ex % 8 R« »7F 2 BE &QQd @60 8

Filte |h225 || h245 * Expression.. Clear Apply

Frotocol | Info

Source Destination

. 229615
L 279625

alerting
connect

el [
openLogicalchannelack
.245  openLogicalchannelack
o enLDg'lca'IChanne'I Cnonstd)

. 069584
. 069658 172.
L 069921 172,

67
69

iy T T T jsdjssissdisd T j=d T mdlsd T T

nf nf o IR f- (g f e f - e =

v

File:"CiDocuments and SettingsAHEEELEEM 1. peap” 866 KB 00:00:16 F: 2067 D: 42 M0

L 11. pcap — Wireshark @@E

File Edit ¥iew Go Capture Analze Statistics Help
B oW e e@Ex % 8 R« »7F 2 BE &QQd @60 8

Filte |h225 Il h24| * Expression.. Clear Apply

MNo. . Time Source Destination Frotocol | Info

5
.229615 172.16.
L 279625

Tmited during Jture
< i 16,160, 172, ] : H ermination
. B697E0 L16. . L16. . . termi na'lcapab'l'l'ltyset

4
74 B B H terminalcapabl [Tt
4. 879457 L16. . L16. . . masters'la\.reDeterm'lnatwn terminalCapabilitysetack m:
ri
_.4
5.069584 .16, . .16, . . DpenLog'lca'IChanne'IAck
67 5.069698 172.16.226.126 172.16.160.42 .245  openLogicalchannelack
69 5.069921 172.16.226.1264 172.16.160.42 openLogicalchannel (nonstd)
5. i 16, ] ji In
= v

File:"CiDocuments and SettingsAHEEELEEM 1. peap” 866 KB 00:00:16 F: 2067 D: 42 M0

N TAET 08T BB A s m), AT DU RAE R A AT T pE 4 &, AR v R
SER R I I A OB IR T BE, ARG 1EFE File>Save As..., REITIHRAEAIERE, N
Kl T :

Bt 5 AR A : V1.0Betal.0 15 11 k28 I




KEDACOM 75 i1k 5 45 HBR 2 5]

Suzhou Keda Technology Co.,Ltd.

KT Wireshark FrZERt s A 3 B5 WA ObE D4
Wirezhark: S5awve file az @
{RFFLE I |@5ﬁ V| a2 E-
Ty Bﬁiﬂﬂiﬁ [CAMEVU_zhg mix Etest.pcap
i d FEROEE f @Hen‘uﬂys
#HEAMTY  (JFLLESE CymenmqtB2EEE
1 | AntiVirus =) FCMCL
‘ ir ‘ [C)ATnotes [CHE2_MCU
3 d11_zbg meu [ChES_MCU
RE e ) EShd
D) ek [Chwinbap
! -5 R CfEFEaEERTE
AT | gt e
e [EHII mon [h,EHE
ﬁj Bipmsg_E.SD_alphaE Ell.pcap
H e R |)license E}QESME'!IS.FC&F
FLESE  xesw: | v [ E#Fe |

{RiF2ed (T |'|'|'ireshark-'rtcpdwnpfr. .. = libpeap [* pec V| [ HUiH ]

Facket Range
(%) Captured () Displaved
(%) Al packets 2674
() Selected packet 1

() Range: |:| 1]

5 LB TEHE B BRI S RAF I SR 44, JFik b “Displayed” S5 middi “ORA7” 1%
HLRITT

TR 2 BRI AS: V1.0Betal.0 %516 71 4L 28
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RTF Wireshark fjZEat4s A vi BH WA OFLE O4%

Wireshark: Save file as

TRAFAE (1)

£
BRI

lfH
2@
=
HAT
.
HAIRE R

«)

WJ:‘EE

Packet Range

(%) Al packets

(") Range:

(& £m ¥ C bl i

'_i%gtlj[% LAMCU_zbg mix Etest.pcap
_é' ks l==1 MenuSy=

‘_g i _EiRE _"]mgrmthZﬁEfﬁ

C)AntiVirus [y FCMCU

JATnotes = ()

411 _zhq men (RS _mCU

ear JEShd

ek [CJwinbap

CGHE DiFFEER TR

) ghmt O kiR

CHHD meuw o R

[Sipmsg_2.50_alphaf [JfJ11. peap

J1license Hh225&h245.pcap

ItE CEAYTE v

{RiFe® (1) Wireshark/tepdamp/. .. — libpeap 0. pec /¥

() Captured (&)

() Selected packet

21X

Heid

et E A T AT IE L Wireshark BEAT AL LR BTl sk 1 Bt B dn A A R g A DR A, 1 T
Xt BATTRI A 3 0 0 K 0 b B 5 R BRATT BT S O ) — L83 A S M TR e

N E RIS SR BRI BRI N A, AR T AT B0 AL PR S s A P R R
(R AE A 1 1P Huhik s PSSO B B A B

Mo, - Time

6
. 229615
279625

. 069584
059698
59521

5 E
. 234844

Source

Destination

Protacol | Info

openLogicalchannelack
openLogicalchannelack
openLogicalchannel (nunstd)

alChanne | CgenericvideaCapability) nansta

og
miscellaneousIndication

Indication
misrallanannsTndd catinn

AR G 5 -

AR A : V1.0Betal.0

17 7T $£28 1T
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XTF Wireshark a3 i BH WA Ol D4

RS RR AR BAER ER X R PTIE T R AN B TR P, BT S AR AN R Y
OSl layer AT 7732, fnl LURIFREANIH A, W01 EILTHERR 8 0 S s iRl it e 2835 1 QoS ¢
BN RIS ELN 7 IR B NMER .

Frame 30 (3% bytes on wire, 391 bytes captured)
@ Ethernet II, Src: Hangzhou_5a:16:2b (00:0f:e2:5a:le:2h), Dst: 00:23:ae:79:de:0c (00:23:ae:79:de:0c)
= Internet Protocol, Src: 172.16.226.126 (172.16.226.126), Dst: 172.16.160.42 (172.16.160.42)
wversion: 4
Header Tength: 20 bytes
= Differentiated services Field: OxF0 (DSCP Ox3C: uUnknown DSCP; ECMN:D Ox0D0)
1111 00.. = pifferentiated Services Codepoint: Unknown (0x3c)
vees 2.00 = ECN-Capahle Transport (ECT): O
....... 0 = ECN-CE: ©
Total Length: 377
Identification: 0xbh903 (473630
W Flags: oxo0
Fragment offset: 0
Time to Tlive: &3
Protocol: TCP (Ox0&])
Header checksum: OxeScl [correct]
Source: 172.16.226.126 (172.16.226.128) n
pestination: 172.16.160.42 (172.16.160.42)
Transmission Control Protocol, Src Port: 60006 (6000687, Dst Port: 60004 (600047, Seq: 509, Ack: 915, Len: 337

o Fremm e ;e T el T et m FOAE e st . WmASEASTS UO AT |

Xt F AN A 3 40 Hh A2 25 ¥ Differentiated Services Field 7B A B 940 Ml LARfIA QoS Hotf -3
Pt AL B B AR I RS S5, R T IX A3 IG5 1 5 1% BUR B S I AS A, A G
AN A BERI 7 sURoR I 0~63 R ZUIRg5 5560, W T IP ARSET &% 7 B Ja — LA A AT
FEFICAT-BAL, s — 22 = LA 3y SRR 3L 0~7 R RIS S5 4, DA A
IS5 KA, HVUA ORI 8 B/ MER, 38 AR s HOE 5 i o KA i, S/ Ros
AT R R T FE N, SR BAL R R TR A R RN T

RAGERE
[ROEE [Bhks [EO8RE (5 |[FEE |[ReEE |

QoSZER : |TrtEsE [~]
EHRgsm: f | o~
MFREsm: B ] o7
pEmESm: ] o-~q
g - ]

MRs52ER
MT1: 1465 1308 ™ 14R5

| wmezivE || mA || E’ |

=

Bt 5 AR A : V1.0Betal.0 18 11 4k 28
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RTF Wireshark fjZEat4s A vi BH WA OFLE O4%

XtF UDP WA TEB WHIZR X Info B n] LA T fifeditsin 1 55 H AR Rt i, 4o~ B PR«

~
Mo, - Time Source Destination Frotocol  Info
Slsb 14, S1NEE 1/2.06.160.42 1/2.16.226.120 UpP SOUrce POrt: BOUAN  DBSTINATIon port: eu04o
3137 14.318000 172.16.160.42 172.16.226.126 uoP SouUrce por 60048 Dpestination port: 60040
3138 14.337359 172.16.226.126 172.16.160.42 uppP SOUrce por 60048 Destination port: 60040
3139 14.337488 172.16.226.126 172.16.160.42 uppP SOUrce por 60048 Destination port: 60040
3140 14.340308  172.16.160.42 172.16.226.126 uprP source por 60048 Destination port: 60040
3141 14.340326  172,16.160.42 172.16.226.126 uprP source por 60048 Destination port: 60040
3142 14.348275 1l72.16,226.126 172.16.160.42 uor Source por 80050 Destination port: 80042
3143 14.355044 1l72.16,226.126 172.16.160.42 uor Source por 80050 Destination port: 80042
3144 14.381823 172.16.180.42 172.16.226.126 uopP Source por 60048 Destination port: 60040
3145 14.361842 172.16.180.42 172.16.226.126 uopP Source por 60048 Destination port: 60040
3146 14.367651  172.16.226.126 172.16.160.42 uopP Source por 60050 Destination port: 60042
3147 14.377111 172.16.226.126 172.16.160.42 uopP Source por 60048 Destination port: 60040
3148 14.377213 172.16.226.126 172.16.160.42 upbpP source por 60048 Destination port: 60040
3149 14.383279 172.16.160.42 172.16.226.126 upP source por 60048 Destination port: 60040
3150 14.383206  172.16.160.42 172.16.226.126 uoP SouUrce por 60048 Dpestination port: 60040
3151 14.385901 172.16.226.126 172.16.160.42 uppP SOUrce por 60050 Destination port: 60042
3152 14.394029 172.16.160.42 172.16.226.126 uppP SOUrce por 60048 Destination port: 60040
3153 14.394046  172.16.160.42 172.16.226.126 uprP source por 60048 Destination port: 60040
3154 14.395885 172.16,226.126 172.16.160.42 uprP source por 60050 Destination port: 60042
3155 14.415200 172.16,226.126 172.16.160.42 uor Source por 80050 Destination port: 80042
3156 14.415487  172,18.160.42 172.16.226.126 uor Source por 80048 Destination port: 80040
3157 14.415504 172.16.180.42 172.16.226.126 uopP Source por 60048 Destination port: 60040
3158 14.417539 172.16,226.126 172.16.160.42 uopP Source por 60048 Destination port: 60040
3159 14.417637 172.16.226.126 172.16.160.42 uopP Source por 60048 Destination port: 60040
3160 14.428134 172.16.226.126 172.16.160.42 uopP Source por 60050 Destination port: 60042
3161 14.436023 172.16.226.126 172.16.160.42 upbpP source por 60050 Destination port: 60042
3162 14.437250 172.16.160.42 172.16.226.126 upP source por 60048 Destination port: 60040
3163 14.437205 172.16.160.42 172.16.226.126 uoP SouUrce por 60048 Dpestination port: 60040
3164 14.447909  172.16.226.126 172.16.160.42 uppP SOUrce por 60050 Destination port: 60042
3165 14.457108 172.16.226.126 172.16.160.42 uppP Source port: 60048 Dpestination port: 60040

7 b B 7 () 38 60, 910 3 DX e v RSB A T Bt S ok X B0CH e A0 AR 5 ol b 4 B b v i F I s 1)

Source Destination Protocal | Infa o
1r2.16.100.42 1/2.16. 226,120 UDFP SOUrce POrt: bOU4H DESTINATION POrt: 60040
172.16.180. 172.16.226.126 uprP source por 60048 Destination port: 60040
172.18,226. 172.16.160.42 uor Source por 80048 Destination port: 80040
1lrz2.18,226. 172.16.160.42 uopP Source por 60048 Destination port: 60040
172.16.160. 172.16.226.126 uopP Source por 60048 Destination port: 60040
172.16.160. 172.16. uoe Source port: 60048 Destination port: 60040
172.16.226. 172.16. UDP SOuUrce por 60050 Destination port: 60042
172.16.226. 172.16. UDP Source por 60050 Destination port: 60042
.16. UoP Source por 80048 Destination port: 80040
UDF por 8 Destination port: 60040

3147 14.377111 172.16.226.126 172.16.160.42 UDP  source| MarkFacket (togale) J0rT: 60040
3148 14.377213  172.16.226.126 172.16.160.42 UDF  SOUFEE | () gefTime Refarence foggly)  JOFTE BOC40
3149 14.383279  172.16.160.42 172.16.226.126 UDF  source fort: 0040
3150 14.383296  172.16.150.42 172.16.226.126 UDF SOUPCE|  apoly as Filter ) dort: 60040
3151 14.385501  172.16.226.126 172.16.160.42 UDP  Source Jort: 60042
3152 14.304029 172.16.160.42 172.16.226.126 UDP  Source Prepare a Filter Sort: 60040
3153 14.304046  172.16.160.42 172.16.226.126 UDP  Source|  Comversation Filter Y hort: 60040
3154 14.305885 172.16.226.126 172.16.160.42 UDF  source Jort: 60042
3155 14.415290  172.16.226.126 172.16.160.42 UDF  source Jort: 60042
3156 14.415487 172.16.150.42 172.16.226.126 UDF  Source Jort: 0040
3157 14.415504  172.16.150.42 172.16.226.126 UDP  Source Jort: 0040
3158 14.417539  172.16.226.126 172.16.160.42 UDP  Source Sort: 60040
3159 14.417637 172.16.226.126 172.16.160.42 UDP  sOurce bort: 60040
3160 14.428134  172.16.226.126 172.16.160.42 UDF  source hort: 60042
3161 14.436023  172.16.226.126 172.16.160.42 uoF  source O Pt Jort: 60042
3162 14.437250 172.16.160.42 172.16.226.126 UDP source Show Packetin New Window  Jort: 60040
3163 14.437295 172.16.150.42 172.16.226.126 UDP T oouuES  LesLINEL U pOrt: 60040
3164 14.447509 172.16.226.126 172.16.160.42 UDP 60050 Destination port: 50042
3165 14.457108 172.16.226.126 172.16.160.42 UDP  SOUFCe POrT: 60048 Destination port: 60040

Hidi “Decode As...” H LA E B GHGAE

' Fireshark: Decode A=z

Link | Metwork | Transport

(*) Decods RMCP
RPC
RSP
RTCP

LUDP | source (60050} » | portis) as
() Do not decode

RUDF

Fx

Show Current SAP

Help [8]54 ‘ l Apply ] [ Close
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XF Wireshark &Rt FH Ui B

WA

Ol

D4

75 _E B B RS R (1 B A MR 712 ik b “RTP

DRI St T B Frzs 2

SRJA miate “OK” RI] 58 ek, 3

Mo. . Time Source Destination Pratacal
610 4.225036 172.16.226.126 172.16.160.42 RTP
620 4, 233691 172.16.226.126 172.16.160.42 RTP
623 4.243676 172.16.226.126 172.16.160.42 RTP
624 4,245021 172.16.226.126 172.16.160.42 RTP
625 4.245156 172.16.226.126 172.16.160.42 RTP

4.263672 172.16.226.126 172.16.160.42 RTP
4.273686 172.16.226.126 172.16.160.42 RTP
4.283711 172.16.226.126 172.16.160.42 RTR
4. 285647 172.16.226.126 172.16.160.42 RTP
4. 285665 172.16.226.126 172.16.160.42 RTP

4
4.324522 172.16.226.126 160,42 RTP
4.325034 172.16.226.126 Lla0.42 RTP
4.333776 172.16.226.126 -160.42 RTP

647 4.343605 172.16.226.126 -160.42 RTP

648 4.353607 172.16.226.126 160,42 RTP

G5l 4. 364023 172.16.226.126 Lla0.42 RTP

652 4.365121 172.16.226.126 L1a0.42 RTP

633 4.373703 172.16.226.126 -160.42 RTP

656 4. 383669 172.16.226.126 160,42 RTR

G604, 403600 172.16.226.126 160,42 RTP

GE1 4.405118 172.16.226.126 L1a0.42 RTP

662 4.405132 172.16.226.126 -160.42 RTP

665 4.413664 172.16.226.126 -160.42 RTP

666 4.423771 172.16.226.126 160,42 RTP

B67 4.424032 172.16.226.126 Lla0.42 RTP

665 4.425080 172.16.226.126 -160.42 RTP

671 4.443736 172.16.226.126 -160.42 RTP

674 4.453690 172.16.226.126 160,42 RTR

o b B AT TR AT A

HI|ZRIX A 2 2 HT UDP £

Info

Payload type=Unknown (96), SSRC=234943704, Seq=215, Time=832138720, Mark
Payload type=unknown (L0E), SSRC=1563704304, sSeq=10627, Time=734070514
Payload type=unknown (106), SSRC=1563754354, 0628, Time=734070514
Payload type=unknown (96), 34943794, 17, Time=832138800, Mark
Payload type=Unknown €967, 34043704, Seq=216, Time=B32138760, Mark
Payload type=unknown (l06), SSRC=1563794394, 0629 Time=734070514
Payload type=unknown (106), SSRC=1563754354, 0630, Tim 34070514
Payload type=unknown (106), SSRC=1563794394, 0631, Time=734070514
Payload type=Unknown (963, 34043754, 18, Time-832138840, Mark
Payload type=Unknown (967, 34043754, 17, Time=832138800, Mark

Payload type=Unknown (106), SSRC=15637943%94,

Payload type=Unknown (96), SSRC=2349437%4, Seq=219, Time= 832138880, Mark
Payload Typesinknown (06), SSRC=234043704, Seq=218, Time=832138840, Mark
Payload type=unknown (106), SSRC=1563704334, se =10634, Tim

Payload type=unknown (106), SSRC=1563754354, 0635, Tim

Payload type=unknown (106), SSRC=1563794354, 0636, Tim

Payload typesUnknown (96}, SSRC=234943704, 20, Time=832138920, Mark
Payload types=Unknown (96}, SSRC=234943704, 19, Time=832138880, Mark
Fayload type=unknown (106), SSRC=1563754354, 0637 Time=734070514
Payload type=unknown (106), SSRC=1563794394, 0638, Tim 34070514
Payload type=Unknown 1063, SSRC=1563704304, 063%, Time=734070514
Payload type=Unknown (96), 55k 1, Time=832138960, Mark
Payload type=unknown (96), SsR 20, Time=832138920, Mark
Payload type=unknown (106), SSRC=1563754354, 0640, Time=734070514
Payload type=unknown (106), SSRC=1563794354, 0641, Time=734070514
Payload typesUnknown (96}, SSRC=234943704, 22, Time=832139000, Mark
Payload type=unknown (96), SSRC=234943704, 21, Time=832138960, Mark
Payload type=unknown (L06), SSRC=1563704304, sSeq=10642, Time=734070514
ravload tvpe=Unknown (106). SSRC=1563794394, Sen=10643. Time=734070514

T IE AL

(VIS

» DUAZ B BAR T

BARATRS 3, TR PRGNS BB R X ] 1A% UDP 1) QoS B & 1% il LA L2 1% UDP A 5t 1

HH 3 1, 4R B s

(Untitled) reshark
Eile Edit View Go Caplure Anahze Statistics Help
BWeee pEx%BBesoF L EE Q| @®s x| 8
Eilter. | ~ Expression.. Clear Apply
Tirne Source Destination Pratocal | Info &
4.225036 172.16.226.126 .160.42 RTP Payload Typa=unknown , SSRC=234943794, sSeg=215, Time=832138720, mark
4.233691 172.16.226.128 .160.42 RTP Payload type=Unknown \. SSRC=136370543%4, SEq—10627 Time= 734070514
4.243676 172.16.226.126 .160.42 RTP Payload SSRC=15637543G4, SEq—lUGZE Tima=734070514
4.245021 172.16.226.126 .160.42 RTP Payload 34943794, sSeg=217, Time=832138800, mark
4.245156 172.16.226.128 .160.42 RTP Payload 34943794, Seg=216, Time=832138760, Mark
4.263672 172.16.226.126 .160.42 RTP Payload SSRC=15637543064, ima=734070514
4.273686 172.16.226.126 .160.42 RTP Payload SSRC=156375943%4,
4.283711 172.16.226.128 .160.42 RTP Payload SRC=15637943‘34, ime=
4.285647 172.16.226.126 L160.42 RTP Payload 34943794, Seg=218, Time=832138840, Mark
4 5 .126 .160.42 RTP Pay1nad i
2 a
4.313656 .16, B .16, B RTF Pay1nad SRC=1563754354, Ti
642 4.324522 172.16.226.126 172.16.160.42 RTP Payload 345843794, seq=219, Twe 832138880, Mark
843 4.325034 172.16.226.128 172.16.160.42 RTP Payload SYRC=234043794, Seq=218, Time=832138840, mark
646 4.333776 172.16.226.126 172.16.160.42 RTP Payload SRC=1563754304, Se —10634 TWm —724070514
647 4.343605 172.16.226.126 172.16.160.42 RTP Payload 45RC=1563704354,
848 4.353607 172.16.226.128 172.16.160.42 RTP Payload 4SRC=15637043%4, seq=10636, Time=734070514
631 4.364523 172.16.226.128 172.16.160.42 RTP Payload 34343794, Seq=220, Time=832138920, Mark
652 4.365121 172.16.226.126 172.16.160.42 RTP Payload R 34943794, sSeg=219, Time=832138880, Mark
653 4.373703 172.16.226.128 172.16.160.42 RTP Payload SRC=15637043%4, seq= 10637 Tima= 734070514
656 4.383689 172.16.226.128 172.16.160.42 RTP Payload SRC=15637943‘34, Seq=10638, Time=734070514
660 4.403651 172.16.226.126 172.16.160.42 RTP Payload FSRC=1563794304, SEq=10639, Tima=734070514
661 4.405118 172.16.226.126 172.16.160.42 RTP Payload E 34943794, sSeq=221, Time=832138960, Mark
662 4.405132 172.16.226.128 172.16.160.42 RTP Payload R 34943794, Seg=220, Time=832138920, Mark
665 4.413664 172.16.226.126 172.16.160.42 RTP Payload SSRC=15637843064, =10640, Time=734070514
666 4.423771 172.16.226.126 172.16.160.42 RTP Payload SSRC=156375943%4, =10641, Time=734070514
687 4.424932 172.16.226.128 172.16.160.42 RTP Payload 34943794, Seg=222, Time=832139000, Mark
668 4.425080 172.16.226.126 172.16.160.42 RTP Payload 34943794, Seg=221, Time=832138960, Mark
671 4.443756 172.16.226.126 172.16.160.42 RTP Payload Typ SSRC=15637943%4, se —10642 T 734070514
674 4.453891 172.16.226.128 172.16.160.42 RTFP Pavload tvpe=Unknown SSRC:1563794394. SEu:10643. Tima=734070514 o~
Header Jengrhs 20 bt !
B Dbifferentiated Services Field: 0x70 (DSCP Oxlc: Assured Forwarding 32; ECH: 0x00)
0111 00.. = Differentiated Services Codepoint: Assured Forwarding 32 (0x1<)
0. = ECN-Capable Transport (ECTD: O
.0 = ECN-CE: O
TntaT Length: 1349
Identification: Oxbada (476261
® Flags: 0x00
Fragment offser: o
Time to live: &3
Protocol: UDP (Ox11)
® Header checksum: 0xelé3 [correct]
Source: 172.16.226.126 (172.16.226.126)
pestination: 172.16.160.42 (172.16.160.42)
5 0 ), Dst Port:
source por 60050 (60050)
pestination port: 60042 (60042)
Length: 1329
= Checksum: Oxbe&( [correct]
[Good checksum: True]
[Bad Checksum: Ealsal <
~
a
28 00 08 15
0050 fe e3 e3 80 00 B3 45 34
0060 37 d2 2d 21 e2 ee d2 8
fa7n SR &3 Ta e A b oao v . &
User Datagram Protacol (udp), & bytes P 4140 D: 1122 M: 0 Drops: 0 m
e [= e A
B G 5 WM A : V1.0Betal.0 % 20
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KF Wireshark FZEmt A i Ui 85 WA OB O

£

R EREEHE R AR R AE B R X ARk R ¥ UDP UK QoS e B A et 1 AT H (1) i
P L i Z0 0 R Bl by (2 45 UDP Qe B A 3 8, T A5 SR W] LU T A A ¥ UDP
AR TP R I S BAR RS s 5, NI T — S5 MRS SUAE B B R XK Info 31
S HAZE SRR, W N G711, A Mpeg2

MNa. - Time Source Destination Protocal | Info
1 0.000000 172.16.225.23 172.16.160.42 RTP Payload -7l F‘CMA 480951912, se
E 3
G 0,020578 Payload typ transpart , SSRC=103684<
7 0.025920 172.16.225.23 172.16.160.42 RTR Payload Type=ITU-T G.7ll PCMA, SSRC=1480851912, Seq-
8 0.040665 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
11 0.050577 172.16.225.23 172.16.160.42 RTP Payload type=MPEG-II transport streams, SSRC=103684¢
12 0.056787 172.16.225.23 172.16.160.42 RTF Payload type=ITU-T G.7ll PCMA, SSRC=1480851912, Seq-
13 0.070083 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=1035684<
16 0.085941 172.16.225.23 172.16.160.42 RTR Payload type=ITU-T G.7ll PCMA, SSRC=1480951912, Seq-
17 0.0907593 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
18 0.100882 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
22 0.118121 172.16.225.23 172.16.160.42 RTR Payload Type=ITU-T G.7ll PCMA, SSRC=1480951912, Seq-
23 0.120561 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=1036584<
26 0.130624 172.16.225.23 172.16.160.42 RTP Payload type=MPEG-II transport streams, SSRC=103684¢
27 0.145818 172.16.225.23 172.16.160.42 RTF Payload type=ITU-T G.7ll PCMA, SSRC=1480851912, Seq-
28 0,150618 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=1035684<
31 0.170663 172.16.225.23 172.16.160.42 RTR Payload Type=MPEG-II Transport sTreams, SSRC=103684<
32 0.176631 172.16.225.23 172.16.160.42 RTF Payload type=ITU-T G.7ll PCMA, SSRC=1480951912, Seq:
33 0.180640 172.16.225.23 172.16.160.42 RTP Payload type=MPEG-II transport streams, SSRC=103684:
36 0.200678 172.16.225.23 172.16.160.42 RTR Payload Type=MPEG-II Transport sTreams, SSRC=103684<
37 0.205738 172.14.225.23 172.16.160.42 RTF Payload type=ITU-T G.711 PCMA, SSRC=1480%51912, Seg:
38 0.210624 172.16.225.23 172.16.160.42 RTP Payload type=MPEG-II transport streams, SSRC=103684¢
41 0.2280580 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103584<
42 0.230015 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
43 0.237958 172.16.225.23 172.16.160.42 RTR Payload Type=ITU-T G.7ll PCMA, SSRC=1480851912, Seq-
44 0.250663 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
47 0.260022 172.16.225.23 172.16.160.42 RTP Payload type=MPEG-II transport streams, SSRC=103684¢
48 0.260621 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103584<
49 (.265685 172.16.225.23 172.156.160.42 RTF Payload type=ITU-T G.711 PCMA, SSRC=1480951912, Seg-
52 0.280638 172.16.225.23 172.16.160.42 RTR Payload type=MPEG-II transport streams, SSRC=1038684<
53 0.296508 172.16.225.23 172.16.160.42 RTF Payload type=ITU-T G.7ll PCMA, SSRC=1480951912, Seq-
54 0.300700 172.16.225.:23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
55 0.31061% 172.16.225.23 172.16.160.42 RTR Payload Type=MPEG-II Transport sTreams, SSRC=103684<
58 0.327225 172.16.225.23 172.16.160.42 RTF Payload type=ITU-T G.7ll PCMA, SSRC=1480851912, Seqg:
59 0.330677 172.16.225.23 172.16.160.42 RTP Payload type=MPEG-II transport streams, SSRC=103684¢
62 0.350754 172.16.225.23 172.16.160.42 RTF Payload type=MPEG-II transport streams, SSRC=103684<
63 0.358776 172.16.225.23 172.156.160.42 RTF Payload type=ITU-T G.711 PCMA, SSRC=14B80951912, Seq-
64 0.360633 172.16.225.23 172.16.160.42 RTR Payload Type=MPEG-II Transport sTreams, SSRC=103684<
67 0.380623 172.16.225.23 172.16.160.42 RTR Pavload twne=MPEG-IT transport streams. SSRC=1035634: ¥

YA N E . G722, M. H.261

Mo, . Time Source Destination Protacal  Info 2
S g e amun Lre.du.cea. Lriedu.dunese o POy UL LRS-l I UTl M. 2s, SoMC—LLluLaUs U, SEL—ILU,
445 3.236212 172.16.225. 172.16.160.42 H.261 H.261 message
448 3.255444 172.185.225. 172.16.160.42 RTE Payload type=ITU-T G.722, SSRC=211612676, Seg=319,
449 3,276257 172.186.225. 172.16.160.42 H.261 H.261 message
452 3.205305 172.18. 225. 172.16.160.42 RTP Payload type=ITU-T G.722, SSRC=211612676, Seq=320,
453 3.295557 172.185.225. 172.16.160.42 RTE Payload type=ITU-T G.722, SSRC=211612676, Seg=321,
456 3.317740 172.16.225. 172.16.160.42 H.261l H.261 message
457 3.3253141 172.18. 225. 172.16.160.42 H.261 H.261 message
458 3.325353 172.16.225. 172.16.160.42 RTP Payload type=ITU-T G.722, SSRC=211612676, Seg=322,
450G 3,332761 172.18.225. 172.16.160.42 H.281 H.261 message
462 3.355670 172.186.225. 172.16.160.42 H.261 H.261 message
463 3.365287 172.18. 225. 172.16.160.42 RTP Payload type=ITU-T G.722, SSRC=211612676, Seq=323,
466 3,395752 172.185.225. 172.16.160.42 H. 281 H.261 message
469 3,308516 172.16.225. 172.16.160.42 RTP Payload type=ITU-T G.722, SSRC=211612676, Seq=324,
472 3.435651 172.18. 225. 172.16.160.42 H.261 H.261 message
473 3.437416 172.16.225. 172.16.160.42 RTP Payload type=ITU-T G.722, SSRC=211612676, Seg=325,
476 3.477367 172.18.225. 172.16.160.42 H.281 H.261 message
477 3.478421 172.186.225. 172.16.160.42 RTP Payload Type=ITU-T G.722, SSRC=211612676, Seq=326,
478 3.478506 172.18. 225. 172.16.160.42 RTP Payload type=ITU-T G.722, SSRC=211612676, Seq=327,
479 3.483168 172.185.225. 172.16.160.42 H. 281 H.261 message
482 3.512812 172.16.225. 172.16.160. Payload type=ITU-T G.722, SSRC=211612676, Seq=328,
483 3. 515682 172.18. 225. 172.16.160. H. 261 message
486 5.545107 172.16.225. 172.16.160. Payload type=ITU-T G.722, SSRC=211612676, Seg=320,
489 3.555524 172.16.225. 172.16.160. H. 261 message
452 3. 585034 172.186.225. 172.16.160. Payload Type=ITU-T G.722, SSRC=211612676, Seq=330,
453 3. 505421 172 225 172 160 H.261 message

3 d

497 3.636912 172.16.225.23 172.16.160.42 5 H. 261 message

500 3643123 172.16.225.23 172.16.160.42 5 H. 261 message

501 3.655115 172.16.225.23 172.16.160.42 Payload type=ITU-T G.722, SSRC=211612676, Seq=332,
502 3.655157 172.16.225.23 172.16.160.42 Payload type=ITU-T G.722, SSRC=211612676, Seq=333,
505 3.675257 172.16.225.23 172.16.160.42 5 H. 261 message

506 3.685838 172.16.225.23 172.16.160.42 Payload type=ITU-T G.722, SSRC=211612676, Seg=334,
509 3.715253 172.15.225.23 172.16.160.42 5 H. 261 message

510 3.724840 172.16.225.23 172.16.160.42 Payload Type=ITU-T G.722, SSRC=211612676, Seq=3353,
521 3.755138 172.16.225.23 172.16.160.42 5 H. 261 message

524 3.764853 172.15.225.23 172.16.160.42 Payload type=ITU-T G.722, SSRC=211612676, Seq=336,
527 3.796874 172.16.225.23 172.16.160.42 5 H. 261 message

528 3.795904 172.16.225.23 172.16.160.42 Payload Type=ITU-T G.722, SSRC=211612676, Seq=337, .,
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faval Y
N NS G728, #iAi: H.263
Mo, . Time Source Destination Protocol  Info i’
409 A.614500 I < TR T 172001010042 RTP PayIDad type:ITLI—T G. f2d, SSRC=1430b%6/7 7384, Seq:zij
366 2.627347 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=264
369 Z2.646708 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=23¢
372 2.6A67179 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=265
373 2.67441%9 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=237
376 2.704373 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=238
37F 2.707232 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=26€
3B0 2.734351 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=23C
381 2.747005 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=267
3B4 Z.7AA779 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seqg=24(
3BF 2.7B7157 172.16.225.23 172.16.160.42 H. 263 Pay1oad tType=ITU-T H.263, SSRC=1675790317, Seq=268
3BB 2.794235 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seqg=241
351 2.82423%9 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=242
352 2.826927 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=26¢
3565 2.854211 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=243
3596 Z.8A67235 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=27C
400 2.886423 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=244
403 2. 906790 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seqg=271
404 2914111 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=245
407 2.544103 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=24¢
408 2.5947029 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=272
411 2.974076 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=247
412 2.9865983 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=273
415 3. 006273 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=24%
416 3.0265921 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=274
41% 3.033975 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=24¢
424 3.063528 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, sSeq=25(
425 3.086533 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=275
428 3.0938%96 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=25l
425 3.1065938 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=27¢
432 3.126140 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=252
433 3.146561 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=277
436 3.153850 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=253
435 3.183782 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=254
440 3.186700 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=27&
444 3.213751 172.16.225.23 172.16.160.42 RTP Pay1oad tType=ITU-T G.728, SSRC=1505677384, Seq=255
445 3.226482 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=1675790317, Seq=27C
445 3246035 172.16.225.23 172.16.160.42 RTP Pay1oad Type=ITU-T G.728, SSRC=1505677384, Seq=25€
452 3.266692 172.16.225.23 172.16.160.42 H. 263 Pay1oad Type=ITU-T H.263, SSRC=16757090317, Seq=28(
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Mpeg2 33
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H264 106
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G722 9
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Mp 3 96
MPEG4 AAC-LC 102
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XTF Wireshark a3 i BH Wi O D4

()R S o iR A A0 A5 DA T 0 A B e vl BL T i e il GK BIMEEL, —6& 1P Mkl
172.16.160.42 [ PCMT H: E164 5% 16042, H323ID 24 PCMT LA H =48R (kedapemt), JxX4&
m,uETPfIFﬁTEﬁ%}R F R AR AT AR

File Edit Wiew Go Capture Anahze Statistics Help

= o | > x ¢ 53R @« % »F & BE «aQaQdl @y
Filter: |h225 * Expression.. Clear Apply
Mo. . Time Source Destination Protocol | Info o

IV YL N LTV Iy RN AP AL Pk e L L Ple &8 00 MM QU 33 LR Ui

L9L5247

alerting
. B56EES

connect

. 885495
6307 48, BEESTE
8505 54,916531 16,1680, 42 £ o
6506 54,020718 172.16.228.228 172.16.160.42 L2285,
10615 113.980042 172.16.160.42 172.16.228.228 L2285,

disengageRequest
disengageConfirm

registrationrequest
registrationConfirm
registrationrReduest b

= RasMessage: registrationRequest (30 A
= registrationRequest
requestsegrum: 35715
protocolIdentifier: 0.0.8.2250.0.4 (itu-t({0) recommendation(d) h(8) h225-0(22500 wersion(d) 4)

0... .... discoveryComplete: False
= callsignaladdress: 1 item
= Item 0

B Item: ipaddress (00
= ipaddress
dpr 172.16.160,42 (172.16.160.420
port: 1720
= rasaddress: 1 item
= Item O
S Item: jpaddra oY
= ipaddress
p: 172.16.160.42 (172.16.160.420
port: 1719
terminalType
= terminalalias: 2 items
= Item O
= Item: h323-ID (1)
h323-10: pomt
= Item 1
= Item: dialedpigits (02
dialedbigits: 16042
gatekeeperidentifier: KDWwGK40%17Z.16.228.228:1719
= endpointvendar
wvendar
H.221 Manufacturer: Unknown (0x260022h8)
productId: Kdwpomt
versionId: 8

TimeTol wes: ou

B cryptoTokens: 1 item

1... .... keepalive: True

endpointIdentifier: 00000025811560300

O oo willsupplyuuIes: False

O... ..., maintainConnection: False v

>

00ho -
00co g
oodo 21 1e 00 30 00

D00 00 30 00 30 00 30 00 30 00 32 00 38 00 31 00 31
oof0 00 35 00 35 00 30 00 33 00 30 00 30 01 00 01 00

Broadeom MetLink (Th) Gigabit Ethernet Driver (Microsoft's Packet Scheduler) ..

TR T IV S 37 PR R v A 5 28 2 ) i B REA T H U RE D AR AOAT L, IR A AR L R AR W] LAAE
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(Untitled) — Wireshark

File Edit “iew Go Capture Analze Statistics Help

B oW e eEx %3 @« »»7F 2 BE QaQQd @6 R
Filter: |h225||h245 * Expression.. Clear Apply
MNo. . Time Source Destination Frotocol | Info &

= H.245
= PDU Type: request (0)
= reqguest: terminalcapabilityset (20
= terminalcapabilityset
sequencerumber: 1
protocolIdentifier: 0.0.8.245.0.10 (itu-t{0) recommendation(0) h{8) h245¢(245) version(0) 10)
@ multiplexcapability: h2250Capability (4)
= capabilityTable: 25 items
= Item 0
= Item
capabilityTableEntrynumber: 1
= capability: receivesudioCapability (4)
= receiveaudioCapability: g729 (10)
g729: 30
= Item 1
= Item
capabilityTableEntrynumber: 2
= capability: receivesudioCapability (4)
= receiveaudioCapability: g7llalawddk (1)
g7llalawedk: 30
= Item 2
= Item
capabilityTableEntrynumber: 3
= capability: receivesudioCapability (4)
= receiveaudioCapability: g7llulawddk (30
g71lluTawadk: 30
= Item 3
= Item
capabilityTableEntrynumber: 4
= capability: receivesudioCapability (4)
= receiveaudioCapability: g728 (592
g728: 30
# Item 4
= Item 3
(T men
capabilityTableEntrynumber: &
= capability: receivesudioCapability (4)
= receiveaudioCapability: g72z-a4k (52

g722-64k: 36
= Item &
= Item
capabilityTableEntrynumber: 7
= capability: receivesudioCapability (4)
R B B B Tk A P E PN P i e e R ] b
>
o060 00 fO 02 00 12 00 01 00 21 80 00 05 23 ~
070 BO 00 06 24 30 18 60 00 08 R 10
COB0 01 e 03 00 12 00 01 00 21 02 00 32 00 01 80 00 ........ v
Frame (391 bytes) | Reassembled TCP (245 bytes) |
h245 CapabilityTahleEntry th245 capabilityTable_itern), 6 bytes F: 2082052 M: 0 Drops: 0 -

PR R EOR TEMRE I, N E SR R U RE ) B R Ly R

Bt 5 AR A : V1.0Betal.0 24 71 $£28 11




KEDACOM 75 i1k 5 45 HBR 2 5]

Suzhou Keda Technology Co.,Ltd.

XTF Wireshark a3 i BH Wi O D4

(Ontitled) — Wireshark -

File Edit Wiew Go Caplure Anahze Statistics Help
8 @ e pE x %8 B e»F 2||EE QaaD @9 @ X
Eilter: ‘h225llh245 v Expression.. Clear Apply
o, Time Source Destination Protocol  Infa a
maxBitRate: 360 ~
collapsing: 1 item
nancollapsing: 3 ftems
Item o
Item 10
= Item 11
= Item
capabilityTableEntrynumber: 12
= capability: receivevideoCapability (1)
2 receivevideocapshility: hzszvideocanshility (3)
= hz63videaCapability
cifmpr: 1
maxEitRate: 1
& 2
. arithmeticCoding: False
advancedprediction: False
pbFrames: False
temporalspatialTradeoffcapability: False
errorcampensation: False
= Item 12
= Item
capabilityTableEntrynumber: 13
= capability: receivevideocapability ¢1)
= receivevideocapability: genericvideacapability (5)
= genericvideoCapahility
& capabilityrdentifier: standard (0}
standard: 0.0.8.241.0.0.1 (itu-t(0) recommendation(0) h(8) h241(241) specificvidecCodeccapabilities(0) h264(0) generic-capabilities(1))
maxEitRate: 15360
collapsing: 3 items
E Ttem 13
= Item
capabilityTableEntryNumber: 14
= capability: receivevideocapability (1)
o receivevideoCapability: extendedvidencapability (63
= extendedvidencapability
= videncapability: 1 item
 Item 0
= Item: genericvideoCapahility (52
= genericvidencapability
= capabilityIdentifier: standard (Q)
standard: 0.0.8.241.0.0.1 ¢(itu-t(0) recommendation(n) h(8) h241(241) specificvidencodeccapabilities(0) h2é4(0) generic-capabilities(1))
maxgitRate: 15360
collapsing: 3 ftems
= videoCapabilityextension: 1 item
© Item O
0120 80 G0 Ob 00 c8 [ i 00 70 40 01 00 80 00 Oc ~
0130 0Oc 00 19 60 QO 07 08 81 71 00 00 01 40 3c 00
o0 03 07 S 80 07 a2 00 47 00 42 00 Of 80 00 0d Oc <
Frame (381 bytes) | Reassembled TCP (845 hytes)
1245 INTEGER_1_182400 (h245. maxBitRate), 3 byles D 52 1: 0 Drops: 0

AT R T B AR PCMT iR AL, 5 Eilid Fe a5 20 i sl MCU 1153
BEATHNAL, {6200 HUB T #: .

3 AT ) 7 A BRAT A3 AT A P 3B B U R T R T I BT AN IR S e 8, [ R AT
AT Bh3A TREA% H323 B

4 fRREE
Ao B kU AT DU R kRl Wireshark VAL T L (1) [R) S5 58 58 7 (8 EREER T M 4R L T H
IEH
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