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Research on the Effect of Runtime Exception in Software Static Testing

JIN Da-Hai GONG Yun-Zhan YANG Zhao-Hong XIAO Qing

(State Key Laboratory of Networking and Switching Technology . Beijing University of Posts and Telecommunications, Beijing 100876)

Abstract  When a runtime exception occurred during the execution of program, an unexpected
executing logic maybe appeared due to the modified of control flow dynamically. Thus, a great
challenge, detecting the defect caused by the unexpected executing logic, will be brought to soft-
ware static testing. Therefore an approach for iterative defect detection in the presence of runtime
exception is proposed, in which defect detection and control flow extension are interleaved and
performed repeatedly. The finite state machine for runtime exception is defined as EM, which in-
clude all the state of runtime exception related, and the conversation behavior between different
states. The control flow with runtime exception is defined as EC, which is the basis for defect de-
tection. By the given iterative equation and algorithm, the sequence of EC can be got, and on
which the traditional onetime testing is extended to multiple times. Experimental results show
that, although sequence of EC increases the time cost and false positive, more defects can be de-

tected than ever, and these defects are missed by other method or tools indeed.
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class test {

S, 11

1. FilelnputStream p,r;
2. void f1(0) throws IOException {
3 FileInputStream g=null;
4 try{

5. if(p==nulD
6 System.out.println("null!") ;

7 p.mark(0) ;

8 g=new FilelnputStream("output") ;
9 }catch(NullPointerException ) { }

10.  q.closeO);

11. r.close();
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13. void f2() throws IOException{
14.  FilelnputStream ¢g=null;
15. try{
16. g=new FilelnputStream("input") ;
17. 105
18. }catch(IOException e) {
19. g.close();
20. return;
21. }
22. gq.closeO);
23. )
24. void f30{
25. try{
26. 205
27. }catch(Exception e) {}
28. }
}
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14.  end for
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1
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17. end for
18. I+
19. end while
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21.  add(F.E.);

22. end for

23. end
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Background

When a runtime exception occurred during the execution
of program, an unexpected executing logic maybe appeared
due to the modified of control flow dynamically. Thus, a
great challenge, detecting the defect caused by the unexpect-
ed executing logic, will be brought to software static testing.
This paper is to improve the adequacy of defect detection in
software static testing. There are some international resear-
ches that combine the runtime exception analysis with soft-
ware static testing. Such as, factor control flow graph was
proposed by Choi, which added the statements that will
throw potential runtime exception into control flow, while
the scale of control flow and false positive will be increased.
Weimer focused on the directly effect of runtime exceptions
to the resources leak, and Chatterjee focused on the trans-
mission of runtime exceptions among procedures. However,
it has not been researched whether other runtime exceptions
will be happened based on an occurred one, and how about
the false negative of traditional static testing.

This paper propose an approach for iterative defect de-
tection in the presence of runtime exception, in which defect

detection and control flow extension are interleaved and per-
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formed repeatedly. Experimental results show that, although
sequence of control flow with runtime extension increases the
time cost and false positive, more defects can be detected
than ever, and these defects are missed by other method or
tools indeed.

Defect Testing System (DTS) is sponsored by the Na-
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lyze source code of C, C+4+ and Java, detect possible error
and potential risks in runtime by static method. It covers the
path that traditional method of dynamic testing is difficult to
cover, and collect relevant information to detect the defect. It
is a necessary complement to traditional testing methods,
particularly important in the high confidence field. In order
to improve the accuracy of static analysis, such technique as
sensitive path analysis, effective path analysis, sensitive con-
text analysis, effective context analysis are used, and the se-
quence of control flow with runtime extension is a part of

path analysis.



