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1. FEEENL. v O H
2. E48 Nmap F3H 8% 118
3. H¥E Nmap #E4TIZHRE OS Al ) iR FE

1 EHLKI (Host Discovery)
BRATEOL T, Nmap 23 &35 DU A [F] 28 38 1 Hahs Aok 2830 H Fr
FHRBEL.
1. ICMP echo request
2.a TCP SYN packet to port 443( % 7 3 55 3 1)
3.a TCP ACK packet to port 80
4. an ICMP timestamp request
MR IE VAR H AR ST o REW S — AN )
152, ARHIE R BARHLIT S o A5 PO A [R5 1Y () s 0, m DL i
o DT 877 < 428 50 25 A3 g P S T 5%
-sL: List Scan #4341, (OKHHRE K HARK IP Zzs ok, AN
1T ENR I
-sn: Ping Scan AT FHURIN, AEAT iy 434 .
-Pn: B A TR E M ENAETF R R, Bl FAUR IR AR
-PS/PA/PU/PY [portlist]: fff H TCP SYN/ACK & SCTP
INIT/ECHO 77 AT KB
-PE/PP/PM: fiiFH] ICMP echo, timestamp, and netmask 15K £l %
MEHL
-sn: o H BT EHLR DU FE
-Pn : Fon EHEBGIE ENUR I EAT I C RS m R (R
CammERENCEITE, T HZIEDD;
-n: WHRRAEE ] DNS 88 reverse DNS fi#fr, A4 ] LA %
bl
2 ¥ 494 (Port Scanning)
Ui A2 Nmap SEEARRAZ O ThRE, HT#1E H s 4L
f*) TCP/UDP iy I I FF I Ot o
ERINTESL T, Nmap 2434 1000 A A BEFFT TCP i
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Nmap £ FHA 7 AR o, St 7+ 2 A 75 .
1.TCP SYN(synchronize) scanning(ZRil)
2.TCP connect scanning
3. TCPACK (Acknowledgement) scanning
4.UDP scanning
3 RAII (Version Detection)
T2 B s EVUIF R O Es 47 i B AR B SRR 7 R R A

2
=i o

sV: F5EiE Nmap #EATRRAS AT

--version-intensity <level>: $& & AT 51 EE (0-9), RN 7.
e, PRI IR SRR, (ERIB T A& K.
--version-light: & & =10 /550 (intensity 2)
--version-all: {8 H BT 1) probes #EATHTM (intensity 9)
--version-trace: o H ELH I AR A DTN FRAE R

4 #AFE RSy (Operating System Detection)

FAE RGN TG H AR EAUSAT R E RGRTY J i3
MEER.

Nmap &/ TCP/IP WSk SORVINAN A 4R R AN 4 o

S8 A

Win’7
TCP/IP %%
Nmap 6. 47

S0 R 2
R

Nmap F #1784 v
1. B e o R

nmap targethost
nmap 192. 168. 1. 172

nmap 192.168.1.172 IZI

Starting Mmap 6.47 { http://nmap.org ) at 2015-83-19 16:46
o Bl R [E]

Nmap scan report for 192.168.1.172

Host is up (©.88874s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address:_3@:85:A9:73:FD:26 (Asustek Computer)

Mmap done: 1_IP address (1 host up) scanned in 38.23 seconds

PR IOZ EN AR, 1 HBGAFH T 1000 g1, HAdf
997 NEHINI, 135, 139, 445 =AM 2T R

Ba ML A I A i g 11

Nmap —Pn 192. 168. 1. 172
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MNmap Cutput | Ports / H::rstsl Topologyl Host Detailsl Scans|

nmap -Pn 192,168.1.172 |Z| Details

Starting Nmap 6.47 { http://nmap.org ) at 2015-83-19 16:41
th El#r At R (]

Nmap scan report for 192.168.1.172

Host is up (@.8812s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address;_3©:85:A9:73:FD:26 (Asustek Computer)

Mmap done: 1_IP address (1 host up) scanned in 38.683 seconds

2. SRR
nmap —T4 —A —v targethost
nmap -T4 —A —v 172.168.1.172

nmap -14 -A -v 192,168.1,172 L:J Deta

Starting Nmap 6.47 ( http://nmap.crg ) at 2015-83-19
17:04 hEFRERE]

NSE: Loaded 118 scripts for scanning.

NSE: Script Pre-scanning.

Initiating ARP Ping Scan at 17:84

Scanning 192.168.1.172 [1 port]

Completed ARP Ping Scan at 17:84, @.99s elapsed (1 total
hosts)

Initiating Parallel DW5 resclution of 1 host. at 17:84
Completed Parallel DNS resolution of 1 host. at 17:84,
16.58s elapsed

Initiating 5YN Stealth Scan at 17:84

Scanning 192.168.1.172 [188@ ports]

Discovered open port 135/tcp on 192.168.1.172
Discovered open port 445/tcp on 192.168.1.172
Discovered open port 139/tcp on 192.168.1.172
Completed SYN Stealth Scan at 17:84, 4.638s elapsed (1888
total parts)

Initiating Service scan at 17:84

Scanning 3 services on 192.168.1.172

Completed Service scan at 17:84, 6.88s elapsed (3
services on 1 host)

Initiating 05 detection {(try #1) against 192.168.1.172
Retrying 05 detection (try #2) against 192.168.1.172
NSE: Script scanning 192.168.1.172.

Initiating NSE at 17:84

Completed NSE at 17:85, 48.16s elapsed

Nmap scan report for 192.168.1.172

Host is up (@.88863s latency).

Not shown: 997 filtered ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn
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135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open netbios-ssn

MAC Address: 3@:85:A9:73:FD:26 (Asustek Computer)
Warning: 055can results may be unreliable because we
could not find at least 1 open and 1 closed port

Device type:_general purpose|phone

Running (JUST GUESSING): Microsoft Windows Vista|2888|7|
Phone|2812 (97%)

05 CPE: cpe:fo:microsoft:windows_vista::- cpe:/
o:microsoftiwindows_vista::ispl cpe:s
o:microsoft:windows_server_2@88::spl cpe:/
o:microsoft:windows_7 cpe:fo:microsoft:windows cpe:/
o:microsoft:windows_8 cpe:/
o:microsoftiwindows_server_2812

Lggressive 05 guesses: Microsoft Windows Vista SP@ or
5P1, Windows Server 2888 SP1, or Windows 7 (97%),
Microsoft Windows Vista 5P2, Windows 7 SP1, or Windows
Server 2888 (96%), Microsoft Windows Phone 7.5 or 8.0
(95%), Windows Server 2888 R2 (95%), Microsoft Windows 7
Professional or Windows 8 (95%), Microsoft Windows
Server 2888 SP1 (93%), Microsoft Windows 7 SP1 (92%),
Microsoft Windows & Enterprise (98%), Microsoft Windows
Vista 5P@ - SP1 (98%), Microsoft Windows 7 SP1 or
Windows Server 2888 SP1 - SPZ (98%)

Mo exact OS5 matches for host (test conditions non-ideall.
Uptime guess: 8.417 days (since Thu Mar 19 87:84:48 2815)
Network Distance: 1 hop

TCP Sequence_Prediction: Difficulty=258 (Good luck!)

IP ID Sequence Generation: Incremental

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

m

Host script results:
nbstat: MetBIOS name: ASUS-DMN, MNetBIOS user:
<unknown>, NetBIOS MAC: 38:85:a9:73:Fd:26 (Asustek

Computer)

| Names:
ASUS-DN<2@> Flags: <uniquex<active>
ASUS-DN<Ba> Flags: <uniquex<{active>
WORKGROUP<@a8> Flags: <group><actives

I
I
|_
| smb-security-mode:

| Account that was used for smb scripts: guest

| User-level authentication

| SME Security: Challenge/response passwords supported
|_ Message signing disabled (dangercus, but default)
|_smbu2-enabled: Server supports SMBv2 protocol

TRACERCUTE
HOP RTT ADDRESS
1 &.63 ms 192.168.1.172

NSE: Script Post-scanning.

Read data files from: D:“Program Files (x86)\Nmap

05 and Service detection performed. Please report any
incorrect results at http://nmap.org/submit/

Mmap done: 1_IP address (1 host up) scanned in 98.78
seconds

Raw packets sent: 2875 (94,992KB) | Recvd: 38
(2.432KB)

Tz, nmap Xt B R ENLEEAT BRI S 35
SRR 5 RCARATIN  #RAE R G0 SR BRI NSE A
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3. %M www.baidu.com

Target: | www.baidu.com B Profile; B Cancel

Command: | nmap -sn -PE -P580,135 -PU53 www.baidu.com

Hosts ] Services | | Nmap Output | Ports / Hosts | Topology | Host Details | Scans
05 4 Host nmap -sn -PE -P$80,135 -PUS3 www.baidu.com B

B www.baidu.com (

Starting Nmap 6.47 ( http://nmap.org ) at 2015-83-13 11:17
19216818 thER R

Nmap scan report for www.baidu.com (61.135.169.125)

Host is up (8.@16s latency).

Other addresses for www.baldu.com (not scanned):
61,135.160.121

Nmap done: 1_IP address (1 host up) scanned in 12.7@ seconds

4. i R NGB EL
nmap —sn 192.168.1.1-100

0% 4 Host a . |nmap -sn 192.168.1.1-100 B
B 192.168.1.40 g
W 192.168.141 i?giﬁ*@gﬁ%ﬁ;&aﬁﬁ? { http://nmap.crg ) at 2015-83-19
W 192168142 Nmap scan report for 192.188.1.1 E

Host is up (9.8828s latency).
W 192168144 MAC Address: @4:5F:A7:89:32:CE (Shenzhen Yichen
Technology Development Co.)
B 192168145 Nmap scan report for 192.168.1.2
Host is up (@.8818s latency).
¥ 192168149 MAC Address: 74:86:7A:24:FE:DC (Dell)
Nmap scan report for 192.168.1.3
¥ 192168151 Host is up (@.881@s latency).
W 192168152 MAC Address: _74:86:7A:28:7C:A4 (Dell)
Nmap scan report for 192.168.1.5
W 192,168,133 Host is up (@.8828s latency).
MAC Address: 2C:27:07:09:85:48 (Hewlett-Packard Company)
B 192168154 E Nmap scan report for 192.168.1.6
Host is up (9.8828s latency).
W 192168155 MAC Address: 74:86:7A:5C:71:CC (Dell)
W 192168156 | Nmap scan report for 192.188.1.7
Host is up (9.8828s latency).
W 192168158 MAC Address: @@:1B:77:97:54:89 (Intel Corporate)
Nmap scan report for 192.168.1.8
[ 192.168.1.59 Host is up (@.8@848s latency).
MAC Address: 44:60:57:A8:92:3B (Liteon Technology)
W 192.168.1.60 Nmap scan report for 192.168.1.9
Host is up (98.8818s latency).
W 192168161 MAC Address: BC:S5F:F4:05:7@:60 (ASRock Incorporation)
W 192168162 Nmap scan report for 192.168.1.10
Host is up (8.8818s latency).
W 192,168.1.64 _ | MAC Address: _@8:90:F3:ES5:E2:AC (Clevo CO.)
Nmap scan report for 192.168.1.11
| 1 * Host is up (8.8818s latency).
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Host a . |nmap -sn192168.1.1-100 B

05
W 19216811 MAC Address: FQ:3F:49:BA:07:20 (Asustek Computer) .
Nmap scan report for 192,168.1.89
W 19216812 =| |Host is up (@.8838s latency).
“| | MAC Address: _98:9F:@1:64:0F:7C (Quanta Computer)
19216813 R ——
Nmap scan report for 192.168.1.91
W 192.168.15 Host is up (@.8@38s latency).
—' | MAC Address:_44:BA:5B8:57:08:3F (Micro-Star INT'L CO.)
i 19216816 Nmap scan report for 192.168.1.92
Host is up (@8.832s latency)
W 19216817 MAC Address: 38:59:F9:98:64:09 (Hon Hai Precision Ind.
Co.)
W 192168.18 Nmap scan report for 192.168.1.93
W 19216810 Host is up (@.8@38s latency).
MAC Address; 20:89:84:F9:4C:75 (Compal Information
i 192.168.1.10 (kunshan) C0.)
Nmap scan report for 192.168.1.94
192168111 Host is up (@.8@38s latency).
MAC Address; 3C:97:@E:FE:8E:3C (Wistron InfoComm
192168112 (Kunshan)Ca.)
Nmap scan report for 192.168.1.95
W 192168113 Host is up (@.8@38s latency).
B 192.168.1.14 MAC Address: _6@:A4:4(:5R:47:4F (Asustek Computer)
Nmap scan report for 192.168.1.96
W 192168115 Host is up (@.8828s latency).
MAC Address: BC:B9:A5:0F:92:@84 (Micro-Star INT'L CO.)
W 192168116 Nmap scan report for 192.168.1.93
Host is up (@.8828s latency)
W 192168118 MAC Address: 30:85:A0:1F:7B:BD (Asustek Computer)
W 192168120 Nmap scan report for 192.168.1.160

Host is up (@.8828s latency).

W 192168171 . | MAC Address:_78:24:AF:B@:2(:32 (Asustek Computer)

-

Mamn deme s A0 T o dm - F78 heake ml emmm———— - d

RSB N, Nmap s&@it ARP Gk 1P Hubk b EHLE iG]
1), WiRUE] ARP [ AL, ARA UL EHLIELE.
5.f# ] TCP SYN J7 334 TCP i 11;-sU Fx$3H UDP i
Hs -T4 XoRIRIEAIEE 4 4% --top-ports 300 F/nf#ifk
B AP 300 Nl (TCP Al UDP 4354 300 /M
1),
nmap —sS —sU —T4 --top-ports 300 192.168.1.172

nmap -s5 -sb -T4d --top-ports 300 192,168.1.172 |E|

Starting Mmap 6.47 ( http://mmap.org ) at 2015-83-19 16:59
th T ]

Mmap scan report for 192.168.1.172

Host is up (2.8812s latency).

Mot shown: 299 open|filtered ports, 297 filtered ports
PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

137/udp open netbios-ns

MAC Address:_3@:85:A89:73:FD:26 (Asustek Computer)

Mmap done: 1_IP address (1 host up) scanned in 39.81 seconds

HZ=A tep um AT IR, Al 135, 139, 445, b5 —A udp %n4T
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FHi, 137
6. hATIN
Namp —sV 192.168.1.172

nmap -sV 192,168.1.172 |Z|

Starting Nmap 6.47 { http://nmap.org ) at 2015-83-19 16:52
th ElfFHET [R]

Nmap scan report for 192.168.1.172

Host is wup (@.8816s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open netbios-ssn

MAC Address:_30:85:A9:73:FD:26 (Asustek Computer)
Service Info: 05: Windows;, CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect
results at http://nmap.org/submit/
Mmap done: 1_IP address (1 host up) scanned in 46.83 seconds

7. OS {iiil

nmap -0 192.168.1.172 B Details

Starting Nmap 6.47 ( http://nmap.org ) at 2015-83-19 T
16:39 hEHEEE]

Mmap =scan report for 192.168.1.172

Host is wup (8.8@21s latency).

Mot shown: 997 filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445 /tcp open microsoft-ds

MAC Address: 30:85:A9:73:FD:26 (Asustek Computer)

Warning: 055¢an results may be unreliable because we

could not find at least 1 open and 1 closed port

Device type: phone|general purpose

Running (JUST GUESSING): Microsoft Windows Phone|2888|7| =
vistal2@12 (97%)

0S5 CPE: cpe:jfo:microsoft:windows cpe:f
o:microsoft:windows_server_2808:r2 cpe:f
o:;microsoft:windows_7::-:professional cpe:/

oimicrosoft iwindows_B8 cpe:/o:mlicrosoft:windows_wvista::-
cpe:/o:microsoft ;windows_vista: :spl cpe:/f

o:microsoft :windows_server_28132

Apgressive 05 puesses: Microsoft Windows Phone 7.5 or
8.0 (97%), Windows Server 2888 R2 (97%), Microsoft
Windows 7 Professional or Windows B (97%), Microsoft
Windows Vista SP@ or 5P1, Windows Server 2088 5SP1, or
Windows 7 (97%), Microsoft Windows Vista 5P2, Windows 7
5P1, or Windows Server 2888 (96%), Microsoft Windows
Server 2088 5P1 (94%), Microsoft Windows & Enterprise
(92%), Microsoft Windows Vista SPB - SP1l (92%),
Microsoft Windows Server 2812 (91%), Microsoft Windows
Vista Home Premium SP1, Windows 7, or Windows Server
2888 (91%)

Mo exact 05 matches for host (test conditions nen-ideal).

| TSI D 5 R R -

1% F wireshark £,

—
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— — = —
Filter: Expression...
Mo Time Source Destination Protocol Len

239.255.255. 250 55DP ]

::BQdf:gaDd:ZbE%%DE::l:z

7.2592640 fe8

2 DHCPVE ]
891 27.2732720192.168.1.98 192.168.1. 255 NEBNS
892 27.2828850 fe80::a%e:1ff:fead: ffo2::1:2 DHCPVE ]
893 27.3033020192.168.1.137 239.192.152.143 UDP ]
894 27.3128680 28:92:4a:40:b6:a6 Broadcast ARP
895 27.3139260 fe80::4037 :818b:2c5FF02: :1:Fffdf : £F92 1ICMPVE
896 27.3313230 fe80::34ad:e0fb:4d6fe80: :18c6:T587 :e2e 55DP 4
27

. 6773890 fe80::

J4a4:e0fb:4d6feB0::9d79:7beb:a5b S5DP 4

7.7425150192.168.1.6

NEBNS

899 27 192.168.1. 255

900 27.7426510192.168.1.6 192.168.1. 255 NENS
901 27.7436190192.168.1.6 192.168.1. 255 NBNS
902 27.8426740 fe80::318c:ab48:6a0feB0: :34a34 :e0fb:4d6 ICMPVE
903 27.8427680 fe80::34a4 :e0fb:4d6fe80: :318c:ab48:6a0 ICMPVE
904 27.B8634190192.168.1.105 192.168.1. 255 NBNS
905 27.8642320 fe80::44e:7d5b:61ladff02::1:3 LLMNR
906 27.8645830192.168.1.105 224.0.0.252 LLMNR
907 27.8652330 fe80::44e:7d5b:61ladff02::1:3 LLMNR
908 27.8655290192.168.1.105 224.0.0.252 LLMNR
apa 27 .22

.917241010.7.9.32

TCP

.9925010 feB0::18c6:T587:e2eff02::1:2 DHCPVE ]

Clear Apply Save
th Info
75 M-SEARCH * HTT

913 25.0530490192.168.1.137 239.192.152.143 UDP ]
1. THRET EHL S D R
S R gk 2. FEAEIRE Nmap FH 28 1) 48
3. 42 Nmap FHATIZFE OS 6 ) Jir 21
B FHEINE N
%4
i H H

CP Retransmi
Solicit XID: O
Name query NB
Solicit XID: O
source port: €
wWho has 192.16
Neighbor Solic
HTTP/1.1 200 ©
HTTP,/1.1 200 ©
[TCP Retransmi
Name query NB
Name query NB
Name query NB
Neighbor Solic
Neighbor Adver
Name query NB
standard query
standard query
standard query
standard query
16106-7533 [AC

solicit XID: O
source port: 6



