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<% formPath=upload.form(*filepath”)
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If right(filename,4) <> “.jpg” then exit

Path=server.mappath(“/uploads/”)

Set objf=server.createobject(“scripting.filesystemobject™)

Set objfile=objf.createtextfile(path + “\”” + filename)

Objfile.write <file contents>

Objfile.close
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function Trueimg(filetrue)

str_len=len(filename)

pos=Instr(filename,chr(0))
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if pos=0 or pos=str_len then Trueimg=true else Trueimg=false end if
end function
if Trueimg(filename)=false then  response.write “JE¥EICHF”
response.end end if
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If fileextend = “bmp” then upload = allrow

Else if fileextend = “jpg” then upload = allrow

Else if fileextend = “gif” then upload = allrow

Else if fileextend = “png” then upload = alirow

Else upload = forbidden  End if
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sFile=server.mappath(FileName)

set MyFile=server.CreateObject(“Scripting.FileSystemObject™)

set MyText=MyFile.OpenTextFile(sFile, 1)

sTextAll=lcase(MyText.ReadAll)

MyText.close
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if instr(sTextAll,sNoString(n)) then set filedel=server.CreateObject (“Scripting.FileSystemObject™)
filedef.deletefile server.mappath(FileName)

Response.end endif next
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Analysis and Prevention of Upload Vulnerability of the WEB in University
BAI Xing-rui, LIU Yao-yan
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Abstract: Due to the extensive use of the non-strictly examined open-source codes in university and the algorithm mistakes
made by the developers, the upload vulnerability of the WEB in university is increasing. Through the research on the upload
vulnerability of the WEB, this paper analyzes the reasons of it and then puts forward some prevention measures, which can

prevent the upload vulnerability effectively.
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