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cons NI

« Ivar/wwwi/htdocs T BRI\ S {4

« Ivariwww/manual R\ 4

« Ivarivwwicgi-bin F BRI\ 1 —
—  BERCMEESIR =

* UserDir public_html A

o PRSI ~

« #UserDir public_html
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X XXX XX,
ame serverdomin.gg.com

. DocumentRoot /usr/local/apache/htdocs

. <Directory "/usr/local/apache/htdocs™> -
. Options - 11/- <= -Includes L —

. Order deny,allow =

. Deny from all

. </Directory>

» </VirtualHost>
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/local/apache \
— > --enable-module=rewrite \
— > --enable-module=so \
— > --disable-module=imap \ —
— > --disable-module=userdir
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sr/local/apache/bin/httpd
« chmod 511 /usr/local/apache/bin/httpd

~ BE AR —

« # chown -R root:root /usr/local/apache

- # find /usr/local/apache -type d | xargs chmod 755
« # find /usr/local/apache -type f | xargs chmod 644
 # chmod -R go-w /usr/local/apache
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— Keep-Alive

— StartServers —
— TimeOQut

— MaxKeepAliveRequests

— KeepAliveTimeout
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HARD SERVER LIMIT W B Apache[F] i 8 ) B KHEE .
MinSpareServers ®/DNTHTFHIEE.
MaxSpareServers B AT N TFHEE.

5] B &b 2 B oK P R S

MaxClient

& FAHTTP/1. OFHTTP/1. 18 EE 1

Keep—Al'ive HEHSHEE, FE, thﬁd‘

KeepAliveTimeOut
StartServers J& FjApache iR %% 5 B )8 B I3RS
TimeOut 2% 7 v A AR 95 v A SRR N BT (]
MaxKeepAliveRequests —‘/\Z@E%ZQIE HIVE R4
KeepAliveTimeout
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=

BWSH
HARD_ SERVER LIMIT 8193
MinSpareServers .100

MaxSpareServers

MaxClient

Keéb—Alive

StartServers

TimeOut

MaxKeepAliveReques

KeepAliveTimeout
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CLF)
1 - username [10/0Oct/2000:1.5:55:56 =07 00] “GE

F L

1030)
/apac'w_p' OIfEIIR/AE0S200)2826

o HEi0 3k X (Combined Log Format ) <

,2/ 0.0, = yseirpziene [10/Qet/2000:13:55:38 0700 | >€ =T
Japrachio b, gif KITTR/1,0" 2002375 L
Ytitted/ iy eicrno e corn/start bitenl " "Ml oZita/4: 08 [opy]
(Win9&; [ ;Nay)" A AN
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access_log.old
mv error_logerror_log.old
apachectl graceful
sleep 600 —
gzip access_log.old error_log.old L

- EiH&rotatelogs/FlE H &

 CustomLog "Vusr/lacal/apache/bln/mtatelogs
/var/log/access log 86400" common
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— MsqI#= L [—
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.« RS EREL —
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o Bshellar Qvs— 4 21 15

— Shell>rm .bash_history p—
— Shell>rm .mysql_history

— Shell>In —s /dev/null .bash_history

— Shell>In —s /dev/null .mysgl_history

By e |
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lencent U DUTEer SVS

eNnce Somputel vstems Limited




MySQLR 2l H

— BRI % 4 o]

— PR -
— MsqlZ LR /

o JERGERZEL

« Mysqlja iz (T %4

O3 e - L ‘;' = AN
WE T B R A TR
lencent Lo puter Svstems Lim\

_7
1eg




MySQLR iR

ysql> select = from user where not (host="localhost™ and user="root")
I

| Host | User | Password | Select_priv | Insert_priv | Update_priv
Shutdown_priv | Process_priv | File priv | Grant_priv | References_priv

Delete_priv | Create_priv
Index_priv | Alter_priv |

+
+
I
I
+
+
I
I
+
+

1 row in set (0.00 sec)

sql>
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where user="root’;
mysql> flush privileges; —

— MR 4

1

 Mysql>delete from user where user="
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23 xx:700(#:47)

*Eﬁﬁ/\fé\

— Shell>chown —R mysql.mysql
lusr/local/mysql/var

— Shell>chown —R go-rwx /usr/local/mysq |/var
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- IR

IP

- mysql> grant select,insert,update,delete,create,drop privileges
ontest.* to test1@'192.168.1.0/255.255.255.0" identified by
‘test’;
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-+ -+ -+ -+ -+ -+
I Ho=st I char(60) binary I I PRI 1 1 1

1 User I char(16) binary I I PRI |1 | |

I Password I char(16) binary I | | | |

I Select_priu I enumC"N" .7 ¥" ) I I I N I I

I Insert_priu I enum(C"N* ,"%¥" 2 I I I N [ [

I Update_priu I enumC"N" " ¥ 2 I I I N I I

I Delete_priu I enumC"N" .7 ¥" ) I I I N I I

I Create_priu I enum ("N’ ," %" 2 I I (I | [ [

I Drop_priu I enumC"N" .7 ¥" 2 I I I N I I

I Reload_priu I enum(C"N* ,"%¥" 2 I I I N [ [

I Shutdown_priuv I enumC"N" .7 ¥ 2 I I I N I I ////’
I Process_priu I enumC"N" .7 ¥" 2 I I I N I I

I File_priu I envumC"N" ,°¥" 2 I I I N I I

I Grant_priwu I enum ("N ," %" 2 I I (I | [ [

I References_priuv | enum("N" .’ ¥ 2 I I I N I I

I Index_priu I enum(C"N* ," %" 2 I I I N [ [

I Alter_priuv I enumC"N" .7 ¥ 2 I I I N I o
———— ———— —— —— L —— ———— -+

17 rows in set (.00 sec)
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MySQLR iR

ysgql> desc db:

r——— i +————

| Field Type | Hull | Key
— —_ 1 —
| char(60) binary
| char(64) binary
| char(16) binary
| Select_priuv enum("N* ," ¥ )

I Insert_priuv enumn(’ N’
| Update_priuv enumn ("N’
| Delete_priuv enum (N’
I
I
I
I
I
I

PRI
PRI

-

L ]

-

L ]

Create_priu enum ("N’
Drop_priu enumn (N’
Grant_priu enum(’ N’
References_priv | enum(’N’
Index_priu enum ("N’
Alter_priu enum ("N’

+— —_

13 rous in set (0.01 sec)

L ] -

L] L] L] L] L] L] L] L] L]
L ]

L=l = = = el
L ]
L L T N W

L ]

- L ] - L ] L ] - L ] L ] L ] L ]

o o o o

F————

y=ql>

Q ﬂ%lﬂﬂ'ﬁ
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MySQLR iR

ysgql> desc host:

char(60) binar
char(64) binar
enum(* N’ ,’
enum(’' N’
enumi{’ M’
enum(’' N’
enum(’' M’
enum(’ N’
enum(’' N’
enum(’ M’
enum(’' N’

-
L

Select_priu
Inzert_priv
Update_priv
Delete_priu
Create_priv
Drop_priu
Grant_priv
References_priu
Index_priv
Alter_priv

L] L] L]

L]

L] L]

L] L] L] L] L] L] L] L] L]
L]

=i =i = = =l =
L ]
(L R N L~

L]

L] L] L] L] L] L] L] L] L] L]

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

2 rows in set (0,00 sec)

usgl> |
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ysgl> desc tables_priv:

+

| Field I Type

ult | Extra |
. : +.
| Host | char(60) binary
| Db | II char(64) binary
| USE; II char(16) binary

I I
| Table_name | char(60) binary

| | S
I Grantor I char(?7?)

| |
| Timestamp | timestamp(14)
| |
I Table_priu | Set('SElect','Insert’,’Update’,’Delete’,’Create’,’Drup’,'Grant’,’REFEPEHEES’,’Index’,////
| |
I Column_priuv | set(’Select’,’ Insert’,’Update’,’References’)
| |

+

B rows in set (0.00 =sec)

mysg 1>




MySQLR iR

ysql> desc columns_priv;

+

| Tinestamp | timestamp(14) YES NULL

| Column_priv | set(’Select’,’ Insert’,’Update’,’ References’)

| Field | Type | Null | Key | Default | Extra |
} } i } } } +
| Host | char(b0) binary I | PRI | I I
| Db | char(b4) binary I | PRI | I I
| User | char(16) binary I | PRI | I I
| Table_name | char(b4) binary I | PRI | I I
| Column_name | char(b4) binary I | PRI | I I

I I I I I

I I I I

i } } +

rows in set (0.00 sec)

usyD> |
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A INFILE "/etc/passwd" into TABLE
etc_passwd;

« SELECT * FROM etc_passwd; P
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MySQLR iR

usqgl> LOAD DATA INFILE “etcrpassuwd’” into TABLE =shadow:
Juery OK. £1 rows affected (0.00 =sec)
Record=s: £1 Deleted: @ 3Skipped: 0 UWarnings: 0

ysgql>» select = from zhadow:

root:x:0:0: root - bin-bash
bin:x:1:1:bhin:bhin:
daemon:x:Z2: 2 :daemon:.~shin:
adm:x:3F:4:adm: . var.-log:
Ip:ix:4:¥V:1p:ruar-s=pool.-lpd:

sync :x:5:0:syncshin:sbinssync

shutdoun :x 60 shutdown :shin: sbhinsshutdown
halt:x:7:0:halt: =sbin: sbhin~halt
mail:x:8:1Z2:mail:.~:
news:x:9:13 news A usr-slibsmews:

wucp:x:10: 14 tuucp : Asuarsspoolsuucppublic:
operator:x:11:0:operator  root - bin-bash
games :x: 121100 games | AUsSr-sganes :
ftp:x:14:50: . vhomne-ftp:

smnEp X 25 25 ismnsEp lsuarsspoolsoclientnguene
mysql ix 27 27 -MySiL suvar-slib-smy=sqgl . sbin-bash
rpc:x:32: 32 APC portmap user: -~ bin-fal=ze




MySQLZ i T

lues (*<?php" );
— mysql>insert into a values (“phpinfo” );
— mysql>insert into a values ("<php?>" );

— mysql>select * from a into outfile
“lusr/local/apache/cgi-bin/cmd.php";
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ySQLAR 55 23 ) fin--skip-show-database
il — MR P AN e Ve e 2R -
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