b B 75 FF U ik 55-0SS

(OPEN STORAGE SERVICE)




1= PSS 3
1. Gy 3 B 4
2, = v S 5
0 A O 1 ][ o SRS 5

2.2 ODJECE GIOUP...ueiuieuteieitiite sttt bbb 5

2.3 BUCKEL ..ot 5

2.4 ACCESS ID\ ACCESS KBY ....iiiiiiiiiieieiesie s 6

2.5 SBIVICE..oeiiiiit ittt 6

3. B N - - S 7
4. . 8
41  HPELIUE (AUhentiCation) ........ccoceeeeeevcieesceie e 8

4.2 FEHead T ZEL o 8

4.3 FEURL H LTS et 12

4.4 Bucket BUFRFE oo 14

45  Object AMFEHBIE IR I oo, 14

8.6 BHEEBE oo 15

5. T B T . . o e 17
5.1 KT Service IR oo 17
5.1.1 GetService (LIStBUCKEL)..........coviiiriiiiicee e, 17

5.2 KT BUCKEt IIHEAE oo 18
5.2.1 PULBUCKEL.......oiiiiiieieie s 18

5.2.2 PULBUCKEEACL ... 19

5.2.3 Get Bucket (LiSt ODJECT) ....ccevviiiiiiieieieee e 21

5.2.4 Get BUCKEEACKL.....c.ooiiiiiiiiieeeee e 27

5.2.5 Delete BUCKEL.........ccoevieiiiiiiiiiiisee e 28

5.3 KT ODJEC BEAF oo 29
5.3.1 PULODJECT ..ot 29

5.3.2 GELODJECL ...cviiiiciie et s 31



5.4

5.5

6.
6.1
6.2
6.3
6.4

5.3.3 COPY ODJECT ... 35

5.3.4 Head ODJECE .....ccviiieiiee e 37
5.3.5 DeleteODJECT ....c.oouiiieieee e 38
5.3.6 Delete Multiple ODJECL.........cccviieiieirce e 39
5T Multipart Upload FIEEAE .oocveecececeeeceeeeeee e, 43
5.4.1 Initiate Multipart Upload ...........cccocoveviiiiieeie e, 43
5.4.2 UPI0Ad Pt ......cooiiiiiiiec e 44
5.4.3 Complete Multipart Upload ...........cccccveieiieiiiiciecr e, 46
5.4.4 Abort Multipart Upload .............ccoovviiiiiiiininceeeeen 48
5.4.5 List Multipart Uploads..........ccccoeveiieiiiieieese e 48
5.4.6 LISEPAITS ...oviiiiiicieeeee s 51
KT Object Group HIEEAE oo 54
5.5.1 POSt ODJECt GrOUP ....ccviiiiiiieiiiriesiieeee e 54
5.5.2 Get ODJECt GrOUP ....ccvveieeiecieeie ettt 56
5.5.3 Get Object Group INUEX........cccoreririiieieesese e 57
5.5.4 Head ObJECt GrOUP .....coveeveeirieie ettt 59
5.5.5 Delete ODJECt GrOUP ....ccveverveiiiriiiiieieeieiee et 59
0SS FRIAEIRMAIL . . o\ttt e e e 60
OSS PIETIRMAIITAS TN o 60
OSS FVETIRIT oo 61
ARSZRF AR s 62
B E SR H S BRI e 63



1=

AR B AAF AR SS (0SS) I A BhfEre, & T 0SS ARy
o SROBEIARSS L AT TR APT .



1. FiT B =6 AR & T

BT HL A7 IR SS (OpenStorageService, fAiFK 0SS), Skl B 2%t ALK
W, Ay, AR, R S ARG RS T AT L@ i R ) REST #2111,
TEATATIS ] AT s AR ) FLIE Y 04 B EAT BARRT F Bc8dl, ] DUAE
WEB LA £t AT # . [RIR), 0SS $2fft Java. Python. PHP SDK, fijfbH)/"
Figfe . HET 0SS, H P TR & R 2 Ry 0t . P, A A s
By S BT A AR 1 R 55

0SS M Vs Hikik: _http://storage. aliyun. com

0SS [¥) web /&G Huhik: http://oss. aliyun. com/



http://storage.aliyun.com/
http://oss.aliyun.com/

2. FEAMEE

2.1 Object

75 0SS 1, MRS SO S — A Object, FEANSCIFFE /N T 56, Object
% key. data fil user meta. H.H', key #& Object H)44F; data +& Object [
s user meta A& %% object HIHHIA .

B Object fr4 TG

> AL UTF-8 it
> RO B DA ZITE 1-1023 715 2 (1]

2.2 Object Group

Object Group +& H—/NEZ A~ Object 4R HIFABLIEE S o F 77 Al DUG R 1E
if Object —Ff2:#/E Object Group, X445 {E 4% get, range query, delete, list.
{H Object Group % HE A1 445 Object fRIELHEAS & 25 BE 2R 1) .

2.3 Bucket

Bucket J& 0SS _Ef{fir444%1Al; Bucket 4445444 0SS A HAT 4 famfe—1k, H.
REEME B 7748 0SS L AR Object IAZRHERAL &1 HA Bucket o — AN,
B o =W, T AR —ANEZ A Bucket. —ANH PR EZ AR 10 A
Bucket, fHAEA Bucket HAFHIR) Object HIEEFIR/NEAMEA RS, HP AT
D= st e DI E L

B Bucket fF&HVE

> HEets NS 78, e, FRI% O MEmg (o
> WAL SRR Tk
> KREEWINTE 3-255 -5 2 W]



2.4 AccessID. Access key

H A 0SS i, RGESEH Bl —XF Access ID Al Access key, FRH
IDXF, FHFFRIRA T, A5 0SS 44 560k

2.5 Service

0SS $24E25 H P B R EAG =S 1), EIXAN LR, AN H a4
22> Bucket.,



3. HEAILEE

0SS =24 HI R (B A7t e 2%, FH P Rl LA DL R4 E R AL BE 0SS E )%
1
G, &F. A, MER Bucket
B, SREL Bucket [ [RIRLBR
Al BF. ZH. MER Object/Object Group
Vi i) I S2FF Tf-Modified-Since fll If-Match % HTTP 24



4. Vil
41 HPZELZY%IE (Authentication)

OSS i I Al Access ID/Key XK I (KA RS IR AN SR AL S
AccessID HT-Hr7~ )7, AccessKey & 7 F TIN5 44 747 Hi Fll OSS k56
W2 7RI, Hih AccessKey WAZiffa, HA5H Al OSS 41l
ACCESS ID %} (Access key Fil Access ID) #lif5 active/inactive PHFR A .

B active R ATLAHI Y ID %2544 KilE i 5K

W inactive KWL 1D X254 Kk (1 DI fig

— AN A AR 0 % 2 A active Bk # inactive [#) 1D Xf. JH /Al L
%% http://oss. aliyun. com/ 2% HUE B8 s bR 1D X .

MR NS4y 1) OSS K& TESKIN, 5 2 B S RIL 115 KL 0SS
i A% AR A4 AR s ARG AccessKey %48 44 4 B EAT N 7= AR I
UEAG.  OSS W RiE kLG, 2xiliid AccessID $kZIX%T (1) AccessKey, LLRIFET)
DI IS AL AT ER RIS UGS, T SRS H R B S UE A AT SR O A — R EIA D i3
KOBEARL; BN, OSS KB LA BX K, IR 9] IE A R 1A o

4.2 ¥1£ Head FHRSE4

H AT LAAE HTTP SR 3410 Authorization (F240) [ Head KAl 5454145
B RIIEAH S OB W) (s K 87 Authentication 7 BE, A
H P24 TR o
BEE TR T EIT
"Authorization: OSS " + Accessld + ":" + base64(hmac-shal(VERB + "\n"
+ CONTENT-MD5 + "\n"
+ CONTENT-TYPE + "\n"
+ DATE + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource))

W Content-Md5 &7~ 3K Py A4 ¥ MD5 1


http://oss.aliyun.com/

W CONTENT-TYPE FoRif sk Py 2151
B DATE KR KERAEMIN ], HAAZ0 HTTPL. 1 A1 SCHFIF) GMT 5 2X
B CanonicalizedOSSHeaders #7~ http ") object user meta A&
B CanonicalizedResource 7~ H]FAHEL T 9] 1) 0SS %t
FCrfr, DATE F CanonicalizedResource ANBER 2 WIE R (¥ DATE B[]

F 0SS Mr4s-#s Bt ] 221567 15 438PLL 1, 0SS R4 #vkedbdaiz i ss, HaR[FIAH
IS FR A
HJ#E Canonicalized0SSHeaders H)J5i%:

T4 BL“x—oss—" BT 44 fK) HTTP Header ##% & Canonicalized0SSHeaders.

ERE TR

1) FIALL x-0ss- 7 g FrEEHT HTTP ik L1194 745 Heid D 57 4E . 47’X-0SS-Meta-Name: TaoBao’
£/ x-0ss-meta-name: TaoBao .

2) LRI HTTP GRS 1% 6 F 0 T 71 /7 1 o

3)  WIRGHIAEFHIFRKL, RIRRH bt RFC 2616, 4.2 FH 174 (PIMEL IR 55 o
414 # 1~ 4 K x-0ss-meta-name’ /17 17 3K 2L, 0 0 119 1 7 S 7 TaoBao ' F1°Alipay’ . M & IF JT
A7: ’x-0ss-meta-name:TaoBao,Alipay .

4)  MBR K LA AL ] B i T (F 1 75 4% . 41 'x-0ss-meta-name:  TaoBao,Alipay " 77
Ji: 'x-0ss-meta-name:TaoBao,Alipay '

5) NI A 2N 2 7 Ak A7 e 179 CanonicalizedOSSHeader -

& CanonicalizedResource 5 ¥2:
F 7 ki SR T AR5 9] 1K) 0SS H AR Y47 F5 & CanonicalizedResource. ‘¥

R TR R
1) /¥ CanonicalizedResource L4577 H (“7);
2) A9 0SS . “ IBucketName/ObjectName ” (£ ObjectName 4//~12)
3)  WRIFRAF I T JR(sub-resource)t, A FEITE T T BRI A, MADEYAHESY I
LU& g 1p BT e TR IR 77 4 7 CanonicalizedResource F7iHEHS “? 7 FIT W7
FFHH o BERTI CanonicalizedResource #-7-4: IBucketName/ObjectName?acl &uploadlid=Uploadld
4) RIS 2 i 7 Hquery string) #1175 E T HEE Hoverride) 18 /5/75 5K /1 header?, 4 J4iX

LEEy ) 1T RILIFR AT TIST S MADFILI, L& Fg 7 hg it IS 7708 2
CanonicalizedResource H. UEHTHI CanonicalizedResource #l 7
/BucketName/ObjectName?acl&response-content-type=ContentType & uploadld =Uploadlid

1 0SS HRATSZHHI T #5445 acl, group, uploadid, partNumber, uploads

2 0SS HHi ¥ # override Tl 747 #4035 response-content-type, response-content-language,

response-expires, reponse-cache-control, response-content-disposition, response-content-encoding

9



Bltn. BERUTHER:

PUT /quotes/nelson HTTP/1.0

Content-Md5: c8fdb181845a4ca6h8fec737b3581d76
Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT
X-0OSS-Meta-Author: foo@bar.com

X-0SS-Magic: abracadabra

it AccessID +&:  “44CF9590006BF252F707”
AccessKey & “0txrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV”, ®HLLF

kA4,
python 7-B4ARAG:

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"PUT\nc8fdb181845a4cabh8fec737b3581d76\ntext/html\nThu, 17 Nov 2005 18:49:58

GMT\nx-0ss-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n

/quotes/nelson”, sha)

base64.encodestring(h.digest()).strip()
2 A RN 1% 7 63mwf1+2YT0G6k95yxbeMruQ6QI="", 4R J5 in L

Authorization kR4 alidx J5 Ty B R IEHITH & -

PUT /quotes/nelson HTTP/1.0

Authorization: OSS 44CF9590006BF252F707: 63mwfl+zYIOG6k95yxbgMruQ6Ql=
Content-Md5: c8fdb181845a4cabb8fec737b3581d76

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

X-0OSS-Meta-Author: foo@bar.com

X-0OSS-Magic: abracadabra

FETHE A K IR AR 20 T R

1)
2)

3)

FREE 4 147 53 UTF-8 % 2o

ST REC 2104 (http://www. ietf. org/rfe/rfc2104. txt) g XH)
HMAC-SHA1 J5¥, Jorp Key 4 Accesskeyo,

content—type Fll content-md5 7E T K HAE IR HT, H 2 WHERVE R T L4
Bk, A AR A

10


http://www.ietf.org/rfc/rfc2104.txt)中定义的HMAC-SHA1
http://www.ietf.org/rfc/rfc2104.txt)中定义的HMAC-SHA1

4) A{EFTA AE HTTP kv 2 X header 1, WAL “x-oss—” JF3k header, 3
FOMAZER 45 HoAb AR HTTP #RvE header H54f 0SS 2% (hn L
X-0ss-magic)s

5) LL “x-oss—" JF3kI head 752544 W iiF §i i 245 A LA R B

head 144 77 BAL /NG

head %7 diLFe H /N EIKHRF -

53 #) head name F1 value '8 577 5 AN BER THs

B A Head 2 i #64 — AWl %, % Head ,

CanonicalizedOSSHeaders B B A4,

YV YV VYV V

45

1) WAL NM AccessID ANFAEEL inactive, JZ[H] 403 Forbidden. Hiifi:
InvalidAccessKeyld .

2) #HER K Authorization {HKAEAAXS, i&[9] 400 Bad Request. 4
i InvalidArgument.

3) WRZBAKULMIIAR, kbR AN Date B& KA IER, [0 403
Forbidden . fiixhd: AccessDenied.

4) AL NG KIS [RZ0AE 0SS k55 s AT [n) 2 Ja i) 15 70 8h LAY, A5 i (=]
403 Forbidden. #§i#f: RequestTimeTooSkewed.

5) I AccessID & active [, {H OSS HIWrH 7 135 K R A2 4 5w, IR [H]
403 Forbidden, JFAEiR[AI%5 )7 K] response Fh 4% A /- IR K 156 3E b
WA P T LR Y OSS 1) response SkeAs A H O IR 2E 44 745 H a2
M IEH

AL

<?xml version="1.0" ?>
<Error>
<Code>

SignatureDoesNotMatch
</Code>
<Message>

The request signature we calculated does not match the signature you provided. Check your key and

signing method.
11



</Message>
<StringToSignBytes>
47 45 54 0a Oa 0a 57 65 64 2¢ 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47
4d 54 0a 2f 75 73 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢C
</StringToSignBytes>
<Requestld>
1E446260FF9B10C2
</Requestld>
<Hostld>
storage.aliyun.com
</Hostld>
<SignatureProvided>
y5H7yzPsA/tP4+0tH1IHHVPEWUV8=
</SignatureProvided>
<StringToSign>
GET

Wed, 11 May 2011 07:59:25 GMT

lusrealtest?acl

</StringToSign>

<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ

</OSSAccessKeyld>

</Error>

4.3 7E URL $RE%4

k& T {# H] Authorization Head, /7 i& ] PIZE URL N A 45 K, IXFEH
FUat AT DL IZ URL 3645 2 = J7 SEBR AL 1] .

URL R &4 7 p1:

http://storage.aliyun.com/quotes/nelson?OSSAccessKeyld=44CF9590006BF252F707 &Expires=1141889120
&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D

£ URL HszBiss4s, 4% /b4 Signature, Expires, OSSAccessKeyld
—“ABH, Expires XA HIMEZE A UNIX B[R] CH UTC B[R] 1970 4 1 H 1
SHEIFEGL VRO wiki), HFARIRZ URL GRS B Widk OSS #ii 21ix

12


http://en.wikipedia.org/wiki/Unix_time

AN URL 375 3K fR) I fige e 12544 v 40,5 1 Expires S 506F, IR [B175 SR A8 INF R Al AL
Bl YR JE 1141889060, JT A Ay EEANE— 60 #P )5 H 8 K34 URL,
A LAY B Expires IN[8] 4 1141889120,

FITA ) OSS SCRFITE KA Head 24, 78 URL "FtAT 2544 (0 7 vA A L

TN FIRIEA . EEDIW R

1)
2)
3)

4)

UR

Wi URL B 528440, ZHi) Date Z4# bl Expires 44,

ASCHFFINFE URL #1 Head " 54544

A% N ¥ Signature, Expires, OSSAccessKeyld HiFIA 11—k, LAEE—K
hHE

T 3K SG B0 UE 7 SR N R) J& 75 5 T Expires I TH], SR )5 FREGIESS 44

L F¥singE44 1) python 7~ BAEE 4 -

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/quotes/nelson”,
sha)

urllib.quote_plus (base64.encodestring(h.digest()).strip())

B

1)

2)

3)

4)

5)

fiAE URL a8 53, S AR Bs A0 31t 1) LA Py gt i £ 13K
WL, TS TR PPl AR RS o

PUT Ml GET i R # S Ff/E URL H &84

76 URL N5 4415, Signature, Expires, OSSAccessKeyld JIiiJy> i LAAZ
{HZ 4 Signature, Expires, OSSAccessKeyld &t/bH b ffj—A ki E 24,
i&[r] 403 Forbidden. #5i%fi%: AccessDenied.

AR R ) 19 22 7 IR TRD 337 5K v B2 3€ 1) Expires BFIR), 3% [] 403 Forbidden.
HiRfig: AccessDenied.

AR AT RIS TR], 0204 OSS RS54 X Hi I ) 2 J5 i 15 73 Bh LA A5 0

2 [H] 403 Forbidden. %iixfi%: RequestTimeTooSkewed.
13



6) I Expires INFlaj#% 4%, i%[7] 403 Forbidden. #5i%f%: AccessDenied.

7) % URL H & 28 Signature, Expires, OSSAccessKeyld H1 )k &£
A, JFH Head "G AIHE, RFIWE 400 Bad Request. H5iRfid:
InvalidArgument.

8) EMEEA TFIF I, B Date # Bk Expires Z 541, {7588 63 7 content-type-
content-md5 & |15 7 X ¥ Header. Cifi=k o EAR59R 4 Data iX Mk 3k,
{HANTT 20K Data A4 475 1)

4.4 Bucket H R4

0SS #fit Bucket 2y (AR U5 [a] 454, Bucket H Fir47 = Ff i [ ALFR -
public-read-write, public-read FI private, ‘e 4I1HI& LU

B public-read-write: fEAT A CEIFEHL VIR #ATLIXZ bucket HH)

object AT PUT, Get F Delete #fff; FrfyiX e84 d £/ 2 ] H1i% bucket

(RGN E FRAE, T2 .

B public-read: Hf7i% bucket [WEIHH 1] LI 1% bucket ¥ Object i

T 5HAE (35 Put Al Delete Object); (AT AN CHLFEEEL Vi) nf LAGHZ

bucket H1ff) object BATILIRAE (Get Object).

B private: Jfii% bucket HIGIEE A LAXFiZ bucket W Object BEATEE

EH#AE (fU35 Put. Delete M Get Object); HiAth A JGi%:97 1% Bucket P

Object.

P88 Bucket I, WIERAFRE Bucket AR, 0SS 2 H3NAZ
Bucket ¥ private AR, XFF—ACEAFLEN Bucket, HATEMAIEE LA
& 4i% Bucket IRLPR .

4.5 Object 5MgEHIHE R H4 BLHL N

W —/ bucket ¥ 'E 1% public-read 2¢# public-read-write AL, =AM T

14



VEEABH] kU5 170 J& §- UK 1) object.  FKI¥) object AYAMEHbEAL) FSCHE I Gl T -

http://storage.aliyun.com/< #7//7 bucket £ -7>/< 7/ object % 7>
#ilan, 75—/ bucket (%54 show) H1, 7 T 4 4 —~"image/pujing.jpg" ] object
(content-type >4 image/jpg). A4 IXA™ object ) URL JHy:

http://storage.aliyun.com/show/image/pujing.jpg

R S PR 7 T B

http://storage.aliyun.com/show/image/pujing.jpg

host object
F P AT LZ URL BEFEZ N HTML H:

<img src="http://storage.aliyun.com/show/image/pujing.jpg" />

4.6 PBHiskE

OSS e AW R M55, A T A OSS b st Hfh N\ s i,
OSS SCHFHEET HTTP header H13& k7B referer (B A8 /7. Huar, Al
OSS kg it Chttp://oss.aliyun.com) 1] LUG—> bucket & referer ‘7B 1) [ 4
FARE S FVF referer 7Bk 25 K1 K U5 1) o 1 1, % §-—> 44 4 mydata ) bucket,
B oreferer 1 4§ 4 http://www.aliyun.com . ) BT 4 referer 4
http://www.aliyun.com [ K4 g Ui 1) mydata 3X 4> bucket 1) Object.

W4

1) H/ it URL 24 s # 1 4 1 1) Object B, Aol iS850 1E . 15k
() Header 45 “Authorization” F-BLT, AN vk 5r .

2) — bucket i LA FFZ A referer B4, XEESHZMH “,” S0

3) Referrer ZHCCFHRELLAT “*” F1“2 7,

4)  F AT ABEE A S UF referer 7B 2 I K VT )

5) HAFAEN, AR referer FBUZ AR A (ANRITAT I KA AL

6) HAHANZE, HBEE T ARV referer B AN, W HAT referer J& T

15


http://storage.aliyun.com/%3c你的bucket名字%3e/
http://storage.aliyun.com/show/image/pujing.jpg
http://www.aliyun.com.则所有referer为http/www.aliyun.com的请求才能访问mydata这个bucket
http://www.aliyun.com.则所有referer为http/www.aliyun.com的请求才能访问mydata这个bucket

7)

8)

144 T SRR R vr, HARIESR (G4 referer 9 (IR SSHldh 4.
IR A AN, HICE T SRVF referer FBONZS RN U referer 25 )
T SRANAT 5 F1 A4 R RTE SR e s Al SRAR > A 4

Bucket ) =FA(BE C(private, public-read, public-read-write) #<xKi#x refer

B

A HR: 0SS BEX KB B g R IEZE T & o

16



5. FFEEORE

ARTEF A OSS B, HREERIZEG RS OSS I, BEnr LA H
WSS A ANUE G K, AT DU F B 44 V5 1) o 2425 44 06 F Al 5t il o 2 U7 1) Ve R PR
(R YRI, OSSR FIFRILIES % T8, KNERALEZH] T .

5.1 J&7F Service jE1E

5.1.1 GetService (ListBucket)

X RGFHUIEAE Get 1K AT LUR [BIESKEH A I P Bucket, JLH/ &
WH =%

GET/HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

BT
1) GetService XA APT H 56 4F 0 1o (1 FH 5 28
2)  WARVERFEA KA R (RIEE V51D, 4 [A] 403 Forbidden, £ 1565

AccessDenied.

HRRH:
GET/HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24Feb 2012 02:58:28 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:MiorP5BDFDhKAn44wDnkSSv2Z94=

IR [E] 7=
HTTP/1.1 200 OK
X-0ss-request-id: 60633d3c-1293-0d72-7739-759423f02d36
Date: Fri, 24Feb 2012 02:58:28 GMT

17



Content-type: application/xml
Content-Length: 685
Connection: close

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListAlIMyBucketsResult>
<Owner>
<ID>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
<Buckets>
<Bucket>
<Name>multipart_upload</Name>
<CreationDate>2012-02-22T708:25:07.000Z</CreationDate>
</Bucket>
<Bucket>
<Name>my_oss</Name>
<CreationDate>2012-02-24T02:53:26.000Z</CreationDate>
</Bucket>

</Buckets>

</ListAlIMyBucketsResult>

5.2 %F Bucket [#R4E

5.2.1 Put Bucket

PutBucket H T 614 Bucket (AZHFEL Vi),

PUT /BucketName HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

18



BV

1) nRiE R Bucket CVAEAFAE, FE HAGRE Z A, FIFEIR[F] 200 OK BRI,
2) WS RE Bucket CVAAFAE, HIEAZTE K E Pl 11, % [9] 409 Conflict.
Hi%fd: BucketAlreadyExists.
3) R AGIE K Bucket AFE A4 HTE, i&[H] 400 Bad Request JHE . ik
. InvalidBucketName.
4) WHRH A PUT Bucket 15RIGEME, #AMHENH KGR, &[FH 403
Forbidden 7§ &, %5i%05: AccessDenied.
5) I PutBucket I &I C 28T bucket e KA R —10 I, iR Rl 400
Bad Request ¥4 . #ixfd: TooManyBuckets.
6) AU Bucket, W& A VAR, WIEAEH “Private” BFR
BRI
PUT /my_oss HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 03:15:40 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=
1R 5] 7 :

HTTP/1.1 200 OK

x-0ss-request-id: 7¢9e8b71-3c6a-1b7d-2361-093f1laf5f5e9
Date: Fri, 24 Feb 2012 03:15:40 GMT

Location: /my_oss

Content-Length: 0

Connection: close

Server: AliyunOSS

5.2.2 Put Bucket ACL

H i Bucket £ =#1Jj )AL P : public-read-write, public-read #/1 private. Put

Bucket ACL #:/Ei# i Put i3k F 1) “ x-0ss-acl” Sk K 1% B . IX M AE K45 1% Bucket
PG E AR PAT . WERERVER T, MR [A] 2005 75 W [A1AH R (1) 6 R 6 A 42

—
ﬂ—\"fﬁ 4%\0

19



PUT /BucketName HTTP/1.1
x-0ss-acl: Permission

Host: storage.aliyun.com
Date: GMT Date
Authorization: SignatureValue

Az

1)

2)

3)

W bucket fE7E, RIEW T FIRRA CABIRA—FE, I HI R AL &
bucket #7& . ZIERKASTAL bucket WA, (HIE BB
WA A Put Bucket i3RI, AL AM T RAEE R, &[5 403
Forbidden 75 &.. %fi%%: AccessDenied.

WG R, “x-oss-acl” 3k, Jf H.i% bucket CA7F7E, FHIE Tk ki
o, WZERE R bucket ALFRANAR

BRI

PUT /my_oss HTTP/1.1

x-0ss-acl: public-read

Host: storage.aliyun.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc: KUSh8YMUC78M30dXqf3JIxrTZHiA=

NP

HTTP/1.1 200 OK

X-0ss-request-id: 248c6483-2a95-622e-3022-ebe65d8aad5f
Date: Fri, 24 Feb 2012 03:21:12 GMT

Content-Length: 0

Connection: close

Server: AliyunOSS

WHRAZ R B B RANFAE, 7~19] 400 Bad Request 4 &.:

HRIR B -

HTTP/1.1 400 Bad Request
X-0ss-request-id: 4e63c87a-71dc-87f7-11b5-583a600e0038
Date: Fri, 24 Feb 2012 03:55:00 GMT
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Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: close

Server: AliyunOSS

<?xml version="1.0" ?>
<Error>
<Code>
InvalidArgument
</Code>
<Message>
</Message>
<ArgumentValue>
error-acl
</ArgumentValue>
<ArgumentName>
X-0ss-acl
</ArgumentName>
<Requestld>
4e63c87a-71dc-877-11b5-583a600e0038
</Requestld>
<Hostld>
storage.aliyun.com
</Hostld>

</Error>

5.2.3 Get Bucket (List Object)

Get Bucket #:A/ERHK 1list Bucket i Object HIfE S

GET /BucketName HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date
Authorization: SignatureValue

GetBucket (ListObject) W}, mJPL#IL prefix, marker, delimiter Al
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max—keys X} list ffR e, R[AIFE45 5,

U4 BVl N

prefix R 2 1Z [A][7] object key LA prefix fENEIZ . vERATH prefix

AW, IR key FATE B prefix.

max—keys | FREILIKIZ[A] object M)d KRB, WA E, BRIAA 1000, max—keys

HUEANRER T 1000,

marker BEE 4R marker 2 JG & REHER S8 — NI LRIR [

delimiter | 52 MR Object 4 FBAT AN T4 Pr 4 7 & 1R E 1T

ZHFE I delimiter FFFZ A object fEN—HILHE—

CommonPrefixes,

B

1)
2)
3)

4)

5)

6)

7)

8)
9)

Object HH /" H 2 X ) meta, £F GetBucket iFRIFALik[A],

List B45 E 2 hriH HRLE keys & Object Group.

WER YT ] () Bucke t ANAFEAE , A A5K BT ] BRI A iy 44 AN VS JE VA 2 1) Bucket,
i#&[7] 404 Not Found %%, #i1%f%: NoSuchBucket.

iR B A Vil i% Bucket HIBLER, d2[F] 403 Forbidden ik, Hiiefl:
AccessDenied.

WERPA max—keys [HBE L —IRGEM Tisting, RBIZERSMM—4
{NextMarker>, $E/Rgk4L listing AJ LALLM A marker. NextMarker HffJ{H
A list G2,

EMRA B, Bl marker SEPRAESIE TALEAE, R [AHMNFFG marker
FREHEF IR — N IFGFTE . WR max—keys /T 0 B KT 1000, iR [H]
400 Bad Request fiiz. fiixhd: InvalidArgument,

#7 prefix, marker, delimiter ZEAFF G K E K, IR [H] 400 Bad Request.
HiRig . InvalidArgument.

prefix, marker H>KRSZHLIN T R/RBOR, SEINACELI/N T 256 ¥4,
WERAE prefix WA KA, Bir] LZBI LA prefix JFLkSCAf, AP
ZICAEIE R 38 A B B B SRR SO o IR S delimiter W& N / WY,
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i AR R H A% SO SRR SO, i SO SRR I S 44 0 (] A
CommonPrefixes ¥4}, T 3CAF iAW SCAF RIS AR W an—A
bucket f£4E =" object

fun/test. jpg, fun/movie/001.avi, fun/movie/007.avi.

A UE prefix A7 fun/” , WEREI=ZAS object: MR INYEE delimiter
Ky /7y EREISCAE” fun/test. jpg” MIFTZR” fun/movie/” 5 BISEHL T 3
PEII

25135 5%
1F bucket “my oss” WA 44> object, %FmilHl:
® o0ss. jpg

® fun/test. jpg
® fun/movie/001. avi
o

fun/movie/007. avi

R
GET /my_oss HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: OSS gn6grrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

IR [B] 7=
HTTP/1.1 200 OK
X-0Ss-request-id: 248c6483-2a95-622e-3022-ebe65d8aad5f
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1866
Connection: close
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult>
<Name>my_oss</Name>
<Prefix></Prefix>

<Marker></Marker>

<MaxKeys>100</MaxKeys>
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<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<1D>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>0ss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
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<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

R H] (& Prefix 280 :
GET /my_oss?prefix=fun HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

NP
HTTP/1.1 200 OK
x-0ss-request-id: 25ch535f-1feb-190-2f22-12176bch563e
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 1464
Connection: close
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult>
<Name>my_oss</Name>
<Prefix>fun</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter></Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>

</Contents>
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<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<1D>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>oss_doc</DisplayName>
</Owner>
</Contents>
</ListBucketResult>

BB (& prefix fl delimiter %) :
GET /my_oss?prefix=fun/&delimiter=/ HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 08:43:27 GMT
Authorization: OSS gn6qgrrgxo2oawuk53otfjbyc: DNrnx7xHk3sgysx718U9I91Y1vY=

A EIN R
HTTP/1.1 200 OK
x-0ss-request-id: 0b05f9b1-539e-a858-0a81-9cal3d8a8011
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml
Content-Length: 712
Connection: close
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<ListBucketResult>
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<Name>my_oss</Name>
<Prefix>fun/</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z</LastModified>
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot;</ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>o0ss_doc</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>

</ListBucketResult>

5.2.4 Get Bucket ACL

Get Bucket ACL HIRFRH A Bucket ) ACL. 15 K71 -

GET /BucketName?acl HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

BETHEH T
1) 49 Bucket [1J4H45 4 A4 Heff ] Get Bucket ACL XM 11,
2) 0SS iz [F[f] Bucket ACL 15 & WL BAAH 1] Grant 5% Bt. Bucket ACL HHIH

—2K: private . public-read F1 public-read-write,
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BRI
GET /my_oss?acl HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 04:11:23 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc: CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

AP
HTTP/1.1 200 OK
x-0ss-request-id: 6f720c98-40fe-6de0-047b-e7fh08c4059b
Date: Fri, 24 Feb 2012 04:11:23 GMT
Content-Length: 253
Content-Tupe: application/xml
Connection: close
Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</ID>
<DisplayName> o0ss_doc </DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read</Grant>
</AccessControlList>
</AccessControlPolicy>

5.2.5 Delete Bucket

Delete Bucket FH T M- Bucket,

DELETE /BucketName HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

BEvHEY
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1)t Bucket ANAELE, #R[A] 404 no content fi%. 4Hi%i%: NoSuchBucket.

2) WM — A A5 Bucket, 3%[F] 409 Conflict ik, AiRfid.
BucketNotEmpty .

3) 15 Bucket HIHIHT & 4 HEMIFRIX A Bucket. anSFia B B — AN X AL
BRI Bucket, iZ[A] 403 Forbidden #%i%. 45i%f%: AccessDenied.

HRRH:
DELETE / my_oss HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 05:31:04 GMT
Authorization: OSS gn6éqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

AN E
HTTP/1.1 204 No Content
x-0ss-request-id: 7faf664d-0cad-852e-4b38-2ac2232e7e7f
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: close
Content-Length: 0
Server: AliyunOSS

5.3 KT Object #fE
5.3.1 Put Object

Put Object HF AL SCAE

PUT /BucketName/ObjectName HTTP/1.1
Content-Length: CongentLength
Content-Type: ContentType

Host: storage.aliyun.com

Date: GMT Date

Authorization: SignatureValue

4
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1)

2)

3)

4)

5)

6)

7

8)

9)

Put Object WRACFEETI G, 0SS 23R E ST MD5 B0 3 [125 ] 7 1)
Wskk “BETag” H, DMEH] R EE 0SS b B A A% i 4t 9 25— 5
AR KL “Content—Length” i/ TSEPril KA (body) &4 %L
PR, B h A SO fE, H Object K/NEETSEhrfl N ST/
W B INT Object R4 SCFEEAFAE, I HAT VAR Hrids N
SR AR IR B ST, iR Al 200 0K

WISRALE PutObject RS, #EHLL x—oss—meta— A ATZRAISHL, ALK user
meta, FLA x-oss—meta-location. —4> Object AJ LA AR S, H
JA 1Y) user meta & K/NABEBLL 2ks

IR Head "HA MM Content length 2%, £:ik[A] 411 Length Required
R, HSRY: MissingContentLength.

WRBEE T KB, (HERA KIENE Body, mi# KM body KANNF455E
KN, RS 284s— %4, HF time out, IR[A] 400 Bad Request ¥ Hh. 4
whid: RequestTimeout. BEIF 0SS LIIXAN AN A2 H T O AR 5E R4
.

WHAR 7SI Object FT{ER Bucket ANA7#E, IRIFl 404 Not Found 4fi%.
Hi%i%: NoSuchBucket.

AR B IN Object FTEEM Bucket ¥ Vi I ALPR, R[H] 403 Forbidden
i, FR6S: AccessDenied.

WA I SCE K S 56, R4S 1%9H 8 400 Bad Request. Hfiztft:

InvalidArgument.,

10) WAL N Object key K KT 1023, iR[7] 400 Bad Request. %Hizhd:

InvalidObjectName.,

11) PUT —4> Object [{1H 1%, OSS SZ#F 4 4~ HTTP RFC 2616 B3 7€ If) Header

“7-Bt: Cache-Control. Expires. Content-Encoding. Content-Disposition. #i
R A% Object i E T 1X 4% Header, NJiX /™ Object #% N &k, #HM[¥) Header
E 20 B 3 BCE AR I HAE

BN E
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PUT /my_oss /oss.jpg HTTP/1.1

Host: storage.aliyun.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=o0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS qn6égrrgxo2oawuk53otfjbyc:kZoYNv66hsmc10+dcGKwbx2PRrk=

[344606 bytes of object data]

IR [B] 7=
HTTP/1.1 200 OK
X-0Ss-request-id: 61d2042d-1h68-6708-5906-33d81921362¢
Date: Fri, 24 Feb 2012 06:03:28 GMT
ETag: 5B3C1A2E053D763E1B002CC607C5A0FE
Connection: close
Content-Length: 0
Server: AliyunOSS

5.3.2 Get Object

I FIEEA Object, HE#AEESRK 7 X% Object A7 LA R

GET /BucketName/ObjectName HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange( 7/ %)

&K Header:
ZH 4 Dge ik
Range Y A RIVE ., W€ bytes=0-9, FRinfLik

500 B 91X 10 NFEET.
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If-Modified-Since

Gn JEFE e 0 B ) LT S BRSO ], D) R AR S A
iR [A 200 OK; 53R [A] 304 not modified

If-Unmodified-Since

R AL N ZH0 R I 8] 55 B B T SO S B o
8], WIEF AR RSCrE, JFRIE 200 OK; 755K A 412

precondition failed %%

[f-Match

W RAL N IR ETag F1 object [ ETag VCFC, WIIiE%H;
s A, FFiR[E] 200 OK; 753 [H] 412 precondition

failed &%

If-None-Match

W AL N fF) ETag {E A1 Object [¥) ETag ANUCHELD, W) IE & 4%
o, 3R 1E 200 0K; A5 MJER [F] 304 Not Modified

HRSH:

0SS SCRFH AR GE GET 37 K I, W LA € 0SS 3 [1]375 3K H i) — 4% Header,
XY Header f4f:
ZH 4 ek
response—content—type WE 0SS iR [AliE KA content—type 3k
response—content-language W 0SS i [ K ¥ content—language 3k

response—expires

WE 0SS iR [F1E R ) expires 3k

reponse—cache—control

WE 0SS iR [F1E R ) cache—control 3k

response—content—disposition | & 0SS iR |1 K 1] content—disposition 3k

response—content—encoding WE 0SS i [AliE KA content—encoding 3k

AT

1) GetObject it range S n] LLSZ FEWr a4, X LKA Object @R UAE

e«

2)  WIRAEE R LT Range 228 W3R [R]3 5L b 2 L85 38 AN SCPF I BE R L
IR EIFIYa ], 0. Content-Range: bytes 0-9/44, KINFEN K
K44, BUGRIFIRTEE D 0-9. WERAFF SV, AR, Jf
HAEESE R A & Content—Range.
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3) W “If-Modified-Since” JuZ " IE MIN A AFT& VG, HERBISCAE,
iR 8] 200 OK.
4) Tf-Modified-Since F If-Unmodified-Since 0] UA[A]IAELE, If-Match Fl
If-None-Match 1 v PA[G] IS AFAE
5) R AL E If-Unmodified-Since JF HAFFEEGH W If-Match JF HAFT 5,
iR[A] 412 precondition failed
6) WHRAE If-Modified-Since Jf HARF&EE S If-None-Match 3 HARF
4, 1R\ 304 Not Modified
) WRSCHATEAEIRF] 404 Not Found #i. 4%i%AY: NoSuchKey.
8) 0SS ACFFAEREA VTN GET Wikh, Ml i RS HOR B @ SGR [Pl K
header
9) 7EHE X 0SS JRFNER AL Header I, ATIHRACFE ST CRIIR [A6Y
A 200 M), OSS A 43441 3K 1) header ¥ & B ' GET 1 K4 47 2 1AL
KB
GET /my_oss/oss.jpg HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 06:38:30 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc: UNQDb7GapEgJCZkcde60hZz9Jfe8=
ALY
HTTP/1.1 200 OK
x-0ss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE
Content-Type: image/jpg
Content-Length: 344606
Server: AliyunOSS
[344606 bytes of object data]
Range & K751

GET /my_oss/oss.jpg HTTP/1.1
Host: storage.aliyun.com

33



Date: Fri, 28 Feb 2012 05:38:42 GMT
Range: bytes=100-900
Authorization: OSS gn6éqgrrgxo2oawuk53otfjbyc:qZzjF3DUtd+yK16BdhGtFcCVknM=

pAE NP
HTTP/1.1 206 Partial Content
x-0ss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE
Accept-Ranges: bytes
Content-Range: bytes 100-900/344606
Content-Type: image/jpg
Content-Length: 801
Server: AliyunOSS

[801 bytes of object data]

B % SGE B Bk KiE R (URL 2842 7550):

GET /my_oss/0ss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT &
response-content-type=text&response-cache-control=No-cache&response-content-disposition=attachment%253B
%2520filename%253Dtesting.txt&response-content-encoding=utf-8 &response-content-language=%E4%B8%AD
%E6%96%87 HTTP/1.1

Host: storage.aliyun.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

pAER P
HTTP/1.1 200 OK
x-0ss-request-id: 1144d124-055c-4052-2¢65-ale3439d41cl
Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Length: 344606
Connection: close
Content-disposition: attachment; filename:testing.txt
Content-language: /7.
Content-encoding: utf-8
Content-type: text
Cache-control: no-cache
Expires: Fri, 24 Feb 2012 17:00:00 GMT
Server: AliyunOSS

[344606 bytes of object data]

34



5.3.3 Copy Object

5 0L—ANE 0SS EC&AELE object BT Ab—A> object, 7] UK E—AN PUT
W3R 45 0SS, JFAE PUT 1K LS INJC 3R “x—oss—copy—source” K& 5 ULk
0SS 2 HahFIWT X & —A> Copy #4F, JFEIEAENIRST & im AT IZIRAE . WIR$E
UURCEh, LR IELET object {5 B4 .

PUT /BucketName/ObjectName HTTP/1.1

Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

53K Header:

SR

BoIE BN

X-0SS-Copy-source

ST CA 25T AT AR )

x—0ss—copy—source—if-match

L YR Object [ ETAG B AT J #2445 1K) ETAG A
S5, MPATEE DR, AIAR[E]) 412 HTTP #5i%
i CPRALEE 2R IBO

Xx—0ss—copy—source—if—none-—

match

UARYR Object HMH ™ F53E I IR] LUS 8l AT
Pz od, AT DA SR ] 412 HTTP
HiRfit (FALEERIEO

X—0ss—copy—source—if—unmod

ified-since

W RAR NS Hrb (1 I ) 45 BE R S S B
e, IR A4 3P, Rkl 200 OK;

iR [E] 412 precondition failed i%

x—0ss—copy—source—if-modif

ied-since

URYR Object HMH ™ $85E (K R] LG #2224
o, AT DA, SRR 412 HTTP 4%
fty CHUALFEIRIBO
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x—oss—metadata—directive H Bk COPY F11 REPLACE . 1 %1% AE 1% A COPY,

W) Object ) meta # A JE Ob ject B Hilid K
W B2k REPLACE, I 2T i Ob ject ¥ meta
{8, TR X G KR 2 1 meta {f; I
A 3R [F] 400 HTTP 5505

AT

1) A7 RLE 4 DR AR SEIE 2 2 AT Object [#) meta {5 B

2) W DU AE YR Object HibkF1 H A% Object HbhkAHI[E, W JE ik
x-oss—metadata—directive J{[{H, S EHELREHIE Object ) meta 17 K.

3) 0SS SCHi#5 DA DY AN THCHI T Header AR AN AN HHIL, AHNZHZ I, Get
Object #AERIAH T 7M.

4) P DUERAE TR ZEE K R Object A AR .

5) 5 VIHERAEMTTF R Geit X Object FT{EMN Bucket BAIN—IX Get &R IKAL,
J6F HFR Object FrE) Bucket 30—k Put 1ERICEL, LLACAH N (R8T 47
fiti 25 A

6) 5 VAR KRG R, #AZLL “x-oss=” Tk, ATCAEINAGE 4 1T
.

7) 5 DA [ FESZHF Object Group HJFE DL,

KB
PUT /my_oss/copy_oss.jpg HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 07:18:48 GMT
X-0SS-COpy-source: /my_0ss/0ss.jpg
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd+iPkL259A+n0=

AP

HTTP/1.1 200 OK

x-0ss-request-id: 3dfb2597-72a0-b3f7-320f-806627a96e68
Content-Type: application/xml

Content-Length: 193

Connection: close
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Date: Fri, 24 Feb 2012 07:18:48 GMT
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CopyObjectResult>
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE"</ETag>
</CopyObjectResult>

5.3.4 Head Object

Head Object HiR[FIH:AN Object B meta /5 B, ANIR[AISCAHEA 2.

HEAD /BucketName/ObjectName HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

M55

1) AwIEH IR 200 OK it 2dEIEH [0, Head Object #BANIR [F]VH EAA .

2) HeadObject Y HifEJthkE If-Modified-Since, If-Unmodified-Since,
If-Match, If-None-Match MUEEHIZcME. HAKKIIIIEZ: W, GetObject HXJ MY
TR . WA BN, &9 304 Not Modified.

3) WHH ' 4E PutObject FIBHEALE NLL x—0ss—meta— K JT3LI) user meta, Lk
 x-oss—meta-location, R[FIVH BN, R[F[IXLE user meta.

4) RS AAFAEIRF] 404 Not Found 1%

AR :

HEAD /my_oss/oss.jpg HTTP/1.1

Host: storage.aliyun.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=
IR [Bl7= 1
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HTTP/1.1 200 OK

x-0ss-request-id: 06d4be30-2216-9264-757a-8f8019b254bb
Date: Fri, 24 Feb 2012 07:32:52 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "fba9dede5f27731¢c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: close

Server: AliyunOSS

5.3.5 DeleteObject

DeleteObject HTMEREEAS Object,

DELETE /BucketName/ObjectName HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

Authorization: SignatureValue

A5t

1) DeleteObject Z3KXHi% Object T ERR .

2) W BRI Object ANFELE, 0SS iR [FLRZARAS 204 ( No Content).
3) 41K Bucket ANFAE, #&[H] 404 Not Found.,

R
DELETE /my_oss/copy_o0ss.jpg HTTP/1.1
Host: storage.aliyun.com
Date: Fri, 24 Feb 2012 07:45:28 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:zUgIwRPGkbByZxm1+ydeyu+NIUs=

A EIN R
HTTP/1.1 204 NoContent
x-0ss-request-id: 1a6lecdl-5de8-4e2e-20b5-c66e135bc379
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0
Connection: close
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Server: AliyunOSS

5.3.6 Delete Multiple Object

Delete Multiple Object #fESZH¢H /i@t —A HITP i sk M4 [/ — A
Bucket H[{jZ 4 Object. Delete Multiple Object $AF S0y VkikR N i £ M
F& 1000 4 Object, FHEEPIARPIEI: TEA (verbose) B A& HL (quiet) A5
=
® PRANBIE: 0SS RN B b 2 A R MINBR Object 45 AL
® (AR 0SS IR [Hl¥yH S AT AL S BRI FE o AR Y Object 452
LUy S 90T R S e SYE DS R

POST /BucketName?delete HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

Content-Length: ContentLength
Content-MD5: MD5Value

Authorization: SignatureValue

<Delete>
<Quiet>true</Quiet>
<Object>
<Key=>key</Key=>
</Object>

</Delete>

AT

1) DeleteMultiple Object iff3K AZH Content—Length Fll Content-MD5 F B
0SS 2RI 1K 48 B AR W B BV IR ), 25 A AT INBR A

2) 4k Content-MD5 “FEX N TTHE: E5EH Delete Multiple Object 1E3KW
BLL DS A JE1FE] A 128 A8 PRI AL base64 5

WO B30 B B Content-MD5 B4
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3) Delete Multiple Object iERERIAZTEGH (verbose) fE L.

4) 7F Delete Multiple Object iR MHIER— " NAAELER] Object, AR IN A&
evilioR

5) Delete Multiple Object HJVH.EfREAILVF 2MB FIAZA, L 2MB ik[H]
Malformed XML 451265 .

6) Delete Multiple Object i§3K&x % L VF— XK MIEE 1000 4~ Object; i 1000
A Object 2z [A] Malformed XML 4% 15 .

HRRH 1
POST /my_oss?delete HTTP/1.1
Host: storage.aliyun.com
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length:151
Content-MD5: fae2e404736a78a0067b62d80blcc7d8
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAxBcBDgx27Y/jEfbfu8=

<Delete>
<Quiet>false</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test.jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>
</Delete>

A EIN R
HTTP/1.1 200 OK
x-0ss-request-id: 78320852-7eee-h697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT
Content-Length: 244
Content-Type: application/xml
Connection: close
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult>
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<Deleted>
<Key>multipart.data</Key>

</Deleted>

<Deleted>
<Key>test.jpg</Key>

</Deleted>

<Deleted>
<Key>demo.jpg</Key>

</Deleted>

</DeleteResult>

ERHBI 11
POST /my_oss?delete HTTP/1.1
Host: storage.aliyun.com
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length:151
Content-MD5: fae2e404736a78a0067b62d80blcc7d8
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBcab64kEEXxJIDs=

<Delete>

<Quiet>true</Quiet>

<Object>
<Key>multipart.data</Key>

</Object>

<Object>
<Key>test.jpg</Key>

</Object>

<Object>
<Key>demo.jpg</Key>

</Object>

</Delete>

A EIN R
HTTP/1.1 200 OK
x-0ss-request-id: 501ad9bb-1383-771d-0ee9-59a810bd5fde
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0
Content-Type: application/xml
Connection: close
Server: AliyunOSS
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5.4 XF Multipart Upload Fj#:/E

bk 71 PUT Object #2111 FALSC {31 OSS LAAR, OSS it T 55 4h—Fp I
fEA5i:l——Multipart Upload. F /AT ARG RN s HA R T,
1 Fff Multipart Upload 4% #5, -

® T EISCRRINT AL AL
AL 100MB KNS
28 A2, T OSS I RSS2 ) (R BE 22 W T
B B AR S
AL T, VAR B AR SRR N

5.4.1 Initiate Multipart Upload

{4 FH Multipart Upload A5 X A% i 204 i, 200 56 1A FH 128 1 Rad 40 OSS #)4f
A&—~ Multipart Upload =51 %8 11451R [0~ OSS [k 55 % Gt (1) 4 Jey M — (1)
Upload ID, I TFriRAYR Multipart Upload Fif. 7 o] LUE#EIX A 1D sk &R
FOCIERE, 01k Multipart Upload. 5 Multipart Upload 4% .

POST /BucketName/ObjectName?uploads HTTP/1.1
Host: storage.aliyun.com
Date: GMT date

Authorization: SignatureValue

35T
1) ZEAETH D AES L T EHE, T2 “?uploads” % CanonicalizedResource
i

2) Witk Multipart Upload 363K, SCREAR N FRAE HTTP i 3K 2k : Cache—Control,
Content— Disposition, Content-Encoding, Content-Type, Expires, LA
L x—oss—meta—"JT LI ' H & X Headers . A4S X2 WL PUT Object
.

43



3) W4tk Multipart Upload ifsRk, FEANZREMCAAFAENIIF 4 object.

4) RSZEIRILGAE Multipart Upload 13RJG, 2¥IR[AI—AN XML 4= (¥igsk
Ko ZIERENH =AJCE: Bucket, Key F UploadID. iFicsk FHA K
UploadID, DAHITJG4EM Multipart AHOGHRAE.

R E

POST /multipart_upload/multipart.data?uploads HTTP/1.1

Host: storage.aliyun.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6éqrrgxo2oawuk53otfjbyc:/clURFIRWMTZpC2hTj4F67AGdM4=
R [Bl7 4

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: close

x-0ss-request-id: 42¢25703-7503-fbd8-670a-bda0leaec618

Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<InitiateMultipartUploadResult>
<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<Uploadld>0004B9894A22E5B1888A1E29F8236E2D</Uploadld>
</InitiateMultipartUploadResult>

5.4.2 Upload Part

FEWIGHAE— Multipart Upload 2 J& , 7] LLAR 4 45 22 1) Object 44 A1 Upload ID
Koy He(Part) AL 8 . B —A FALIY Part #4 — MR E 5 4 (part number,
Ju & 1~10,000), *FF-[A— Upload ID, % ‘564 ANHME—FriRIX—Hesid, 1
PRI T X BB LE BN SO (AR AL B o W SRR [R]—A part 565, FA% T 5
(%, A4 OSS AT XA SRS Part Bk i 6. bR 78—k Part
LAAN, A1) part /N A SMB; i Jo—Hk Part WA KN
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PUT /BucketName/ObjectName? partNumber=PartNumber&uploaded=Uploadld HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

A5 53H
1) Az O BAL Part Edawr, U2 Initiate Multipart Upload 21,

SR> 0SS kG5 AUk (1) Upload 1D,

2) Multipart Upload BRER#)G—A Part DIAh, HAhR) Part K/NERE KT
5MB. {HJE Upload Part # M IF A ALRIALK: A% Part IR/ (KDY ANFHIE
TR ARG, KA Complete Multipart Upload [ B EA A5

3) 0SS ¥ Mk 25wl 2 Part s ¥ MD5 {EJAE ETag SkINIRIAIGH . AT
TRUE B AE P 2 AR A2 b A H BB, BB F P 7RI 2 0SS IR [H137
KJa, FiZ MD5 {50k A% s 10 IE A

4) Part ‘5 A9 [f 35 B & 1710000 o G HE B X AN YEE L, 0SS K IR ]
InvalidArgument [fJ45i20 .

BRI
PUT /multipart_upload/multipart.data?partNumber=1&uploadld=0004B9895DBBB6EC98E36 HTTP/1.1
Host: storage.aliyun.com
Content-Length: 6291456
Date: Wed, 22 Feb 2012 08:32:21 GMT
Authorization: OSS gnégrrgxo2oawuk53otfjbyc:J/IICEXEvPMmMSW86bBAfMmMUmMWjl=
[6291456 bytes data]

R 5] 715 -

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: close

ETag: 7265F4D211B56873A381D321F586E4A9
x-0ss-request-id: 3e6aba62-1leae-d246-6118-8ff42cd0c2la
Date: Wed, 22 Feb 2012 08:32:21 GMT
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5.4.3 Complete Multipart Upload

1EK BT Bl Part #5_ B A& 52 i, 4200 H Complete Multipart Upload API

KTEIEA AR Multipart Upload. ZEFRATiZ 3B, P A4t 621
[RI% U Part 1513 (045 part 5581 ETAG); OSS W £ ] J 242 1) Part %113 )5,

& RAE RN Part AT, M PTAT M EEE Part Bribiiidj5, OSS KT

e

IXLLEH part 415 B — AN 521 Object.

POST /BucketName /ObjectName?uploadld=Uploadld HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>
<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>
</Part>

</CompleteMultipartUpload>

4

1)

2)

3)

4)

Complete Multipart Upload I, xffitABrisfa—HRLAGMITA PRI NHER
- 5MB, FEAG A PEAS [ Partlist HRE—A Part S M Etag. JTLAYE
A% Part I, PR T LS Part SRGAL, BT B K AL Part
B, kS5 AR Rl ETag {H

0SS 4LBf Complete Multipart Upload it5sRIN, 2xFRgl— i@ Mtin). 7ExXE
PP, An SR o Al 0SS Z MRS T B, 0SS 7523 4k SR KA T

I HRAE I Part List H1, Part ‘SR n] LLRANEELL N Bl —e Part 5
it 15 S5 3R Part S5 2 5.

0SS 4b#E Complete Multipart Upload ig=RIh)5, % Upload 1D #iex2E K
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5) [d—/> Object A LAIA]IHHA A A A Upload 1d, 24 Complete — Upload ID
Jii» 1% Object fIAD Upload ID ANSZ 5200,

AR :
POST /multipart_upload/multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: storage.aliyun.com
Content-Length: 1056
Date: Fri, 24 Feb 2012 10:19:18 GMT
Authorization: OSS gnégrrgxo2oawuk53otfjbyc:8VwFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>
<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9"</ETag>
</Part>
<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA"</ETag>
</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92"</ETag>
</Part>

</CompleteMultipartUpload>

18 [H] 7= ) -
HTTP/1.1 200 OK
Server: AliyunOSS
Content-Length: 329
Content-Type: Application/xml
Connection: close
x-0ss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>

<CompleteMultipartUploadResult>
<Location>http://storage.aliyun-inc.com/multipart_upload/multipart.data</Location>
<Bucket>multipart_upload</Bucket>
<Key>multipart.data</Key>
<ETag>&quot;B864DB6A936D376F9F8D3ED3BBE540DD-3&quot;</ETag>

</CompleteMultipartUploadResult>
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5.4.4 Abort Multipart Upload

242 VAT LUARSE F P 32441 Upload 1D Hp 1 FH:56F Y () Multipart Upload 44

4/ Multipart Upload SFF# 15, SASRE P H X/ Upload 1D AT frf 4
1, ©% B Part SR 2B MG .

DELETE /BucketName /ObjectName?uploadld=Uploadld HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: Signature

T

1)

2)

Hik—A Multipart Upload FHfRmf, WS ILT)E 1)3ELE Part 53R7E b AL,
I AIEVR A AR AR T M BRX 28 Part . BT LLIIRAELE IE T RIS 00, K
TR 0SS _ERJ=E IR, 281 JLIX Abort Multipart Upload #%MH.
WHE AN Upload 1d ANA7AE, 0SS 4xiR[A] NoSuchUpload [R5 .

Bk

Delete /multipart_upload/multipart.data?partNumber=1&uploadld=0004B9895DBBB6EC98E HTTP/1.1
Host: storage.aliyun.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6grrgxo2oawuk53otfjbyc:J/IICIXEvPMmMSW86bBATMmMUmMWjl=

IR

HTTP/1.1 204

Server: AliyunOSS

Connection: close

x-0ss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

5.4.5 List Multipart Uploads

List Multipart Uploads 7] LA %' %1t T 47 $44 7 7 1) Multipart Upload =F{f, B
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2414401 Multipart Upload {H & K #; Complete 3% Abort 1) Multipart
Upload 4. 0SS i [A] 1) ' 41l 4 B vh B 2 25 B4 5% 1000 4> Multipart Upload 15 &
I FAETR & OSS i [1] 2 41145 B ) Multipart Upload 135 EVOECH , o] BLEEE SR R s
BN max-uploads %5, 534k, OSS Ik [H%'%1) 45 5 i) IsTruncated 7o 2 45 B2 538
A HAth /) Multipart Upload.

Get /BucketName?uploads HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: Signature

List Multipart Uploads 1EK3Z+F 5 FiGKZ=4: prefix, marker,
delimiter, upload-id-marker il max—keys. XL KA S, ] LUK E
) Multipart Uploads SR, SRIGIAEE A5 R .

SR ek

delimiter E—MNHTX Object B HATHARITFHF. iABTFEE
FeE AT B2 — B delimiter “FAFZ A1) object 1
H—HIuEw CommonPrefixes.

max-uploads P e R B Mul tipart Uploads FFiIE REH, WERA
BeE, BRIAK 1000, max—keys BUEABE AT 1000,

key—marker 5 upload-id-marker Z4— R k45w iR 0] 45 R 1 45
PE

® U upload-id-marker ZH AW E, EHEER P
JITH Object #FHI VP KT key-marker ZHUEK
Multipart Zff.

® U upload-id-marker ZH MR E, R RPHE:
JITfi Object #FMFIP KT key-marker ZHUEI
Multipart SE{FRIObject 4 755 key-marker Z ¥,
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{fH &L Upload 1D t. upload-id-marker Z #U{H KW
Multipart Uploads ZEff.

prefix PR 2 1& [A]17] object key WAZN LA prefix /E N AIEZE . ¥l H
prefix BHE, RFEIH key FEHE prefix.

upload-id-marker | 5 key-marker Z:¥— [AIfi K45 & 1 [M1 45 AR B 46 47

® iR key-marker Z B A W H , W 0SS Z #E
upload-id-marker Z%{(.

® R key-marker ZH M E, BMLERPEE: if
Object % F MW ¥ M ¥ KT key—marker Z4({H 1
Multipart 34 F1 Object % F2ET key-marker ZH1H,
{2 /& Upload ID W wupload-id-marker Z #{{H KW
Multipart Uploads ZEff.

T

1)  “max-uploads” Z¥u K{HHA 1000,

2) {E 0SS (IR [F145 F 15 Jc 4% B Ob ject 77 T THFHES; XHF 17—/~ Object,
W BRI () 5, TS

3) WLLRIEHUE prefix ZH0 bucket W object AT AT EL (LY
SCA IR T fE

AR :
Get /multipart_upload?uploads HTTP/1.1
Host: storage.aliyun.com
Date: Thu, 23 Feb 2012 06:14:27 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:IX75CtQqsmBBz+dcivn7TkwBMvOY=

& Bl -
HTTP/1.1 200
Server: AliyunOSS
Connection: close
Content-length: 1839
Content-type: application/xml
X-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
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Date: Thu, 23 Feb 2012 06:14:27 GMT

<ListMultipartUploadsResult>

<Bucket>multipart_upload</Bucket>

<KeyMarker></KeyMarker>

<UploadldMarker></UploadldMarker>

<NextKeyMarker>oss.avi</NextKeyMarker>

<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F</NextUploadldMarker>

<Delimiter></Delimiter>

<Prefix></Prefix>

<MaxUploads>1000</MaxUploads>

<IsTruncated>false</IsTruncated>

<Upload>
<Key>multipart.data</Key>
<Uploadld>0004B999EF518A1FE585B0C9360DC4C8</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>

</Upload>

<Upload>
<Key>multipart.data</Key>
<Uploadld>0004B999EF5A239BB9138C6227D69F9I5</Uploadid>
<Initiated>2012-02-23T04:18:23.000Z</Initiated>

</Upload>

<Upload>
<Key>o0ss.avi</Key>
<Uploadld>0004B99B8E707874FC2D692FA5D77D3F</Uploadld>
<Initiated>2012-02-23T06:14:27.000Z</Initiated>

</Upload>

</ListMultipartUploadsResult>

5.4.6 List Parts

List Parts #ir2 7] L& %1 1485 Upload ID FT)g (TS &4 AL %I Part.
Get /BucketName/ObjectName?uploadld=Uploadld HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

Authorization: Signature

A
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1) List Parts % #F max-parts F1I part-number-marker % Fhii sk 2% .

2)  max-parts Z4 5 KE A 10005 ERIAE A 1000,

3) AL 0SS (IR MIEERIL I Part SHTHFHES .

4) T MEAA AT RE AT, PTRAAHER T List Part ORISR (Part Number
1 ETag {f) KEHiR)5 Complete Multipart [f] Part 51%.

AR -
Get /multipart_upload/multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: storage.aliyun.com
Date: Thu, 23 Feb 2012 07:13:28 GMT
Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:4q0OnUMcOUQWakz8wDgD3I1sa9P8=

AR
HTTP/1.1 200
Server: AliyunOSS
Connection: close
Content-length: 1221
Content-type: application/xml
x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult>

<Bucket>multipart_upload</Bucket>

<Key>multipart.data</Key>

<Uploadld>0004B999EF5A239BB9138C6227D69F95</Uploadld>

<NextPartNumberMarker>5</NextPartNumberMarker>

<MaxParts>1000</MaxParts>

<IsTruncated>false</IsTruncated>

<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T07:01:34.000Z</LastModified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Size>6291456</Size>

</Part>

<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z</LastModified>
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot;</ETag>
<Size>6291456</Size>

</Part>
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<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z</LastModified>
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>
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5.5 XT Object Group FJ#1E

Object Group & H—~EZ A~ Object 41 MFABLIIEE &, & I ER s K8 A I
[t Object HYEHE B HE AT 1 AT AR E AE R —> Bucket I — A4
Object, ¥IAE OSS k45 LAz i —4 Object Group. — F. Object Group 1%
&, FH PTG A58 Object —#F 2 #:4F Object Group, XS #EAELFE get,
range query, delete, list, {H Object Group H)&daF1 T Object B AN & &
KR K. WL Object Group, HIJ7 ATLASEHN Object ML, A2 2k
FEAt, BLA T R AR5 T Re o

H -+ Object Group {47 12 HiAH 2% Object 11251 %, Object Group A< & Jf:
AN SRR BE . FTLAAE Get Bucket (List Object) (iR [R5 He, —A4> Object
Group [ size & 0. {HUnHLiE T Head Object Group F11 Get Object Group 1 i) i,
‘B size o~ LT Object [ size & Al

5.5.1 Post Object Group

Post Object Group #4444k Hl #2411 Object {5 &, 7 OSS Ik 55 #% i 1
#3 H—N 1) Object Group. F /77 2244 6l 13 i% Object Group JIT & 1) Object Name,
E-tag LA K5 iH1% Object 7E4E1~ Group HAHXS A & 1) Part 1D 4 fEHL 2 1) XML 4%
X k4 0SS,

POST /BucketName/ObjectName?group HTTP/1.1
Host: storage.aliyun.com
Date: GMT Date

Authorization: Signature

<CreateFileGroup>
<Part>
<PartNumber>PartNumber</PartNumber>
<PartName>PartName</PartName>
<ETag>ETagValue</ETag>

</Part>
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</ CreateFileGroup >

A

1)

2)

3)

4)

5)

6)

7)

8)

9)

/B Object Group M Object L5620 #RAET1% Bucket .

1% Object Group I, FLLFEE XM User Metao

Q% Object Group ) Object List HATT LA E Object Groups Rl Object
Group ANSCHFIE IH 6

Object Group % 44 1000 4~ Object, WAL ZH T, R4S D .
FileGroupTooLarge.

£1)7& Object Group ¥ SV &1 object list FP[¥) part 1D 24T R HES, 750
IR A4S S InvalidPartOrder .

Part ID /& uint32 #3001y, WHEEH uint32 WE G, B0 ML AL,
TE IR 55 4 i 4 AT

0SS & #62r H F' AL/ Object List, Wit F 42411 object E 2477 i) bucket
WAFELE, R [EIET5AS: FilePartNotExist.

0SS &% ukH P k4% Object List H14%:4> Object 1] E-Tag, WM FHE4LH
E-Tag {65 OSS L1 E-Tag fEAVCEL, WIR[AIERIG: InvalidPart.,

F 61— Object Group Avas ™ A AT ART W9 £ i & 1R 2 F o AR ER T F - €l it
—> Object Group, OSS 24 H 7 $#24L[¥) Object BE—IuF, i LL— )
74 Object Group #47F, Ik .0 1) Get 15 K X #2319 ni% Object Group 1 Object
(K% H . 5 S AE A% Object Group L FEFR, T 0HE 56 F R i i 58
FRAE R, T Y Get 18R EU 2319 i01Z% Object Group ' Object %4 H 1
_—y

HRRB:

POST /oss_doc /oss.avi?group

Host: storage.aliyun.com

Date: Fri, 02 Mar 2012 05:22:08 GMT

Authorization: OSS gn6égrrgxo2oawuk53otfjbyc:Y ToKBMzjhZPutlAb/tU54M88wWCE=

<CreateFileGroup>
<Part>
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<PartNumber>1</PartNumber>
<PartName>oss_001.avi</PartName>
<ETag>5B3C1A2E053D763E1B002CC607C5A0FE</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<PartName>oss_003.avi</PartName>
<ETag>EB982CA56E7D121D24099615193567F2</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<PartName>oss_128.avi</PartName>
<ETag>6006DF0491B3B355ED62A5264BC896FA</ETag>
</Part>
</CreateFileGroup>
AR
HTTP/1.1 200 OK
Date: Fri, 02 Mar 2012 05:22:08 GMT
Server:  AliyunOSS
x-0ss-request-id:  6fb06d48-15db-763f-5594-8c92705141ac
Content-Type: application/xml
Content-Length: 227

Connection: close

<?xml version="1.0" encoding="UTF-8"?>
<CompleteFileGroup>
<Bucket>0ss_doc</Bucket>
<Key>o0ss.avi</Key>
<Size>381196</Size>
<ETag>5444E30197D41071B91FCBF098307673</ETag>

</CompleteFileGroup>

5.5.2 Get Object Group

7E Get #:4F I, Object Group A1 Object & —&(), FH FEASHIL Get
Obiject,

GET /BucketName/ObjectName HTTP/1.1
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Host: storage.aliyun.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange( /7/.)

A

1)

2)

3)

Hi-J—~> Object Group £ BLLIZ ), T & [ 4% Object 7] BE 2B 1B 24
JirLL OSS 7EE2HL Object Group I 4x 2 check it J& Object [¥] Etag /& 5 K 4E T
AL, WA T AL NR Pl 5T RS FilePartStale.

1t Get Object Group I, A LU Range 2%, OSS <44 Object Group
' Object List 5 &, KA 7 Fr s I ARES 73 Hdhs .

FEAEH] Range Z 4RI Object Group iy, 0SS XU b I/ $ig & #5704k
XTI Object ¥ Etag, TASEUEHAR) Object [¥) E-Tag.

THRRH:

GET /oss_doc/oss.avi HTTP/1.1

Host: storage.aliyun.com

Authorization: OSS 15B4D3461F177624206A:xQEO0diMbLRepdf3YB+FIEXAMPLE=
Date: Fri, 02 Mar 2012 05:51:27 GMT

AN

HTTP/1.1 200 OK

Date: Fri, 02 Mar 2012 05:22:08 GMT

Server:  AliyunOSS

x-0ss-request-id:  654b7eff-5906-d77e-1962-eb955d78e801
Content-Type: video/x-msvideo

Content-Length: 381196

Connection: close

[381196 bytes of object data]

5.5.3 Get Object Group Index

Get Object Group Index # 1% F T-i& [1] Object Group 1% Object List 15 & . 1%
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EEVEIS2AE Get SR AGIERE 39N T —> Header: x-oss-file-group, JTFriHk
HY Object List #1F .

GET /BucketName/ObjectName HTTP/1.1
Host: storage.aliyun.com

Date: GMT Date

x-0ss-file-group: NULL

Authorization: SignatureValue

T

1)

2)

A ik Header: x-oss-file-group 1) Get Object Group Index i =K, H X} Object
Group %%, X IEH[¥) Object, NIAK A iH Get ik,

Get Object Group Index i 3K - s A & 7547 7E x-oss-file-group X~ Header, Jf
AN HF N[ value, BT L E 4 value & 475 RIW] .

R

GET /oss_doc/oss.avi

Host: storage.aliyun.com

Date: Fri, 02 Mar 2012 06:21:13 GMT

x-0ss-file-group:

Authorization: gnéqrrgxo2oawuk53otfjbyc:rhZM09xGdJYEyHhDdIS5QhBtjWs=

R BB

HTTP/1.1 200 OK

Date: Fri, 02 Mar 2012 06:21:13 GMT

Server:  AliyunOSS

x-0ss-request-id:  654b7eff-5906-d77e-1962-eb955d78e801
Content-Type: application/xml

Content-Length: 925

ETag: 5444E30197D41071B91FCBF098307673
Last-Modified: Fri, 02 Mar 2012 05:22:08 GMT

Connection: close

<?xml version="1.0" encoding="UTF-8"?>

<FileGroup>
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<Bucket>0ss_doc</Bucket>
<Key>o0ss.avi</Key>
<ETag>5444E30197D41071B91FCBF098307673</ETag>
<FileLength>381196</FileLength>
<FilePart>
<Part>
<PartNumber>1</PartNumber>
<PartName>oss_001.avi</PartName>
<PartSize>344606</PartSize>
<ETag>5B3C1A2E053D763E1B002CC607C5A0FE</ETag>
</Part>
<Part>
<PartNumber>2</PartNumber>
<PartName>oss_003.avi</PartName>
<PartSize>31458</PartSize>
<ETag>EB982CA56E7D121D24099615193567F2</ETag>
</Part>
<Part>
<PartNumber>3</PartNumber>
<PartName>oss_128.avi</PartName>
<PartSize>5132</PartSize>
<ETag>6006DF0491B3B355ED62A5264BC896FA</ETag>
</Part>
<[FilePart>

</FileGroup>

5.5.4 Head Object Group

Head Object Group 11 Head Object #1F—#¢, 152 2% Head Object.

5.5.5 Delete Object Group

Delete Object Group F11 Head Object #:/E—#+f, 1527 Delete Object.
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6. 0SS [IEEZEIIY:

M Vi) OSS H LA R I, OSS 233k 1145 FH 7 AL N AR R A AN R A5 S

P e AL 1), IR 3 2 (1 Ab B

6.1 0SS FI45 TR M NS

M U5 OSS HYASI), OSS 4R B4 H ' — AN I 3xX,  4xx B 5xx

fF) HTTP RS LA A —A> application/xml % 28 i3 B4
FE TR Y. R VH S AR5 T«

<?xml version="1.0" ?>
<Error>
<Code>
AccessDenied
</Code>
<Message>
Query-string authentication requires the Signature, Expires and OSSAccessKeyld parameters
</Message>
<Requestld>
1D842BC5425544BB
</Requestld>
<Hostld>
storage.aliyun.com
</Hostld>

</Error>

PAT R UR 109 R AR ARG LU LA o=

Code: OSS iz 145 H = 4 A5 .

Message: OSS 43t I TFEA ARG S

Requestld: FHT-ME—Fr i IKIE R 1 UUID; YR JCVEAR G sty , v UL
XA Requestld ki sk 0SS I & LAt B

Hostld: JTHriR7 ) OSS S8 (H R4 — 4 storage.aliyun.com)

FCAt Ry IR BB DR A B L3I S AR I AR A4
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6.2 0SS K4 iR

OSS HIEH R A AT
RS iR HTTP &S
AccessDenied E{ERZaRon) 403
BucketAlreadyExists Bucket CL&A7AE 409
BucketNotEmpty Bucket A~ 4= 409
EntityTooLarge DXISUPN 400
EntityTooSmall SEARTL /N 400
FileGroupTooLarge BELE BN 400
FilePartNotExist A Part ANEALE 400
FilePartStale At Part i 400
InvalidArgument ZAJuk R 400
InvalidAccessKeyld Access ID AFLE 403
InvalidBucketName JCA Bucket 44 400
InvalidDigest TR 2L 400
InvalidObjectName JCAA ) Object 44+ 400
InvalidPart JCAI Part 400
InvalidPartOrder JCR part i 400
Internal Error OSS Wik AR 500
Malformed XML XML #% (AR 400
MethodNotAllowed ANSCRF ) 5% 405
MissingArgument FbZ R 411
MissingContentLength | &/ )y 25K 3 411
NoSuchBucket Bucket NT7AE 404
NoSuchKey AFAEAE 404
NoSuchUpload Multipart Upload ID ANA74E 404
NotImplemented ToVEAL B T 501
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PreconditionFailed THAD B R 412
_ R ATV SR TR IR ) IR 45 4% IR [) B H 15
RequestTimeTooSkewed 403
53
RequestTimeout i SR N 400
SignatureDoesNotMatch | 254448 i 403
TooManyBuckets FH P 1) Bucket % H i PR 400

6.3 AZRFHIBRAE

U RARX B LA 0SS AN SCRF IR 3RAT K Uy 1) RS B3, 32 7] 405 Method Not Allowed

Bk

HRIERRH:
abc /BucketName HTTP/1.1
Host: storage.aliyun.com
Date: date

Authorization: signatureValue

Al
x-0ss-request-id: 2403382433A2EDA8
Allow: GET, DELETE, HEAD, PUT
Content-Type: application/xml
Transfer-Encoding: chunked
Date: Thu, 31 Mar 2011 10:01:52 GMT
Server: AliyunOSS

<?xml version="1.0" ?>
<Error>
<Code>
MethodNotAllowed
</Code>
<Message>
The specified method is not allowed against this resource.
</Message>
<ResourceType>
BUCKET
</ResourceType>
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<Method>
abc

</Method>

<Requestld>
2403382433A2EDA8

</Requestld>

<Hostld>
storage.aliyun.com

</Hostld>

</Error>

A TEE: WAV ABEEE /bucket/, ResourceType Wi%/ bucket, IR

Ui %42 /bucket/object, ResourceType MW.i%& objecto

6.4 BAESIRMESEASHRFHIBRAE

WSAE 0SS ArvEER/ErR, U T 0SS ASZHERZ 80 (Flande PUT fr) i i,
I If-Modified-Since %), 0SS 2k [A] 501 Not Implemented 4%

BRERTH:
PUT /bucket/my-image.jpg HTTP/1.1
Host: storage.aliyun.com
Date: Wed, 28 May 2011 22:32:00 GMT
If-Modified-Since: Wed, 06 Apr 2011 10:02:46 GMT

IR [B] 7=
501 Not Implemented
x-0ss-request-id: 77E534EBF90372BE
Content-Type: application/xml
Transfer-Encoding: chunked
Date: Thu, 28 Apr 2011 08:03:07 GMT
Connection: close
Server: AliyunOSS

<?xml version="1.0" ?>

<Error>

<Code>
Notlmplemented

</Code>

<Message>
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A header you provided implies functionality that is not implemented.
</Message>
<Header>
I--Modified-Since
</Header>
<Requestld>
7T7TE534EBF90372BE
</Requestld>
<Hostld>
storage.aliyun.com
</Hostld>

</Error>
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