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tumblr.

Email

Password

TextView mTvl;
EditText mEtl;
Button mBt1;
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public class Summary: Methods | Inherited Methods | [Expand All]
ViewAsserts Added in AP| level 1

extends Object

java.lang.Object
L android test ViewAsserts

Class Overview

Some useful assertions about views.

Summary

Fublic Methods

staticvoid  assertBaselineAligned (View first, View second)
Assert that two views are aligned on their baseline, that is that their baselines are on the same y location.

staticvoid = assertBottomAligned (View first, View second)
Assert that two views are bottom aligned, that is that their bottom edges are on the same y location.

staticvoid = assertBottomAligned (View first, View second, int margin)
Assert that two views are bottom aligned, that is that their bottom edges are on the same y location, with respect to the specified margin.
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string

tuple

integer

MonkeyImage

boolean

void

#FE T EE
« MonkeyRunner H 77 API

convertToBytes (string format)
Converts the current image to a particular format and returns it as a string that you can then
access as an jterable of binary bytes.

getRawPixel (integer x, integery)
Returns the single pixel at the image location (x,y), as an a tuple of integer, in the form (a,r,g,b).

getRawPixellnt (integer x, integer y)
Returns the single pixel at the image location (x,y), as a 32-hit integer.

getSublmage (tuple rect)
Creates a new MonkeyImage Object from a rectangular selection of the current image.

sameAs (MonkeyImage Other, float percent)
Compares this MonkeyImage Object to another and returns the result of the comparison. The
percent argument specifies the percentage difference that is allowed for the two images 1o
be "equal”.

writeToFile (string path, string format)
Writes the current image to the file specified by filename, in the format specified by format.

= - - - x— - --------- -
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#sudo pip install FPIL

def pil_image_similarity(filepathl, filepath2):
from PIL import Image
import math
import operator

imagel
image2

Image.open(filepathl)
Image.open(filepath2)

k.

imagel = get_thumbnail (imgl)
# images = get_thumbnail (imgs)

hl
he

imagel.histogram()
imageZ.histogram()

rms = math.sqrt{reducefoperator.add, list{map(lambda a,b: Ca-b)**2, hl, h2)))/lenChl) )
return rms

print pil_image_similarity('/Users/apple/Desktop/git/Vimi_API_Test/Compare_image_test/output.jp
g', " /Users/apple/Desktop/git/Vimi_API_Test/Compare_image_test/@.jpg"')
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€ appium— ~

UiAutomator

controller _
(AndrOid) Bootstrap.;ar

WebDriver script

def test_required_fields
self.get("signup")
sbutton = self,_id("s
sbutton.submit()
for field in [f['name

AY

l UiAutomator

command
server

UiAutomator

command
client

TCP client L———J

TCP server

— \NebDriver Controller




Appiumzs

def test(self):
button = self.driver.find_element_by name('buttonStartWebviewlD')

button.click()
self.driver.switch_to.context( 'WEBVIEW')

input_field = self.driver.find_element_by id('name_input')
input_field.clear()

input_field.send_keys('Appium User')

input_field.submit()

# test that everything is a-ok

source = self.driver.page_source

self.assertNotEqual(-1, source.find('This is my way of saying hello'))
self.assertNotEqual(-1, source.find('"Appium User"'))
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Yy 2 ], IR E s

my_first.feature calabash_steps.rb

Feature: Login feature

Scenario: As a valid user I can log into my app
check_element_exists("3Z{ft=® FE")
When I press "REEE"
Then I see "SZf4=MAER"

Then I enter "xuanyuanyang@alitest.com" into input field number 1
Then I enter "111111" into input field number 2

When I press "853

Then I see "M{4ZHBE"

Scenario: into app the first test case
When I press image button number 1

©2014 CSTQB www.cstgb.cn
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‘date’
FORMAT = "%Y—Sam—%d"
filename - "My first file"
@auth_token = nil

convert_name( text )
rv = "#{DateTime.now().strftime( FORMAT )}-#{text.downcase.gsub(/\s+/, '='
rv

Given /I start the login process
touch "button text: 'Login™"

And /I acknowledge the 2 factor bug

tv = query( "textview", "text" )
tv[a] f2\~factor authentication/
touch "button text:'Ok"™
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P Automation
¥ Status

Script is stopped

W Scripts
MWew Script
testd.js

Add v Remove
W Script Options

@I Run on Record Pause

|| Stop when Run Completes

 Logging
EI Continuously Log Results

Export Traced Results...

Take Screenshot

-]

Instruments

= seript

4| UIALogger. logMessage (" FF 844 | FMIR =" ) ;

5| UIATarget.localTarget().delay(1);

6| window = UIATarget.localTarget().frontMostApp().mainWindow();
7

8

target.frontMostapp().mainWindow().buttons{) ["SFEEE"]. tapl);
9| target.frontMostAppl).keyboard().typeString("111111");
10| target.frontMostapp() .mainwWindow().buttons() [2].tap();

13| UIATarget.localTarget().delay(3);

15 | target.frontMostAppl).navigationBar().buttons() [1].tap();

16 | target.frontMostApp().mainWindow( ). tableViews() ["E5I5%"] . cells() ["&%"]). tap();
17 | target.frontMostApp().navigationBar().buttons() ["Launcher account"].tap();

12 | target.frontMostAppl).mainWindow().tableViews() [@].cells() ["#5"]. . tap();

19| target.frontMostApp().navigationBar().buttons() [" Launcher account"].tap();

20| target.frontMostApp().mainWindow().tableViews() [" = 53" ] . cells() ["EETHE" "] . tap();
21| target.frontMostAppl).navigationBar().buttons{) ["launcher account"].tap();

22 | target.frontMostApp().mainWindow(). tableViews() ["=515%"] . cells() [ ). tap();
23| target.frontMostApp().navigationBar().buttons() ["launcher account"].tap();

24| target.frontMostAppl).mainWindow().tableViews() [@].cells() [ ]. . tapl);

25| target.frontMostApp().mainWindow().buttons(). firstWithName("5").tap();

26| target.frontMostApp().mainWindow().buttons{). firstWithName({"6").tap(};

27| target.frontMostAppl).mainWindow().buttons() [11].tap();

28| target.clickVolumelp();

29| target.clickVolumellp();

30| target.clickVolumelp();

31| UIATarget.localTarget().delay(2);

33| target.frontMostAppl).navigationBar().buttons() ["#E$E ] tapl);
34| // Alert detected. Expressions for handling alerts should be moved into the UIATarget.onAlert function definition.
35| var target = UIATarget.localTarget();
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Androidz& 1) Q)

» Native 77 723k

« fi FH Android Junit Test

« JFAER Unit test, B Z K 4E— AP
» Ll timAactivity Hintent.putExtra(), Bactivity

Hintent.getStringExtra();
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Robolectric

ETest
public void shouldHaveClickButtonSuccess({) throws Exception {
activity = Robolectric.builldActivity(MainActivity.class). create().get()
testButton = (Button) activity. findViewById(R. id.buttonl);
testText = (TextView) activity. findViewById(R. id. textViewl);
testButton. performClick();
assertThat{{5tring) testText.getText(),equalTol"the text 1s changed”));

EvE 5 237 Frobotium, {E % Zshadow |
Activity ) —FhUT
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Android junit test

B e et T

055 private long launchActivityUnderTest() {

056 long start = System.currentTimeMillis();

057 Intent | = buildintent(PACKAGE_UNDER_TEST,
058 ACTIVITY_UNDER_TEST,

059 true);

060 Activity a = getinstrumentation().startActivitySync(i);
061 long end = System.currentTimeMillis();

062 long diff = end - start;

063 a.finish();

064 return diff;

065 }
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public void onCreate(Bundle savedInstanceState) {
super.onCreate( savedInstanceState) ;
Log. e "AppStartTime", "AppOnCreate");

20verride
protected void onResume() {
super . onResume( ) ;
Log. e "AppStartTime", "AppOnResume");
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public void getAppTrafficList() {
PackageManager pm = getPackageManager();
List<PackageInfo> pinfos = pm
. getInstalledPackages(PackageManager. GET_UNINSTALLED_PACKAGES
| PackageManager.GET_PERMISSIONS) ;
for (PackageInfo info : pinfos) {
String[] premissions = info. requestedPermissions;
if (premissions != null && premissions.length » @) {
for (String premission : premissions) {
if ("android.permission.INTERNET".equals(premission)) {
int uld = info.applicationInfo.uid;
long rx = TrafficStats. getUidRxBytes{uld);
long tx = TrafficStats. getUidTxBytes{uld);
if (rx <@ || & < @) {
continue:
} else {

tFileSize(this, rx+tx)

}

Log. e( "M FEM" , info. applicationInfo. loadLabel(pm)+Formatter. forma
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@0verride

public void onReceive(Context context, Intent intent) {
A TODD Auto-generated method stub
int level = intent.getIntExtra{BatteryManager.EXTRA_LEVEL, -1);
int scale = intent.getIntExtra{BatteryManager. EXTRA_SCALE, -1);
int status = intent.getIntExtra("status”, @); 7/ EhESE

ff BEERR
if (stotus == BatteryManager.BATTERY_ATATUS_CHARGING)
Log.e("BinlEE", level + "HBEHEMIL" + "EFEFLE");

glse
Log.e("&iEE", level + "EjEM11" + "HERTEA");

s
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adb logcat -v time -v threadtime *:E | grep ActivityStartTimes=5tartTimeFile.txt

e TopEi & dumpsysid JELR-A7 2 LA

adb shell top -n 488 | grep <your package name>(Cpu_MemoryFile.txt

o MIEGCHE|A

adb logcat -v time -v threadtime *:D | grep GG-GCFile.txt

e ImEservice, 47 A% H U= A H R SOR
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# -*- coding: utf-8 -

from reportlab.graphics.shapes import *

from reportlab.graphics.charts.lineplots import LinePlot
from reportlab.graphics.charts.textlabels import Label
from reportlab.graphics import renderPDF

def analysisStartFile(list):
totalcount =@
totaltime =0
time_list =[]
totalcount_list = []
for 1 in range(len(list)):
if "AppStartTime' in list[i]:
totalcount =totalcount+1
totalcount_list. append(totalcount)
if float(list[i+4].split(" 'J[1][-6:]1)-float(list[i].split(" 'J[1][-6:]1)>0:
totaltime=totaltime+float(list[i+4].split(" "J[1][-6:]1)-float(list[i]. split(’
‘JC-e:1)
time_list. append(float{list[i+4].split(" 'J[1][-6:])-float(list[i].split(" ")[
11[-6:1))

return totalcount_list, '®.2f "% float(totaltimestotalcount),time_list
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average time:0.19s
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MAT 73 #1

Lint#7

Findbugs

Systrace

traceView

Gfxinfo

b 6 P SR T 7 %
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Cormrectness
A puplicatelds: Duplicate ids within a single layout
A ScrollViewSize: ScrollView size validation
A DefaultLocale: Implied default locale in case conversion
¥ DuplicateDefinition: Duplicate definitions of resources

A puplicatelncludedids: Duplicate ids across layouts combined with include tags
¥ LibraryCustomView: Custom views in libraries should use res-auto-namespace
* NewApi: Calling new methods on older versions

A SpUsage: Using ap instead of sp for text sizes

A Deprecated: Using deprecated resources
* MangledCRLF: Mangled file line endings
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B Execute
B Process
B Draw
21
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|

14
7
0
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traceview

BNETER—LMRNThREZE, AILi%E/sdeard/ T Bltrace3 4, {EMtraceviewFTHXHZERNATLL

BIWNTFER:
Name Inci Cou Time % el Cou Time  Exc) Cou Time % D¢t Cou Time & porpescid
¥ 10 com/example /android /notepad | NoteEditor SLinedEditText. onDraw (Landroid /graphics /Casvas IV 3% 873.123 0, 8.169 840 f
¥Parents
7 android view/View. deaw (Landroid/graphics /Carvas IV 100.0% 1873.123 88/88
¥Childeen
se¥f 1.0% 18.169
B11 android/widget/ TextView,onDraw (Landroid/graphics/Canvas )V 84.3% 1579.305 88/92
50 android fwidget/ TextView.getLineBounds OLandrold/graphics/Rect: ) 10.9% 204177 2057208
1 124 android/graphics /Casvas drarmbine (FFFFLandroid fgraphics/Paint V¥ 3.3% 61.637 205/20%
B431 androld/widget/TextView.getLineCount (I 0.5% 9.835 28/88

RAREBFETlonDraw( AR F 55 B BMRFFGERE. YAMRELER, RNSsHTEIEZRFZNS
4 canvas.drawLine() . AEAUBBMNTHEL:

e R e g et e evrmmmran it vt v e PO PO TIEA X, tocl Cow Tie, €l Cou Tane %, €0 Cou Timed_ 2Lilvll” | Cou Time/Coll
¥ 10 mlm*lwmulmmmmmm (Landroid /graphics/ 25.4% 339.049 0.8% 11233 5+0 67.810
¥ Parents
7 android fview/View.draw (Landroid /graphics /Canvas )V 100.0% 339.049 515
*Children
self 3.3% 11.233
011 android/widget/ TextView.onDraw (Landroid/graphics/Canvas IV 54.2% 183.820 5/9
27 android/widget/TextView.getLineSounds (Ilandroid/graphics/Rect)| 25.8% §7.505 90/50
# 41 androld/graphics/Canvas.dranline (FFFFLandroid /graphics/Paint)V 16.5% 56.0%4 2701270
923 android fwidget/TextView.getLineCount O 0.1% 0.437 5/5

RERNAERBVIHBRTE, SEHTEAERBMB A canvas.drawColor(Color.BLUE); , REAUEBEIMT
T :

Name - " Wi Cpw Time % Inc) Cpw Time  Excl Cou Time % Dxcd Cpu Time d 2700 2o [+
¥ 10 com/example/androld/notepad/NoteEditor S LinedEdit Text.onDraw (Landroid / graphics /Canvas )V 42.4% 3270.929 1.5% 114.846 38+0
¥ Parents
1S android/view/View.draw (Landroid/graphics /CamvasV 100.0% 3270.929 38/38
¥ Children
self 3.5% 114,846
11 android/widget/ TextView.onDraw (Landroid /graphics /Canvas IV 46.4% 1517.457 38/42
B27 android/widget/ TextView.getLineBounds (ILandrold/graphics/Rect:¥ 23.2% 758.809 736/736
26 android/graphics/Canvas.dranColor NV 22,6% 740.202 2944/3022
086 android/graphics/Canvas.drantine (FFFFLandroid /graphics /Paint )V 4.1% 135.154 736/736
1620 androld fwidget/TextView.getUneCount O 0.1% 4.461 38/38
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Instruments Leaks

(o R
@O@ (MPopMemfun__:] (@ O @] B00:01:040
AT 1t U : _Iarg_m:_ InspemunRange - Run 1 of 1 - ‘ul'iew
”“.I.r'.ls.truments - “"'ﬂuﬂblllllll |16||||||||é||||||c|;ﬂl éIIIIIII I-ié'””"flﬂ"jll:l

E Allocations
& ~

(uwd

Iyt Allocations
v Heapshot Analysis

| Mark Heap |

» Allocation Lifespan
() All Objects Created
® Created & Still Living
() Created & Destroyed
¥ Call Tree
Separate by Category
Separate by Thread
Invert Call Tree
Hide Missing Symbols
Hide System Libraries
Show Obj-C Only

E X X

 HH statistics ) Object Summary

Craph | Category Live Bytes # Living & Transitory Owver
M * all Allocations * 1.35 MB 18279 37188
[1 Malloc 16 Bytes 59.64 KB 4457 6EL1E 1
[ | Malloc 32 Bytes 167.41 KB 5357 1656 :
[  CFString (immutable) 75.39 KB 2272 2772 :
[]  Malloc 96 Bytes 7.12 KB 76 2823 p
[]  Malloc 8 Bytes 7.21 KB 923 1573
[1  Mallec 64 Bytes 22.31 KB 1528

I:I_-
(] __NSSetM 960 Bytes 30 1262
[ | CFBasicHash (value-st... 2741 KB 165 1100
[ CFstring (store) o7.44 KB 441 810 £
(]  Malloc 84 Bytes 168 Bytes 2 1080
[ FERacirHack flrawu_ctmral IC IN KFR 127 RT3

©2014 CSTQB www.cstgb.cn

75



BT L N H % 4

e CSE 4 I 258 22 4

R AR B ) 22 4

©2014 CSTQB www.cstgb.cn



/\/\

e M 4% 24—

SqlvEA
XssiEA

XX ik )

g

N 25 T 1

©2014 CSTQB www.cstgb.cn

77



b
&
Q

24 2

\}“P‘ )

« THIRZ

+ & FHCharles

e Fiddler

+ BurpSuite

o AATIHR T LR i R B R B, TS

TP HIAT N

= ©2014 CSTQB www.cstgb.cn

78



A 22 4

/

IsToB

AU R] 2 A

ContentProvider# 5 1L = 22 4>

A R 2 A7
A EH n
RIE

Wb 5% 2 45

©2014 CSTQB www.cstgb.cn

79



N2 — Vol
J—I_'__Tr ISTQB

¢« HOW5 L
e Fuzzer

Sl

Drozer agent

A)

AT AT B

v

©2014 CSTQB www.cstgb.cn 80



p

ISTQB

’ B At T
Tentomg Qual M sty Denrd

NN mE

Mow Scan file: &

Match Mobile Phone Numbers:
There are all10

Match Serial Numbers:

There are all 15

Match Emails:

There are all 3

Match Phone Number:

There are all 22

Match Rank Card Id:

There are all 27

Match People Card Id:

There are all 15

Mow Scan file: 3
Match Mobile Phone Numbers:
There are all10

Match Serial Numbers:

There are all 1

Match Phone Number:

There are all 4

Match Rank Card Id:

There are all 50

Match People Card Id:

There are all 1
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Weixin: monkeyl5chen

QQ: 383750787

Gmail: snowangelsimon@gmail.com

Twitter: monkeytest
Number: 18621519900
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