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Mobile Web On the Rise

US Mobile Internet Users and Penetration, 2008-2014
millions and % of population

1421
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so9 (323%
(16.7%)
2008 2009 2070 201 2012 2013 2074
Note: CAGR (2009-2014)=15.7%
Source: eMarketer, July 2010
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Mobile Users > Desktop Internet Users
Within 5 Years

Global Mobile vs. Desktop Internet User Projection, 2007 — 2015E
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US mobile web query growth in 2010-2011
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SendPrintout X Application Idle screen Type location Print Go MR

“gMain

Settings w Help Logout
i HTC One X -| X

]

Samsung 1747 Galaxy S Il = %

e e Functional Testing with the HP ePrint Native Applicat \ W A
Home | | Screen
E Device —
‘The script will send printout to an HP printer, using the mobile device
2 Enter text
‘Bring the handset to the IDLE screen nterts
Device("DUT").Open | Select | | Ssync
Device("DUT").Home et
Find Check
c Objects ) B
| Button | | Edit
‘Open the ePrint application
RunAction "Open ePrint Application”, onelteration, Parameter("Device") ~
| select | | sync o
ge P ePrint
W) obiece (ERERAN (Chackly . Senice
"This set of commands will bring you to the webpage you are willing to print e S
Device("DUT") .MButton("web_icon").Click "timeout=4s" —
Device("DUT").MEdit("Web").Set "http://www.nps.gov/grca/index.htm"
wait 3
oo
‘Executing the Go action implemented accordingly to the 0S
RunAction "Go", oneIteration, Parameter("Device")
Edit script line J
‘validating that we are in the correct website . . '@

"the timeout of 45 seconds gives the page time to Load
Device("DUT").Checkpoints.TextCheckpoint “"Grand Canyon”,"timeout=75"

[ Properties | § UFT Mobile

Ready In11 coll chl

EFHRITRHAINIR
SRALRE

—NhiR  21FES
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~ Unified Functional Testing - Test

&

B -+ e p Q
Solution Exp. ¥ & X e Action! X | StartPage S Properiies o x
© 4 Solution Untitled = | u .
Test* P Main 2| e a
g1 = Object Repository - C:\Users\ftqauser\AppDatailocal\TemptHPYDBDC24CC-3687-4081... | @ || 52
Uindow ("indon_2"). TnsightObject (1 ).Click Eile Edit Object View Tools Help
3l Windon{"Test™). InsightObject (RESEIEEEE). Click GNP T /B i 05 NN L RN E N[ N ! 5 Filter; = Al Objects =
Browser ("Hame - Marcofolio.net™).InsightObject . Click Actionl Object Properties
Brouser ("Home - Marcofoliu.net“).Insightcbje(t(ﬂ).tli:k ‘5 g*}_‘*m’lg‘ﬁ‘ - Name: InsightObject_8
5 o Halhiviviind B InsightObiect E4
Browser ("Home - Marcofolio.net™).InsightObject .€lick ply ot bEc n
B, InsightObisct_10 Repositary: Local
" : - : InsightObject_2
B H - M folio. net I htObject Click =
rowser ("Hame - Harcofolic.net”). InsightObject (SR Clic : InsightObiect_3 Test obiect detals [+ x[@)
Browser ("Home - Marcofolic. .Inslghtobject(ﬂ) Click = }:z:g::gg::zi ; Nams TETS =
?  Brouser("Home - Marcofolioc.net"). InsightObject (MM ]).click "fr‘! InsightObisct_6 Description properties ‘;
& Inighinbiest_7 = Visual relation identifier
S Visual relation identifier seftin... [None. Click to add]
Change Test Object Image ? X Ordinal identiier
Select the snapshot with the best image of the control: [Test object image.
G EJ
Take Snapshot
Adiust the highlighted rectangle to the borders of the control: Q
7
Erre 0 % = o=
s
| Path Test
Specify the location to click in the control:  Custom + x31 vl 23
Center
Tsolt. | T Tool. m | save Cancel

In9 col 66 ch 66
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Il QuickTest Professional - [C:\Users\along\Documents\HP\QuickTest Professional\Tests\BOFA*]
View Insert Automation

[—

Resources Debug Tools Window Help

-8 %
2] New - [ Open - Bl
: @ Record P Run v M stop | &% K | C_HEASCOAE Rl X ) H=E2N 9|
(2] start Page | GjBorac | 4 e Mabile v ax
=] -
ctionl « Settings [+ Help | Log out

1. | devicelD = Device"DUT ") SetT OProperty (“device_id". Daia Table"A”. diGlobalSheet) ) a5 m

2 Device('DUT")Home - 5]

3 model - Device("DUT").GetROProperty (‘model") i Object Repository - All Object Repositories S

4 E o [T

5 Device("'DUT")MObjeci{"Applcon®), le Edit Object iew Tools Help —

§ De\i'||;e["DUT“).MBuImn("\u:atlon“)Chck(ZD) o B X84035 | W B 1Y B § S Filter @ Al Objects [z

= wal —

8 [li Device("DUT").MButton('Zip Code") Exist Then | Action1 | ObjectProperties

S| Deviee(DUT)MBumon(Zip Code) Gick(10) [ JouT P— —

11 Class Device

12. wait3 Repository:  [Local Soleoy Syne

13 Device("DUT") MBution("Zip Code").Click(10) T

14 i - Test object details +[x[0 Oopects |__Find_| |_check

15 Device('DUT"). Type "02420" Applcon — TVake ‘ §

:$ Device('DUT")MBution("Done"). L gE e s [ Button | [ Edit

18 g DUT3 device_id ] <DevicelD> selact Syne

19 Device("DUT")MObjeci("Go").Cl i Checkpaintand Output Obje E‘“i‘“‘ ’T'::m"’:‘f“: T W e

20 - fisual relation identifier settings. onie. Click to a Objects. Find Check

21 Device("DUT").Checkpoints. T ey | CaptureBimap || imeout-20" irdinal identfier % oo _

22: 4 CheckProperty Type . Value MNone | icier N EG |

23 - ChildObjects e oot

24 Device('DUT").MButlon('ATM"){ | ?“‘ROF . Enable Smart Identfication False

i Device('DUT").Checkpoints. Tex = G:TOP::::\);S i — Fiecorded on HTC Al (AT&T 1IS)

27 [Trans_time - Device("DUT").Gef | .q Get TOProperty |

28  MsgBox Trans_time/1000 & RefreshObiect

29 .4 SetTOProperty ;

;’f - ToSting Tunes = Reminders

o & Wait Property
32

W 4 » M 5 Keyword Viey

Edit script line

2

Ready
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 Scenario Groups

EEINIEEL T ILAE]

Scenario Status

> tart Scenari |
up N Running Yusers 509
B - Stop | Elapsed Time 00:11:53 (hhemancss)
Loca A I : R
T 4« gset Hits/Second 897.16 (last 60 sec)
«| e Vusers... | Passed Transactions M Q o |
Available Graphs x|
= Runtime Graphs - 51
Running Vusers 459
User Defined D ata Points
Eror Statistics 4.08
Vuw.s wilth Errors 57
=1 Transaction Graphs SEa ?

[Trans Response Time
Trans/Sec (Passed)
Trans/Sec (Failed.Stoppes
Total Trans/Sec (Passed)

= Web Resowce Graphs
Hits per Second
Throughput

HTTP Responses per Sec
Pages Downloaded per S¢
Reties per Second

CAnnectiane 'Ll
<« | >

=255

o |

a1 .53 |

1.02

s

00:09:00 00:09:15 00:09:30 00:09:45 00:10:00 00:10:1500:10:30 00:10:4500:11:00 00:11:15 oaﬂ:so 00:11:45

=1 ol Tiene Chdo iv hllion Camy
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WiFi Vs. 3G [Sec]
37
M WiFi
20.78 19
i 3G
3.3 3.0 1.9 3.3
Startup Overseas Accounts Find an Agency Research
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Mobile TruClient Mobile Applications
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HP LoadRunner Controller - Scenariol.lrs - [Design(2)]

File  Wigw enario Results  Diagnostics  Tools  Help

Scenario Scripts

. Load Generators

tame Status Platfarm D etailz

@ﬁ almmobilewft gﬂ![) i wWindows 7

g localhost gD avm Yindows 2008

Load Generator Information
Mame: Ialmmubileuft

Platfarn: IWindows j

Tempaorary directony: I

Iw Enable load generatar to take part in the scenaria

Cancel

Help

Status I Run-Time File Storagé SREE— I Run-Time Quota
Vuser Limits I Security WAN Emulation Teminal Services

[V Enable WAN Emulation on Load Generator

Emulated LOCE““”IHeadOuarter

[

Auto Monitoring User Details

Uger Name I

Passward I

| WAN Emulation settings. .. I

LLEB

#®  Disable

5H Connect |
J;i Delete. .. |

Help |

K|

Wusers
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Shunra WAN Emulation Settings x|
ﬁ "‘m
_ 1"\ Y

ey

SHUNRA X _
S x

Emulation type: ¢ Basic ; ::{: 1

—Emulation propertes ————— SHI—IN QH -':
POWERED BY
Source: I.ﬁ.msterdam

Connection guality: |Perfect link {off|

Emulation type: {" Basic

—Emulati i
Connection type: ISmaII home offic Hiation properties
Latency: | 100
iti i Packet loss: I 10,00
Additional Settings... | Emulation type: " Basic " advanced % Emﬁassmnal
Bandwidth: I Unrestricted
—Emulation properties

Professional mode incudes opening files located on a shared drive.
Additional Settings. .. | Flease note that the shared drive must be accessible to the Controller machines.

Select .ntw or .vet file: I

Additional Settings... |

. ©2014 CSTQB www.cstgb.cn 24
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i & N Monitor 1
& 8§ Monitee 2 Export Settings Bandwidth o Upstroam o Dowrstroam £x2
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e Yl Garsiint | Latency: Sample interval ”
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.
-
o Data Latency —— HTTP == KM — TCP Peetiess)
Start sampling at: Round trip latercy & | Show MiaMax Ms
|26/10/2010 = ||08:55:28 3| * X L
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- 110 A 300
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L , a‘ 1500
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New Mobile Profile X
ﬁ From To
Mabile Profile [Ahakan,Russian Federation '] Abakan,Russian Federation -
- 4 Abakan,Russian Federation —~
|

Accessing internet via

R | = @

Stationary Profila Wi-Fi cellular

“—‘/ Device

-

2| & & @

b

Any Mobile iPhone Android
Monitor Based Profile
" Best Typical Worst

IEl™ Latency Conditions

Mame Profile 3

- Save & Add Another

= 2 2

Aberdeen,United Kingdom

Abu Dhabi,United Arab Emirates
Adana, Turkey

Adelaide, Australia
Aguascalientes,Mexico
Ahmadabad,India

Akron,United States
Albany,United States

Best Typical Worst

Bandwidth Conditions Emulation Time
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Available Graphs 5“ Windows Resources - Last 60 sec
= Runtime Graphs = 100 4 fll
- Rurning Yusers 0. L] ] ] o 8 L] ] ] 5 5 5 ] ] 5 5 12 s
- User Defined Data Points e s
- o
- Error Statigtics £0 A =
--Wugers with Errars o
. 40 <N £
[=- Tranzaction Graphs . 3 P - / / ‘}7&
. H
- Tranz Response Time 20 s S ¥ ’ H = T i
- Trang/Sec [Passed) T g oy 4 g5 4 e — . — 4
) T * T T T T
-+ Trans/Sec [Failed Stopped) 00:00:20 00:00:30 00:00:40 00:00:50 00:01:00 00:01:10
- Total Tranz/Sec [Passed) ;I Elapzed Time (Hour:Min:Sec)
5 HP LoadRunner Analysis - LR Results — Multi User WAN 100ms 1 Loss.ira — ol x|
Calor Eile Edit Wiew Graph Reports Tools Windows Help
[Hidden 1 B CA = - N N A R N e N o e - = izl
I|= dden |1 Latency [msec] [Shunra VE Cloud) %BQDIMEEE S BN ...y Report | Running Visers | Hits per Second | Throughput | Transaction Summary [— Time | 4 b < |[&
Hidden |1 Packet Loss % [Shunra VE Cloud) = o P . -
1 Facket Loss Count [Shunra WE Clo =-fZ LR Results —Multi User WAN 100ms 1Loss.lra . ge T bl Time H
== Reports 25 z
I Hiddern |1 Packet Loss Tatal [Shunra VE Cloug [ Summary Report e T
I Hidden 1 CrO RO = e EIEI Graphs 23 "
= . . o . [1l] Running Vusers 20 —
I Hiddern |1 Bandwidth UKl Out % [Shunra VE Client) [il] Hits per Second 21 B
1 Currert bps In [Shurra VE Cliert) _[in] Throughput = fg g
=
1 Current bpz Out [Shunra VE Client] g 1;3 g
- - o
1 Tatal Throughput [n (bytes) (Shunra VE Client) % 16 L
T Hidden 11 Total Throuahout Out (butes] (Shunra VE Client] = 1 [ |
=
: z 13 Q
Design Run I 2 = =S
= 1 =
§ 10 g
S E
= 8
E 7
Properties 7 = | g
EEEN =] 3
= Properfies 3
Description Displays the average time taken| z
Filter Transaction End Status = (Pass :' = |
Emulated Location 00:00 00:30 01:00 : : : 03:00 0330 04:00 04:30 0500 : 06 07:00
Elapsed scenario time mm:ss
Title rage Transaction Response Legend x|
=% b o Y | = (R (M| = N
ol = ]| Scale Ell Measurement A E” Graph's MlmEll Graph's AveEll Graph's Ma:-Ell Graph's MecEll Grapl
1 Brokerage: Mo WwWaM Emulation 0176 0.458 E.E71 0.211 1.10

ago to URL:Mao wiak Emulation
ago to URLMw/AM [100ms 1% Loss)

Emulated Location logontwAAN [100ms 1% Loss) 2.469 3.862 25.708 3.058 415

RN | =1 ] ¥

| 23 Controller OutputMessages |

|® Complete data | ‘ |
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< 2
Overview
Summanes
General Analysis

Endpoint Latencies

TCP\UDP
TCP Errors & Sessions

UOP Errors & Sessions

HTTP

HTTP Analysis

Resources & Responses

TRT

*19.8

HTTP Optimization
sacommens fos: (3 owsos sonby

Reduce the size of your images (iPhone)
» Images whose width is bigger than the iPhone's screen size
P PNG images which are small enough to be converted to PNGS
P PNG images which have a small number of colors and should be converted to PNGS

Description:  Converting gif to png, and converting all pngs to png8 will reduce image size significantly and most likely will hz

Add long term headers expiration dates
Use fewer domains

Avoid referencing images in stylesheets
Compress Components

Avoid URL redirects

Make fewer HTTP requests (iPhone)
Avoid 404 error code (Not Found) arrors
Use domain sharding (iPhone)

Leverage proxy caching

Try to reduce the size of the cookias

Avoid loading javascripts in the head saction

Place reference to external CSS resources at the bottom of the HTML documant
Increase the Server's keep alive timeouts

\a_avoid image sraling in HIML
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File Edit Tool=s Options

Help

Summary | Aundit Guide |

Filter Set:

Scan |

M [E

B 193 | 572 | ] 781 | ) 15467

ﬁg&ﬁ%ﬁ tringlnjection. . Logij

Group By: |Categor}' L !

/

R

try
i

Statement sStatement =
Fesult3ec . TYPE 3CE

cpnnection.createl3tatement
L INSENISITIVE,

Sstatement . executelusery |:j

[result=s.Lfirst ()] == tru

results.q

ec.addElement [(DatabaselUtilities.writeTable (¢

If they get back more than one row they =

= 1)

C3tage (2] »

&) Login java:145 (3L Infect T 23 ResultSet.CONCUR_READ ONLY) :
@i Login. java:149 (Shared Sin z4 FesultSet results =
wi Login. java:191 (Ehared Sin =5
Ll SqlHumericInjection. jawa: 1! 26 if ((results '= null) %£&
Bl SqlStringInjection. jawa: 101 27 i
Wi ThreadSafetyFroblem. java 'S 25 ResultSetMetabata resultsMetabatas =
Wl ¥WiewDatabase. jawa:S4 (SQL 1 =a
Wl ¥WiewFrofile. jawa:119 (=EQL a0 rezultsMecabatal ) :
Ll YiewFrofile. jawa:17T9 [SQL 1™ =1 results. last i)
< | > 3z
= | v o
] ﬁylﬂ;ﬁzﬁéﬁaﬂ{]é% if (results.getRow()
. . {
I Analy=i= Ewidence %B@EEE'%%‘JE‘ rom ﬁﬂﬁ H(J“EIQQH}-EEHE
oe et
=

¢ln FarameterFarser. jawa B32 — gzetFarar
:= FParameterFarser. java:B3Z — As=signm.
@l FarameterFarser. jawa B42 — Return 1/
‘:Jﬂl ParameterFParser. java:B13 — getRawLk/
¢ ParameterParszer. java:B1l3 — RetJ
¢ﬂ| SgqlHumericlnjection. jawva: 10l — "zetl
= SglHumericInjection. jawva:l0l — A==
= S5glHumericInjection. jawa:l09 — A==
¢'ﬂ SgqlHumericInjection. java: 124 — exe
< | >
EulelD: -~

QESFO161-38EC-4104-ETOE-D0132FEESSEFE

Taint Flags:
Direct Function Call:

HTTFES, WEE, XSS

jawa. =ql. Statement. executefuersy [)

\

Detailsl Hi=tory Di%am Functions | Buntime Details
/

RSB E I E
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B% SOL injfection IszEEﬁ‘_'I-‘fE;ﬂ,

S\E
i
H
2
y
i
e

L
oA
S IR
i
fimdy

T
bt
48
i
of
i
i

&
v
B}
|
7
Il
i}

4
)
E

8

1

3

B R

'ﬁ
MR R Ho

Tlg
- g
i
s
I
"
i
2
b oy

44
i
H
B
T3
El"
T

0w
-~
...

=

AR e
| - mEns

W Bt
BT DD o)

T
AT BhiEEa - S

Bem BOIHE AR
£
S
G
e

e SEE- - Bl HE

Hoe BETEEniue |
s s O e g i

BT LeERtiEEnT IFHENRE

sty
% BOBwEIE. &1

T T et
Sl SSRR

-

|73

(]

hE'bstract:
SgqlHumericIng
AP - s

Explanation:

ectlon.

HEDE{E

18FaIE HaEEthaTiE

Ava

SAL injection fAlmMELLFREIL T HER :
1. B M —- T Al {EEEEg i A 325
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