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Download Fiddler

Choose your download based on the version of the NET Framework installed on your PC.
Users of Windows 8+ should choose Fiddler4.

Fiddler for NET4

Version £.6.15, ~Imb Signed EXE
Released on Movember @, 2015

Fiddler for NET2

Version 2615, ~Imb Signed EXE
Released on Movember @, 2015

@ Keep me informed abourt Fiddler and relevant offerings

[ | accept the Fiddler End User License Agreement

Download Fiddler

1. Fiddler A&

Fiddler 2325 HTTP AAHE, i3 e @, Selsfor L a . 244 Fiddler
WIR, EFTIFERI—BRE, TSR BT TR T . SRR, &
HRIREIER T, BAREBEL. . .


http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234151922-2118606677.png

RIEH www.eimhe.com ETZEIEZKNENZE

| ¢ - o x
File Edit Rules Tools Wiew Help #fFiddler Ea GeoEdge

2% WinConfig () %4 Replay ¥ - b Go ‘ Stream (i Decode Keep: All sessions ~ &) Any Process (33 Find [&] Save & @ & Browse -~ <
S |

# Result i?‘ ? x | [ Log [ Filters "— Timeline
El1 200 & w0 L4 Inspectors 4 AutoResponder
(S 502 .

3 200

@ g 200 ENEE e sessfons 7n the Web Sessions 17ist to view
L_J A ! narformance srarisrics.

15 02 53 @ pmigs b4

i5 502

i7 302 B

ig 502 D E pI;eﬁge need help or have Teedback to
ig 302 B L =) EERIERSS |

i 502 W=

11 200 .

rp— HTTP(H): |127.o.o.1 | |a&aa |

il4 502

P15 a0 wE 2a): |12?.o.0.1 | : |88-E|.8 |

i l6 502

o e | .

i 18 502

= 13 200 2= ), | || |

@2 20 ©: '

i 22 302

3 23 2 [(IxrratuisERERNAERESSEU)

() 24 200

&zs 200

i 26 302

iz 5oz st

: ig igi s B TSR A SRR ERS SN

i o=

W =
i 30 302 LA_
1+ - = <-loopback=
FERDS()SESH.
o
[wE [ HGR sz ()]
£ >
Show Chart
?Eﬁf Capturing = All Processes 25 CustomRules.js was loaded at: Sat Jan 16 18:53:24 UTC+8 2016

1 FBiHH

Fiddler A PN RN KL, Ziafi{# Capture Traffic ;2 FF)5, 7£ File —> Capture Traffic. Jf/3
JEHE T AR SR, IR DUE R T A ERR R OC /T B IR DI fe


http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234154109-604254637.png

RIEH www.eimhe.com ETZEIEZKNENZE

| @ Fiddler Web Debugger
Edit Rules Tools View Help #f Fiddler E‘:E GeoEdge

« Capture Traffic Fi2 b Go |4 Stream 3 Decode
New Viewer Host  URL &
e foa e bw.dou. .. [default-source/l.

. telerik.com | Web.UL WebReso.
Recent Archives i2p.clou...  Jrache/629820279bd14b2.
Save w.qq.com fcgi-bin/ggshow_user_pro.
h ed.qg.com Jfcgi-binfv.cgi?1=182=613.
[hper: Sesstens= Jfegi-binfggshow_user_gdt.
Export Sessions > Jerxjblobs/QgAAACEZWOG.
. . Jerxfblobs/QgaAAACEzwOg.
Exit ot.gqg.c fpingd?dm =shaow. gg.com..
|:RJ 24 502 HTTP Tunnel to “Wtalk. google. com: 5228
i 25 302 HTIP redirector.gvtl.com kg /blobs/QwAAAHF3IND..
502 HTTP ré—sn-i3b7kn7y.gv... forx/blobs/QwAAAHF3IND.
302 HTTP redirector.gvtl.com jorx/blobs/QgAAACEzwlg
502 HTTP r5—sn-i3b7kn7s.gv... forx/blobs/QaAAACEzwlg
200 HTTP Tunnel to  nexus.officeapps. live. com.
200 HTTR bbs.fishc.com jthread-66734-1-1.html
200 HTTP gs.glogo.cn fgsthirdbg/10010088/837..
200 HTTP gs.glogo.cn  fgsthirdbg/100 10088 /AAC.
200 HTTE bbs.fishc.com  /heme.php?mod=spacecp..
200 HTTP bbs. fishc.com ome.php?mod=spacecp..
200 HTTP bbs. fishc.com / fhome. php?mod=misc&ac. .
304  HTTP discuz.gtima. fdoud fscripts/discuz_tips...
200 HTTP znzv.baidu.gbm  focustomer_search/apifis?s.
504  HTTP hm.baidylcom /h.js?8867f2e5bc13a08ca,
200 HTTP bbs.fighc.com ftemplate/dreambred_c_a.
200 HTTP unnel to  www.google.com.hk:443
504  HTTP hgfbaidu.com  fhm.gif?cc=08ck=1&d=2..
302 HTTP redir r.gvtl.com forxblobs/QuwAAAHF3IND. .
502 HTTP ré—s ThnTy.gv Jferxfblobs/QwAAAHF3INb. .
200 HTTP Tunnel to  dients4.google.com: 443
200 HTTP ient.show.qq.com  fcgi-bin/qqshow_user_pro.
200 HTTP isdspeed.qq.com  Jcgi-binfv.cgi?1=182=521,
200 HTTP open.show.gg.com  fogi-binfggshow_user_gdt.
200 HTTE znsv.baidu.com jcustomer_search/apifrec..
302 redirector.gvtl.com jorx/blobs/QgAAACEzwOg.
502 r5—sn-i3b7kn7z.gv... [orx/blobs/QaAAACEzZWOq.
200 update.pan.baidu.c... [statistics?dienttype=5&d.
302 redirector.gvtl.com jorx/blobs/QwAAAHF3IND. .
502 A HTTP ré—sn-i3b7kn?y.gv... forx/blobs/QwAAAHF3IND. .
HTTP update.pan.baidu.c... /statistics?dienttype=88d. w
>

ezgf Capturing

= All Processes 67

CustomRules.js was loaded at: Sat Jan 16 19:12: 28 UTC+3 2016

I 4 Composer
() statistics

Ssefect ane ar more Sessions in the Wed sessions 1757 To view

[ Filters

performance statistics.

- O

Keep: All sessions - &5 Any Process 33 Find [E Save |08 (3 @& Browse - -
E Log

;x Inspectors

— Timeline
4 AutoResponder

The Second Edition of the best-selling book "Debugging with

Fiddler" is now available.

Learn more about the paperback and DRM-Tree ebook at

http: //fiddlerbook. com

Fiddler JFa6 TAF 1, MBI EHE Al WonfEy R B, NS

Show Chart

XA AR


http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234156422-111039030.png

HIEH www.eimhe.com E¥SEZIKNESE

& Fiddler Web Debugger
File Edit Rules Tools View Help f#Fiddler E2 GeoEdge
g8 WinConfig ) ¥4 Replay X - b Go | § Stream i Decode

Keep: All sessions - &8 Any Process 33 Find [l Save & Browse -

Comments Custom I ~

Content-Type

Host 15 Rk ENLA

URL TRBIR AL E

Body

Ny

EATR PN

Caching VR SR A G A 1 3T 1) B A7 P

(RISt

# Result  Protocol Host URL Body Caching Content-Type Process
B 200 HTTPS www. telerik.com  UpdateChedk.aspxisBet. .. 543 private text/plain; ...
El2 200 HTTP pinghot.gg.com  /pingd?dm=show.gg.com.... 0 qgexte...
M3 301 HTTP fiddler2,com fr/?Fiddler 2Update 0 no-cache MICroso. ..
L+ 2] 200 HTTP ww, telerik.com  fdownload ffiddler fupdate-. .. 14,098 no-cac,.. text/html; c... microso...
i 5 502 HTTP ré—-sn-43b7n7y.gv... Jorx/blobs/QwAAAHF3IND. .. 582 no-cac... texthiml;c... svchos...
E 502 HTTP cdn.optimizely.com  fjz/2380340583.js 582 no-cac... text/himl; c... microso...
@7 200 HTTP wow telerik.com  fTelerik. Web. UL WebReso. .. 723 public, ... textfcss microso. ..
@s 200 HTTP dizbdy9anrizp.dou... jrache/c0sec2251%b&5d3... 42,642 max-ag... text/oss microso. ..
@ 200 HTTP ajax.aspnetcdn.com  fajax/4. 5. 1/1/WebForms.js 5,774 public, ... applicationf... microso...
@ 1 200 HTTP ajax.aspnetcdn.com  fajaxg4. 5. /1 WebUIvalid.. . 7,232 public, ... applicationf... microso...
@ 1 200 HTTP ajax.aspnetodn.com  fajaxbets /0911 Microsof. .. 34,432 public, ... applicationf... microso...
@ 1 200 HTTP gjax.aspnetcdn.com  fajaxfiqueryfjguery-1.9.1... 41,473 public, ... application/... microso...
@ 1 200 HTTP www. telerik.com  WebResource.axd?d=JK. .. 812 public; ... applicationf... microso...
@ 1 200 HTTP ajax.aspnetcdn.com  fajax/beta /0910 Microsof. .. 12,442 public, ... applicationf... microso...
@ 1 200 HTTP d585tdpucybw.dou... /sfimages/default-sourcef... 3,368 public, ... image/png microso. ..
@ 1 200 HTTP www. telerik.com  [Telerik.Web.UL WebReso... 41,404 public, ... applicationf... microso...
@ 1 200 HTTP dtzbdy9anri2p.dou... fcache/6296a0275bd14b2... 11,281 max-ag... textfjavasc... microso...
@L 200 HTTP dient.show.qq.com /cai-binfqgshow_user_pro... 73 max-ag... textfxml;c... ggexte...
€ ¥ 1 200 HTTP isdspeed.qg.com  Jjogi-binfv.coi?1=182=613... 33 text/himl; ... qgexte...
%Zl 200 HTTP open.show.qq.com fcgi-bin/ggshow_user_gdt... 136 max-ag... application/... ggexte...
i 2 302 HTTP redirector.gvtl.com  forx/blobs/QgAAACSEzZWOg. .. 0 no-cac... textfhtml;c.. swchos...
i 2 502 HTTP rs—sn43b7kn7s.gv... Jorx/blobs/QoAAACEZWOG. .. 582 no-cac... text/himl;c... svchos...
[E] 2] 200 HTTP pinghot.gq.com  fpingd?dm=show.gg.com.... 0 ggexte...
&2 502 HTTP Tunnel to  mialk.google.com: 5228 582 no-cac... texthiml;c... chrome...
i 2 302 HTTP redirector.gvtl.com  jorx/blobs/QuwAAAHFSINb. .. 0 no-cac... textfhiml;c... svchos...
i 2 502 HTTP ré---sn-3b7knTy.gv... Jox/blobs/QwAAAHF3Inb. .. 582 no-cac... textfhiml;c... svchos...
Li 2 302 HTTR redirector.gvti.com  jorx/blobs/QgAAACSzwOg. .. 0 no-cac... textfhiml;c... svchos...
i I8 502 HTTP r5---en<3b7kn7s.gv... forxjblobs/QgAAACEzwOg... 582 no-cac... textfhiml;c... svchos...
»
ZHR X
# PUHL HTTP Request M7, M 1 JF4h, LLthikig
Result HTTP KA
Protocol TR PR, 40 HTTP/HTTPS/FTP %5


http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234157922-1352740469.png

HIEH www.eimhe.com E¥SEZIKNESE

Process RIXMIE R HFE: #F2 ID
Comments NG s A EIRR N IR S

Custom FVFH T CE H E U
Kl P
L s PR E4 RAE MRS 58
. 4 LM 25 88 T ki S24% 3
i i R MIT £ 4L 2745
] Wi S A BB i Ak 32 5
& WERAMH HTTP ) HEAD J5vk, BPmR& A N% (Body)
= ilsRAEH HTTP 1 POST J5i%
=) WSRAE HTTP 9 CONNECT J7i%, {MH HTTPS Bl g i i bsiE
(] W2 HTML Rk
= S — 5K P
3] M 7 2 A A 5
E WIREAE CSS
= MR XML % 2

i iR 2 JSON #4358,


http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234159140-1640771885.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234159765-1592382397.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234201172-824376071.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234201843-109931155.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234202609-1251165508.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234203187-464520892.png
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234204156-849270471.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234205078-161726095.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234205906-1953449875.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234206453-344992441.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234207218-1611954438.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234208015-685482882.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234209140-529820079.png

HIEH www.eimhe.com E¥SEZIKNESE

i 87 2 — AN 5 4

& 87 2 — AN RS

¥ Wi 32—~ SilverLight

B U7 2 — 4~ FLASH

F 7 2 — AN -4

E e S )

[ W& HTTP/300. 301. 302. 303 % 307 = iE A
& MR HTTP/304 (TEASTE) « fifi B4 01
T ] 87 75 % SIE - 0

A IR25 S 4l %

@ LG M P Fiddler B0 RS 4L

2) . Statistics FRAMH:EEEIE T
1. KilgERT, BIEAERLT

BEE Rl —MER, wl T LG #) Statistics 5§ HTTP 15 KAV RE A LB HE 704 17 (ANATRE
LA T Fiddler — 26 1E KA A .. -


http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234209937-1106065906.png
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234210453-1729183371.png
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234210906-1149932156.png
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234211547-791281288.png
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234213922-1389767841.png
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234214422-971819227.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234215125-2125019877.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234215718-1165848356.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234216265-1959007927.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160118234216781-677826292.gif
http://images2015.cnblogs.com/blog/626593/201601/626593-20160119000323687-304487615.gif

RIEH www.eimhe.com ETZEIEZKNENZE

(@) statistics L4 Inspectors % AutoResponder (# Composer 5] Log [ Filters — Timeline
Request Count: 1

Bytes Sent: 657 (headers:657; body:0)

Bytes Received: 789 (headers:207; body:582)

ACTUAL PERFORMANCE

ClientConnected: 19:43:42.145
ClientBeginRequest: 19:43:42.303
GotRequestHeaders: 19:43:42.303
ClientDoneRequest: 19:43:42.303

Determine Gateway: oms

DNS Lookup: oms

TCP/IP Connect: 20999ms
HTTPS Handshake: oms
Serverconnected: 19:44:03.303
FiddlerBeginRequest: 00:00:00.000
ServerGotRequest: 00: 00: 00. 000

ServerBeginfesponse: 00:00:00.000
GotResponseHeaders: 00:00:00.000
ServerDoneResponse: 00:00:00.000
ClientBeginResponse: 19:44:03.303
ClientDoneResponse: 19:44:03.303

Overall Elapsed: 0:00: 20,939

RESPONSE BYTES (by Content-Type)

text/html: 582
~headers~: 207

ESTIMATED WORLDWIDE PERFORMANCE

The following are VERY rough estimates of download times when hitting servers based in Seattle.

Us west Coast (Modem - GKE/sec)
RTT:

B 10s
Elapsed: 0.10s
Japan / Northern Europe {(Modem)
RTT: 0.15s
Elapsed: 0.15s
China (Modem)
RTT: 0.455
Elapsed: 0.453

US west Coast (DSL - 30KB/sec)
RTT: 0.10s
Elapsed: 0.10s

Japan / Northern Europe (DSL)
RTT: 0.155

Elapsed: 0.15s
China (D5L)

RTT: 0.455

Elapsed: 0.455

Learn more about HTTP performance at http://Tiddler2.com/r /PHTTPPERF
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[Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | JSON | XML |

Request Headers [ Raw [Header Definiti
CET /fapi/popup/lotus. phpth=A134CAAEBZE41C0140535EBD092D4521a8+=T. 8. 0. T133%xr=0000_sogou_pinyin THelppversi

Cache
Pragma: no-cache
Client
Accept-Encoding: gzip,deflate
User-Agent: Sogoulme
Cookies
= Cookie
IMESKIN=1:44ACES99832877878A4827027B05BFE7

W

Transformer || Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies | Raw | JSON | XML |

o

Response Headers [ Raw [Header Definiti
HTTF/1.1 200 0K

Cache

Date: Tue, 01 Dec 2015 18:58:20 GMT
Cookies / Login

P3P: CP="CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM STA PRE COM NAV OTC NOI DSP COR"
Set-Cookie: IPLOC=CN4405; path=/

Entity
Content-Length: 34

Content-Type: application/octet-stream
ETag: "551278ee-22"
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# Result  Protocol URL Body Caching Content ™
@‘416 304  HTTP feventfimg/fjingyan25216...

@—':? 304 HTTP applicat
@—':3 304 HTTP applicat
@—:‘? 304 HTTP applicat
$pasn 304 HTTP

=421 200 HTTP fexpfwhcorop=52,69/sign. .. image/p
=[422 200 HTTP fexpfwhcorop=52,69/sign... image/p
423 200 HTTP Jexp/wherop=92,59/sign... image/p
¢¥424 200 HTTP Jmsafmsg_dataGetmsgCo... text/hin
|=[425 200 HTTP Jexpwherop=92,69/sign... 1,886 max-ag... imagefp
(426 200 HTTP fexpfwhcorop=52,69/sian... 7,210 max-ag... imagep
427 200 HTTP fexpfwhcorop=52,69/sian... 3,588 max-ag... imagep
(428 200 HTTP fexpfwhorop=52,69/sign. .. 4,208 max-ag... imagefp
@429 304 HTTP fexpfw=500/sign=Tcclds. .. 0 max-ag... imagefp v
< >

;;ﬁ Capturing = Al Processes 220 {457  Found 220 instances of ‘baidu’
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Bules

€ Fiddler Web Debugger
File Edit

Tools View Help fi#Fiddler 2 GeoEdge
28 WinConfig () 43 Replay X~ b Go | ¥ Stream & Decode

Keep: All sessions - @ Any Process @3 Find

L I
i
oo owj

R I
BERHERNEEG

NHNH $HNH$SOOS

TR
J%Dj

~ &
i

Result

200

Protocol

I T T I
| 3 4
o ™ ™ ™

EFEEE

333

Host  URL

f.hiphotos. baidu. com
a.hiphotos.baidu. com
e.hiphotos.baidu.com

msg.baidu. com
g.hiphotos, baidu, com
c.hiphotos. baidu. com
b.hiphotos. baidu.com

d.hiphotos. baidu. com

f.hiphotos. baidu. com

fin

E

&

0

ayefan2

fexpfwhorop=92,69/sign.|.
fexpfwhcrop=92,69/sign.|.
Jexpfwhcrop=92,69/sign.|.

fexpfw=500/sign=7

fexpfwhcrop=92,69/sign. |.
fexpfwhcrop=92,69/sign. |.
fexpfwhcrop=92,69/sign. |.
Jm=g/msg_dataGetmsgCol..

fexp/whcrop=592,69/sign.|.

Body

Caching

Content ™

image/p
image/p
image/p
text/hin
mage/p
image/p
image/p
image/p
mage/p W
>

T
<l

3

+-«;i Capturing

= All Processes 77 [ 457 Selected sessions returning =2,000 bytes

Rules

Tools

4 Fiddler Web Debugger
File Edit

View Help ff Fiddler [} GeoEdge

28 WinConfig ) +3 Replay %X~ b Go | ¥ Stream §i Decode

Keep: All sessions = ¢4 Any Process 3 Find

< 416
B a17
B 413

B 419
&pam

(2421
[£E|422
[££]423
4©¥424
(] 425
(2] 425
[££|427
(ZE|423
B 429
£

Result

304
304
304
304
304
200
200
200

200

200

200

200

200

304

Protocol

Host

jingyan.baidu.com
exp.bdstatic.com
exp.bdstatic.com
exp.bdstatic.com
jingyan.baidu.com

d.nipnotos. baldu., com

f.hiphotos. baidu. com

LRL

feventfimgfiingyan25216..
[etatic/artide fumeditor (di. .
[etatic/artide fumeditor (di. .
[static/artide fumeditor (di. .
feventfimg/ninayefan252..

A

(= = ]

[ T )
0
%]
)

i
%)
i}

fexpfwhcrop=5 [
fmsg/msg_dataGetmsgCao. .

]

3 3 3 3 3

aching
5%-ag. ..
S%-a0. ..

Content ™

applicati
applicati
applicati

image/p w
>

a1s
151

?f Capturing

14

= All Processes 238 /457  Selected sessions returning <500 bytes
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4 Fiddler Web Debugger

§ Stream il Decode

File Edit Rules Tools View Help fifFiddler E2 GeoEdge
88 WinConfig ) %4 Replay % - P Go

Keep: All sessions = &5 Any Process 3 Find

Result rotocol
rats| 304
ra17| 304
raiz| 304
&rarg| 304
&paz| 304

[E]421 00
[(El422] 200
(El423] 200
$¥424| 200
El425] 200
El42s] =200
E4z7] 200
El4zs]| 200

razg| 304

EEEEEEEEEEEEE

Host

jingyan. baidu.com
exp.bdstatic.com
exp.bdstatic.com
exp.bdstatic.com
jingyan. baidu.com
f.hiphotos. baidu.com
a. hiphotos. baidu, com
e hiphotos. baidu, com
msqg. baidu. com

0. hiphotos, baidu, com
. hiphotos. baidu. com
b hiphotos. baidu. com
d. hiphotos. baidu. com
f.hiphotos. baidu.com

LIRL

feventfimafiingyan25216...
[static/artide fumeditor /di. ..
[etatic/artide fumeditor /di. ..
[static/artide fumeditar /di. ..
feventfimg/ninayefan252...
Jexpfwhcrop

Jexpfwhcrop=
Jexpfwhcrop=92,69/sign...
Jmsafmsa dataGEh'nsgCu...

[fsign...

fsign...

=52,69
92,69

Jexpfwhorop=92,69sign... 1,886
Jexpfwhorop=92,69sig 7,210
Jexpfwhorop=92,6 3,588
Jexpfwhorop=92,69/sign... 4,208
Jexpfw=500/sign=7cc1ds. .. 0

Caching

max-ag...
max-ag...
max-ag...
max-ag...
max-ag...
max-ag...
max-ag...
mMax-ag...

Content *

applicati
applicati
applicati

image/p
imagep
imagep
text/hin
imagep
image/p
image/p
image/p
imagefp v
>

"’?‘:’f Capluring

= All Processes

111 / 458

Selected Sessions returning HTTR /304,

@

File Edit Rules Tools View Help #f Fiddler :?:: GeoEdge
§ Stream i Decode

Keep: All sessions = &5 Any Process 33 Find

4 Fiddler Web Debugger
58 WinCaonfig () 4 Replay % - b Go
# Result  Protocol
&Pa1s 304 HTTP
&Pa17 304 HTTP
@418 304 HTTP
P41 304 HTTP
&Faw 304 HTTP
[(Elaz1 200 HTTP
[(Elazz 200 HTP
[(Elazz 200 HTP
$¥424 200 HTIP
(El4zs 200 HTTP
El4zs 200 HTTP
(El4z7 200 HTTP
El4za 200 HTTP
a2 304 HTTP

£

Host
jingyan.baidu.com
exp.bdstatic.com
exp.bdstatic.com
exp.bdstatic.com
jingyan.baidu.com
f.hiphotos.baidu, com
a.hiphotos. baidu, com

URL Body
feventfimgfiingyan25216... i
jcfarticlefumeditor /di... i

rticle fumeditor di... i
[etaticfarticle fumeditor /di... i

I s [ |

msg.baidu.

c.hiphotos.baidu, com
b.hiphotos. baidu, com
d.hiphotos. baidu, com
f.hiphotos.baidu, com

feventfimg/ninayefan2s2... i
fexpfwhorop=92,69/sign a3
_."Exp vhicrop=92,69,=ign 5
b 1y fwhicrop =92,69sign.. . 2

TExp fwho ||:|:|—*32 59/sign... 1,386
Jexpjwhc 7,210
Jexpfwhcra 3,538
Jexpfwhcra 4,208

Caching

max-ag...
max-ag...
max-ag...
max-ag...
max-ag...
max-ag...
max-ag...
max-ag...

max-ag...
max-ag...
max-ag...
max-ag...
max-ag...

Content ™

applicati
applicati
applicati

image/p
image/p
image/p
text/hin
image/p
image/p
image/p
image/p
image/p ¥
>

E‘?Ej Capturing

= All Processes

3 /459

Selected Sessions to Host: msg.baidu.com

select
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4 Fiddler Web Debugger
File Edit Rules Tools View Help #fFiddler £} GeoEdge
28 WinConfig ) 43 Replay % - b Go | ¥ Stream i Decode | Keep: All sessions = &5 Any Process 34 Find

Result  Protocol Host  LURL Body Caching Content-Typg P ™
304 HTTP jin N
304  HTTP exp.bds d
04 HTTP Exp -
04 HTTP Exp -
304 HTTR jingyan. baidu. co d
200 HTTP f.hiphotos. baidu. com image/png d
200 HTTP a.hiphotos.baidu.com  fexp/whcorop=92,69/sign... image/png d
200 HTTP e.hiphotos. baidu.com  fexp/whorop=92,69/sign. .. image/png d
200 HTTP msg.baidu.com  /mzg/msg_dataGetmsgCo... text/hitml d
200 HTTP g.hiphotos. baidu.com  fexp/fwhcorop=92,69/sign. .. image/png d
200 HTTP c.hiphotos.baidu.com  Jexp/whcrop=92,69/sign... image/png d
200 HTTP b.hiphotos. baidu.com  fexp/whorop=92,69/sign. .. image/png d
200 HTTP d.hiphotos.baidu.com  fexp/whcrop=92,69/=ign... image/png d
304 HTTP f.hiphotos.baidu.com  Jjexp/w=500/sign=7cc1da. .. image/png dw

L4 >

ﬂ‘%i Capturing = Al Processes 111 /459  Selected 111 sessions where RESPOMSE's Content-Type. Contains(image)

a1
T

cls

4 Fiddler Web Debugger
File Edit Rules Tools View Help #f Fiddler Ef GeoEdge
28 WinConfig ) ¥4 Replay X~ b Go |4 Stream [ifi Decode | Keep: All sessions = &5 Any Process 34 Find

Result  Protocol Host  URL Body Caching Content-Type  Procs

Mo Sessions captured
(or all were hidden by filters)

‘i:.‘::%i Capturing = All Processes 0

dump
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4 Fiddler Web Debugger

File Edit Rules Tools View Help 7 Fiddler ggGeoEdge

RIFRIEE

212
ial

?é‘ii Capturing

= All Processes 2

B8 WinConfig ) 44 Replay X~ b Go | ¥ Stream i Decode | Keep: All sessions - &5 Any Process 3% Find 5

Result  Protocal Host  URL Body Caching Content-Type Prcc’ @
200 HTTP Tunnel to  =nt407-m. hotmail, com: 443 0 svch @
200 HTTP Tunnel to  dients4,google.com: 443 0 chrorg

Fla

Dumped all sessions to f:\Jsers\YukiOne\Documents\Fiddler 2\Captures\dump.saz

W s i 4

W n T LB sy Fiddler "R RGEIAROLE, ol mT DL B A SR A i, B (8 i & 7T LA

it v L 7 BRI RK . W o

/23

hetp: /. baidu, comfsear chiferror, hand

The SyntaxViev Inspector displays
gyntax-highlighted HTML, Script,
€SS, and XML, If you're a web dav

© Fiddler Web Debugger - o X
File Edt Rules Tools Ysew Help # fiddler [} Geofdge
2 WinConfig 42 Replay X+ b Go § Stream [l Decode  Keep: All sessions + &5 Any Process 34 Find Gl Save 18 (D @8 Browse ~ 8l
= Recut  Protocol Most LRL Sody Cachng  Content-Ty] #f Composer (Il Log [ fitars. = Timeine

17 HTTP v baidcom  fsearchjarror himd 1 Q@) stz A Irepectors £ AutoResponder

13 HITP c.cadrimg.on  fpubicfcommon toobar fos.. . -1 | Headers | TextView | WetFomms | HexView

i} T c.csdmg.on  fcomm_askicszfack fioat -1 Auth Codkdes | Raw BON e

X = slatc. blog.csdnnet  fsbin defoult/on otvie, oo, -1 -

2 HTTR slatic.biog cadnnet  SOoptsSyntax-ighbgher ., 1

2 HTTR static.bog.csdnnet  fossicommentl cso 1

23 wre static.blog.csdnnet  fossistyle Loss -1

24 e drowpcbdmo.com  fstabe/oomemon kg comm, ., -1

2 € bbs. fehc.com  [datajcachestyvle_52_co, -1
= HTR bos. fehc.com  Mdatafachefstvle_52_for.., 1 At 97

S |

27 'ﬂ"r: krowpc bdmg.com T,um,mmnmiao_ﬂ... -1 Accept Encoden: gop, defiate, séch

= s NP | SR .. T Accept-Langusge; h-CH,thoq =0.8,6n-U5;0=0.6

2 HTP exp.bdstatc.com  tabc/commonphkgicome, . -1 Uses-Agent: Mozda/S.0 (Windows NT 30.0; WinG

0 HTTR oxp.bdstatic.com  ftatic/arthde fpigfarticle ., i Cookies v

3 HTTR exp.bdstatc.com  /static/artde fphgfartide ... -1 < >

32 urTe exp.bdstatc.com  fstatc/actwty fmdgetial. ., -1

ty Get Sytanview | Transformes Headers
. W & Textdew = Imageview = Hexview | Webliew
: Auth Cachng  Cockoes | Raw SON
z o

Download and Inatall SyntasView now...

Learn 3650 4304t InLpeItor add-ox3
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4 Fiddler Web Debugger

Tools

2% WinConfig () ## Replay % - P Go

View Help

AL

fit Fiddler

% Stream B Decode

% GeoEdge

Keep: All sessions = ¢E Any Process 33 Find [E S
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Result
200

200
200

502

200
200

200

Protocol

Host

ssw.live.com

aupl. v4.b1.download. windowsupdat. ..

Tunnel to
wifi.360.cn
Tunnel to
Tunnel to
Tunnel to
Tunnel to
Tunnel to
Tunnel to
Tunnel to
www . baidu.com
Tunnel to
www . baidu.com

URL

Jjuploaddata.aspx
Jejupdtf2015/11/10586.0...
snt407-m.hotmail . com: 443
Joonffogpub. himl?t=113...
dients4.qoogle. com: 443
snt407-m.hotmail . com: 443
snt407-m.hotmail.com: 443
w.google.com.hk: 443
baidu.com: 443
v.baidu.com:443
baidu.com: 443

sl. gstatic, com; 443

Body

Caching  Content #
private
text/hin
no-cac... textfhin
W
>

e
@

Flel

:f:i Captur

ing

= All Processes

85 ResponselJRI breakpoint for www. baidu, com

4 Fiddler Web Debugger
File Edit Rules Tools View Help #fFiddler E2 GeoEdge
58 WinConfig ) ## Replay %X~ b Go

¥ Stream i Decode

S

2
[Tul =)

Y=

e [
e

1= ]

i

[}

B @M E
woud o
[T

,_
L
o
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5 [k
yul
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e [
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=
=
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E

Result

200
200
200
200
302
200
200
200
200
200
200

200

Protocol
HTTP
HTTP
HTTP

RFrETS

Host

Tunnel to
Tunnel to
Tunnel to
wwwe, baidu. com
Tunnel to
wwwe, baidu. com
wwww . baidu. com
Tunnel to
Tunnel to
Tunnel to
Tunnel to
Tunnel to
Tunnel to
Tunnel to

112

URL

/
!

p0.baidu. com: 443
sp0. baidu. com: 443
spi.baidu. com: 443
sp0. baidu. com: 443
spi.baidu. com: 443
sp0. baidu. com: 443
spl.baidu.com: 443

ResponseURI breakpoint deared

Body

Caching  Content ™

text/hin

Keep: All sessions + €53 Any Process 33 Find [El S

e
&

Fler
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File Edit Rules Tools View Help #7 Fiddler 23 GeoEdge
28 WinConfig ) #2 Replay % - b Go | Stream [ Decode

Keep: All sessions + 653 Any Process 34 Finc

4 Fiddler Web Debugger
# Result  Protocol
& 123 HTTP
& 124 HTTP
#1125 200 HTTP
126 2200 HTTP
127 200 HTTP
Wi - HTE
129 200 HTTP
#1300 200 HTTP
ewlil 2 HTTF
# 132 200 HTTP
133 200 HTTP
Wiz - HTE
Ms - HTe
[ii5a -  HTP

£

Host  LIRL

Tunnel to  on.bing. com:443

Tunnel to  cn.bing.com: 443

Tunnel to  on.bing. com:443

Tunnel to  cn.bing. com: 443

Tunnel to  snt407-m.hotmail. com: 443

start. frefoxchina.an  /
Tunnel to  profile. acoounts. firefox.c...

Turnel to
Turnel to
Turnel to
Turnel to
ocsp. digicert.com [/
ocsp.digicert.com [
ocsp.digicert.com [/

tiles. services.mozilla. com:. ..
550, bdstatic, com: 443
5p3.baidu. com: 443
5p3.baidu. com; 443

Body Caching

Content ™

q
. = All Processes

i

3‘:}* Capturing

1/12%

http: {jocsp. digicert.com/

File Edit Rules Tools View Help i Fiddler 5'5:3 GeoEdge
28 WinConfig ) ##Replay X - b Go | Stream Ui Decode

Keep: All sessions ~ ¢ Any Process 3% Finc

4 Fiddler Web Debugger
# Result  Protocol
%222 302 HTTP
4¥223 00 HTTP
[(Elz2z4 =200 TP
Gpas 304 HTTP
S@22s 00 HTTP
[Elzzz 200 TP
S@228 00  HTTP
S@229 00  HTTP
S@230 00 HTTP
S@231 00 HTTP
[Elzzz 200 HTTP
S§233 00  HTTP
[Elz3¢ 200 HTTP
[Elzss 2200 HTTR

€

BRPRET

Host

cache.baiducontent. com
wwwe, baidu,com
ubmemm. baidustatic. com
static.duoshuo.com
pos.baidu.com

ubmemm. baidustatic. com
s5.cnzz.com
hm.baidu. com
W.CNZZ.Com
C.CNZZ.Com
Z9.cnzz.com
C.CNZZ.Com
ql4.cnzz.com
hm.baidu. com

URL

[favicon.ico
[searchferror.himl

Jmediafv 1/0f000DTwE-A. ..
fembed.js
[acom?exps=112019&di=...
[mediafv AmVFME. ..
[z_stat.php?id=1000344454
fhm.js?d26829d 1517034, ..
[q_stat.php?id=12561150...
feore.php?web_id=10003...
[stat.htm?id=1000344454. .,
feore.php?web_id=12561...
[stat.htm?id=1256115000...
fhm.giffcc=08ck=18&d=2...

Body

230
G,120
04,99
i
45
212,239
9,941
8,792
9,943
2,940

[ S =]

7585

43

Caching

M&x-ag. ..
M&x-ag. ..

Content ™
textfhin
textfhin
imaage/g

M&x-ag. ..

post-ch...
max-ag...
max-ag...
max-ag...
max-ag...
Expires...

Expires...

private. ..

textfjav
imaage/g
applicati
applicati
applicati
applicati
imaage/g
applicati
imaage/g
image/g w
»

ate
i<

?A‘ii Capturing

= All Processes

1213

Response Status breakpoint deared

bpv
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€ Fiddler Web Debugger
File Edit Rules Tools View Help ff Fiddler ggGeoEdge

28 WinConfig ) %3 Replay X~ b Go | Stream i Decode

Keep: All sessions = &E3 Any Process 34 Find [g] Save g @ & Browse ~

IHeaders | Textview | WebForms | HexView |

- O *
@ Composer El log [ Filters ~= Timeline
(D) statistics LA Tnspectors # AutoResponder

Auth | Cookies | Raw | 3sON | xmL |

Request Headers [Raw] [Header Definitions]
GET /sparch?lor0&rn=10&pn=0&fr-search&ie=gbki

£ Result  Protocol Host  URL Body Caching Content-Ty|
&1 200 HTTP Tunnel to  www.google.com.hk: 443 1]

2 - HTP nsdlick.baidu.com  ju.gif?ts=ziqapid=2418si... 1

! 3 - HTTP jingyan.baidu.com fstatic/artide/uiflogflog.gi... -1

! 4 - HTTP jingyan.baidu.com fartide/0aa2237554a%db. .. -1 =
! 5 - HTTR cache. baiducontent.com  jc?m=9f65ch4a8c8507ed. .. -1

(5 - HTP ksti.baidu.com fv.qifpid=1028url=http. .. 1

ik - HTP kstj.baidu.com  fv.gif?pid=1028url=http. .. 1

[ - HTP ksti.baidu.com fv.qifpid=1028url=http. ..

UQ - HTTP edick.baidu.com  fa.js?tu=u23937324&j] -1

i 10 - HTP edick.baidu.com  fajs?tu= =h53. 1

[ iEE1 - HTP edick. baidu. col TN =U23987 3485k = 1

= - HTP zhi “com  (search?m=08&rn=108pn 1

= All Processes 1f12

;‘:ﬁi Capturing

o —
http:/fzhidao. baidu. com search?lm =08&rn = 10&pn=0&fr =search&ie =gbk&word =win 10 +%D 7%:E9%%B2%DF %:C 2904

Client
Accept: text/html,application/xhtml+xml,applicati
Accept-Encoding: gzip, deflate, sdch
AcceptLanguage: zh-CM,zh;q=0.8,en-U5;q=0.6
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing:
Cookies
Cookie: I¥_CID_79=1; [¥_CID_83=3; BOUS5=m.
Miscellaneous
Referer: http://zhidao. baidu. com/link?url=lvaslac v
>

L]

<

i

L el o o (b

v L~

All Processes

1/121 http:/fzs.bdgn.cn/

€ Fiddler Web Debugger - O x
File Edit Rules Tools View Help #f Fiddler $3 GeoEdge
28 WinConfig ) 43 Replay X~ b Go |¥ Stream i Decode | Keep: All sessions ~ &5 Any Process 34 Find [El Save | B8] (3) @& Browse ~ -
# Result  Protocol Host URL Body Caching Content * @ Composer El log [ Filters = Timeline
€362 200 HTIP pos.baidu.com  facom?rdid=23937348dc. .. 2,032 post-ch... texthin @ Statistics “k& Inspectors 4 AutoResponder
I:|3-33 200 HTTP wn.pos.baidu.com  jadx.php?c=d25pZD0zZW. .. 45  Expires... image/g IHeaders | Textiiew | WebFarms | HexView |
M54 200 HTTP zs.bdgn.cn_/ 3,858 text/ht Auth | Cookies | Raw | 1son | x|
i 385 204  HTTP dick.hm.baidu.com  fmkt.gif?et=08ai=1fb08... 0 private... image/fg o=
L Request Head R der Definitio
304 HTTP cpro.baidustatic.com  /cprojuifnoexpire, 0., 0 max-ag... applicati =T 1 Ev)] (Rt ILCenE]
200 HTTP snippet.pos.baidu.com  /bfp/snippetcacher.php?d... 43 Expires... textd il b
200 HTTP img. baidu.com w fsula20 15chunii... Clie:t - fnebpi [+ +0=08 o
304 HTTP su.bdimg.com EEEp LRSS el B WECH e
200 HTTP dj0. baidu.com max-ag image/g Accept-Encoding: gZip, deflate, sdch
04 - Ibaidulcom P ! Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.6
- & ' s . User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing:
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