用lua语言编写Wireshark插件解析自定义协议

(y00111592   2012-01)
Wireshark默认支持大量网络协议，我们可以在Wireshark主菜单“Internals > Support Protocols (slow!)”查看当前支持的所有协议。Wireshark 1.6.2版本已支持1170种协议，包括我们熟悉的Diameter、GTP、FTP、SCTP等协议。
上述都是业界的通用协议，然而对我们产品的自定义协议，Wireshark是不得而知的，抓包后只能看到一串二进制码流，导致开发调试或者测试分析效率较低。
有什么办法让Wireshark也能解析自定义协议呢？本文介绍的用lua编写Wireshark解析器插件就是一种常用方法。Wireshark软件内嵌一个lua语言执行引擎并提供一系列lua函数接口，从而满足用户各种各样的协议解析目的。
下面以一个简单的自定义协议为例，演示如何编写Wireshark解析插件。不过本文只是业余学习的笔记和简单实践，不能覆盖“lua编写Wireshark解析器插件”的所有知识点（更全面的介绍请参考Wireshark软件自带手册第11章“Lua Support in Wireshark”，只是开源软件的手册似乎总是不够详尽。）。
1. 配置Wireshark执行lua脚本

通过Wireshark主菜单“Help > About Wireshark”可以查看当前安装版本已经内嵌Lua 5.1执行引擎。默认安装情况下Wireshark会在安装路径下生成一个init.lua，它是Wireshark启动过程执行的第一个lua脚本。一般来说，我们可以在此文件中添加dofile函数调用其他lua脚本，实现各种扩展目的。例如，默认安装后init.lua文件末尾有一句：
	dofile(DATA_DIR.."console.lua")


此语句执行了安装目录下的console.lua脚本，该脚本也是Wireshark自带的，用途是在主菜单Tool下创建一个子菜单Lua。我们甚至可以在上述语句之前添加注释--符来取消它。

dofile是lua基础库提供的一个函数，用途如下：

	dofile (filename)

Opens the named file and executes its contents as a Lua chunk. When called without arguments, dofile executes the contents of the standard input (stdin). Returns all values returned by the chunk. In case of errors, dofile propagates the error to its caller (that is, dofile does not run in protected mode).


   我们下来编写的解析器也是以.lua脚本形式保存，然后在init.lua文件末尾中添加一个dofile调用即可。
2. 需要解析的自定义协议

   假设我们需要基于UDP协议实现一种根据员工ID查询员工姓名的信息服务，客户端向服务器端的12345端口发送QueryRequest，服务器返回应答QueryResponse，数据结构如下：
	消息名称
	消息结构

	QueryRequest
	Uint16 usMsgType;    //消息类型, 查询请求=0

Uint32 uiEmployeeID;  //员工工号

	QueryResponse
	Uint16 usMsgType;     //消息类型，查询应答=1

Uint32 uiEmployeeID;   //员工工号

Uint16 usQueryResult;  //查询操作结果，成功=0, 失败=1

Char[32] szEmployeeName; //查询结果，如果成功，填写员工姓名；
否则填写失败原因


   假设员工数据库信息有两条记录如下：

	员工ID
	员工姓名

	1
	Liu Dehua

	2
	Zhang Xueyou


将上述协议实现之后，服务器端部署在192.168.56.1， 客户端在192.168.56.22。以下就是启动1次查询过程的Wireshark抓包结果：
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上图是QueryRequest消息，uEmployeeID指定为1。
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上图是QueryResponse消息，返回uEmployeeID=1的查询结果。
从上面2个图可见，Wireshark已经自动地把以太网帧、IP报文、UDP数据报都解析出来，唯独我们自定义协议的消息无法解析，以Data来显示。把上述抓包结果保存到一个pcap文件中。下面我们逐步实现对该协议的解析。
3. Wireshark的lua函数接口
3.1. Proto 协议
在Wireshark中Proto主要用途是声明一个新的协议，进而可以给它编写解析器函数。

3.1.1. Proto.new：声明一个新的协议

例如：

	my_proto = Proto ("myProto","My Protocol for Query Employee","My Self-defined Protocol")


3.1.2. proto.dissector：解析器函数
例如：

	function my_proto.dissector(buffer,pinfo,tree)
    pinfo.cols.protocol:set("myProto")

    pinfo.cols.info:set("This is a message of myProto")

end


dissector函数的第一个参数buffer对应需要解析的二进制码流，第二个参数pinfo对应Packet List窗口的信息，tree是Packet Details窗口的树结构，如下图所示：
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Wireshark已经为我们提供了处理这三个参数的接口了。有关buffer的lua API，可以参考官方手册“11.12.  Functions for handling packet data”，如下图所示：
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有关pinfo的lua API，可以参考官方手册“11.9.  Obtaining packet information ”，如下图所示：
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有关tree的lua API，可以参考官方手册“11.11.  Adding information to the dissection tree”，如下图所示：
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把上述代码保存到一个d:/myproto.lua脚本中，并在init.lua脚本中末尾增加一句：

	dofile("d:/ myproto.lua")


然后启动Wireshark程序，就可以在协议列表中找到我们定义的协议了，如下图所示：
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3.2 ProtoField 协议字段(域)
   但凡协议都有具体的字段，Wireshark提供了25种函数可以创建各种类型字段（详细请参考帮助文档11.10.6. ProtoField）。我前面定义的协议字段类型很简单，只有16位无符号整数、32位无符号整数、32字符长度的字符串三种。下面是各字段的具体lua代码实现：
	   字段定义
	Lua定义

	Uint16 usMsgType
	local f_usMsgType = ProtoField.uint16(“usMsgType”, “MsgType”, base.DEC,{ [0] = " QueryRequest ", [1] = " QueryResponse "})

	Uint32 uiEmployeeID
	local f_uiEmployeeID = ProtoField. uint32(“uiEmployeeID”, “EmployeeID”, base.DEC)

	Uint16 usQueryResult
	local f_usQueryResult = ProtoField. uint32(“usQueryResult”, “QueryResult”, base.DEC,{ [0] = " Success ", [1] = " Failed "})

	Char[32] szEmployeeName
	local f_szEmployeeName = ProtoField. string (“szEmployeeName”, “EmployeeName”)


然后我们把这些字段加到前面定义的Proto中去：
	my_proto.fields = { f_usMsgType, f_uiEmployeeID, f_usQueryResult, f_szEmployeeName }


把上述代码追加到d:/myproto.lua脚本中，重启Wireshark就可以看到MYPROTO协议已经具有4个字段了：
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我们还可以在主窗口的“显示过滤表达式”快捷方式中，指定上述字段来做过滤：
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如下图所示，左侧Field name窗口中选择了usMsgType后，右侧显示了我们前面预定义的两个取值：
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3.2. DissectorTable 协议解析器表
DissectorTable就是若干协议解析器(Dissector)汇集成Table，Wireshark默认支持了一系列Dissector和DissectorTable，在主菜单“Internals > Dissector tables”可以查看当前已支持的DissectorTable，如下图所示：
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图中所示的UDP port就是一个DissectorTable，它底下包含很多不同端口号，根据具体UDP端口号调用具体Dissector来解析协议消息。例如UDP端口号69是TFTP协议采用的知名端口，Wireshark遇到这种消息将自动调用TFTP协议解析器来处理。本文介绍的自定义协议基于UDP端口号12345，所以我也把它添加到UDP port这个DissectorTable下。
3.2.1. DissectorTable.get：返回指定的DissectorTable实例
下面的代码首先通过DissectorTable.get获取了“udp.port”表：
	Local udp_port_table = DissectorTable.get("udp.port")


3.2.2 dissectortable:add：向DissectorTable实例中添加dissector
	Local my_port = 12345

Udp_port_table:add(my_port, my_proto)


把上述代码追加到d:/myproto.lua脚本中，重启Wireshark就可以看到MYPROTO已经增加UDP port下面：
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  不但如此，我们打开前面抓包的文件，可以看到有些东西悄悄变化了：
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  说明前面的解析器函数已经被正确调用了，至此我们已经完成了一个解析器雏形。下面将完善解析器函数，使之真正能够解析协议消息。
4. 自定义协议的解析器函数
   我们要怎么呈现解析结果呢？看看下图是Wireshark默认对UDP协议的解析结果：
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我们自定义协议的解析也将生成一个类似的树状结构。前面我们已经写了一个简单的my_proto.dissector函数函数如下所示：
	function my_proto.dissector(buffer,pinfo,tree)
    pinfo.cols.protocol:set("myProto")

    pinfo.cols.info:set("This is a message of myProto")

end


参数tree就是我们要构造的树状结构的根节点，通过下面两句代码添加一个子节点代表自定义协议：
	local buffer_len = buffer:len()

local myProtoTree = tree:add(my_proto, buffer(0, buffer_len), "My Protocol for Query Employee Information")


第1句表示获取buffer参数的字节长度；第二句调用了tree:add方法创建一个子节点并复制给myProtoTree，第1个参数是协议，第2个参数是buffer数据范围, 第3个参数是子节点的标题，作用类似于”User Datagram Protocol ….”那一行。
    下面是解析第1个字段”消息类型”的代码：
	local offset = 0
local usMsgType = buffer(offset,2):le_uint()

if usMsgType <= 1 then

myProtoTree:add_le(f_usMsgType, buffer(offset,2))

else

pinfo.cols.info:set("Invalid MessageType("..usMsgType .. ")")

return

end

offset = offset + 2


第1句定义一个局部变量offset表示当前字段在buffer缓冲区的偏移量，后续每解析一个字段都要设置一下偏移量。第2句表示获取buffer的前2个字节并按小字节序将之转换成无符号整数；下来是根据usMsgType取值范围做一个简单的有效性判断，如果小于等于1就在树状结构下增加一个节点，否则就打印非法消息类型并立即退出。
    下面解析是第2个字段“员工工号”的代码：
	myProtoTree:add_le(f_uiEmployeeID, buffer(offset,4))

offset = offset + 4

if usMsgType == 0 then

   return

end


第1句继续增加了一个节点，获取buffer的下4个字节，然后按小字节序将之转换成无符号整数复制给f_uiEmployeeID；第3句判断如果当前消息是QueryRequest，则解析完成。

下面解析是QueryResponse的第3个字段“查询操作结果”的代码：

	myProtoTree:add_le(f_usQueryResult, buffer(offset,2))

offset = offset + 2


下面解析是QueryResponse的第4个字段“查询结果”的代码：
	myProtoTree:add(f_szEmployeeName, buffer(offset,buffer_len - offset))

return


    把上述代码添加到my_proto.dissector末尾，然后重启Wireshark打开抓包文件。这个时候解析自定义协议的结果如下：
QueryRequest消息的解析：
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QueryResponse消息的解析：
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至此，我们完成了一个简单的自定义协议解析插件。
   回顾一下，发现上图每一行的Info列都只是打印“This is a message of myProto”显得呆板哈，何不打印些有用的信息呢？所以稍加改进就显示如下：
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5. 附件
本文完成的lua脚本：
[image: image18.emf]name_service.lua


本机Wireshark的init.lua脚本：
[image: image19.emf]init.lua


本文自定义协议的抓包文件：
[image: image20.emf]name_service.pcap


本文自定义协议的服务器端和客户端ruby实现：
[image: image21.emf]name_service_serv er.rb
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_1389637815/Init.lua
-- init.lua
--
-- initialize wireshark's lua
--
--  This file is going to be executed before any other lua script.
--  It can be used to load libraries, disable functions and more.
--
-- $Id: template-init.lua 38854 2011-09-01 23:55:08Z gerald $
--
-- Wireshark - Network traffic analyzer
-- By Gerald Combs <gerald@wireshark.org>
-- Copyright 1998 Gerald Combs
--
-- This program is free software; you can redistribute it and/or
-- modify it under the terms of the GNU General Public License
-- as published by the Free Software Foundation; either version 2
-- of the License, or (at your option) any later version.
--
-- This program is distributed in the hope that it will be useful,
-- but WITHOUT ANY WARRANTY; without even the implied warranty of
-- MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.  See the
-- GNU General Public License for more details.
--
-- You should have received a copy of the GNU General Public License
-- along with this program; if not, write to the Free Software
-- Foundation, Inc., 59 Temple Place - Suite 330, Boston, MA  02111-1307, USA.

-- Set disable_lua to true to disable Lua support.
disable_lua = false

if disable_lua then
    return
end

-- If set and we are running with special privileges this setting
-- tells whether scripts other than this one are to be run.
run_user_scripts_when_superuser = false


-- disable potentialy harmful lua functions when running superuser
if running_superuser then
    local disabled_lib = {}
    setmetatable(disabled_lib,{ __index = function() error("this package has been disabled") end } );

    dofile = function() error("dofile has been disabled") end
    loadfile = function() error("loadfile has been disabled") end
    loadlib = function() error("loadlib has been disabled") end
    require = function() error("require has been disabled") end
    os = disabled_lib
    io = disabled_lib
    file = disabled_lib
end

-- to avoid output to stdout which can cause problems lua's print ()
-- has been suppresed so that it yields an error.
-- have print() call info() instead.
if gui_enabled() then
    print = info
end

-- -- Wiretap encapsulations
wtap = {
	["UNKNOWN"] = 0,
	["ETHERNET"] = 1,
	["TOKEN_RING"] = 2,
	["SLIP"] = 3,
	["PPP"] = 4,
	["FDDI"] = 5,
	["FDDI_BITSWAPPED"] = 6,
	["RAW_IP"] = 7,
	["ARCNET"] = 8,
	["ARCNET_LINUX"] = 9,
	["ATM_RFC1483"] = 10,
	["LINUX_ATM_CLIP"] = 11,
	["LAPB"] = 12,
	["ATM_PDUS"] = 13,
	["ATM_PDUS_UNTRUNCATED"] = 14,
	["NULL"] = 15,
	["ASCEND"] = 16,
	["ISDN"] = 17,
	["IP_OVER_FC"] = 18,
	["PPP_WITH_PHDR"] = 19,
	["IEEE_802_11"] = 20,
	["PRISM_HEADER"] = 21,
	["IEEE_802_11_WITH_RADIO"] = 22,
	["IEEE_802_11_WLAN_RADIOTAP"] = 23,
	["IEEE_802_11_WLAN_AVS"] = 24,
	["SLL"] = 25,
	["FRELAY"] = 26,
	["FRELAY_WITH_PHDR"] = 27,
	["CHDLC"] = 28,
	["CISCO_IOS"] = 29,
	["LOCALTALK"] = 30,
	["OLD_PFLOG"] = 31,
	["HHDLC"] = 32,
	["DOCSIS"] = 33,
	["COSINE"] = 34,
	["WFLEET_HDLC"] = 35,
	["SDLC"] = 36,
	["TZSP"] = 37,
	["ENC"] = 38,
	["PFLOG"] = 39,
	["CHDLC_WITH_PHDR"] = 40,
	["BLUETOOTH_H4"] = 41,
	["MTP2"] = 42,
	["MTP3"] = 43,
	["IRDA"] = 44,
	["USER0"] = 45,
	["USER1"] = 46,
	["USER2"] = 47,
	["USER3"] = 48,
	["USER4"] = 49,
	["USER5"] = 50,
	["USER6"] = 51,
	["USER7"] = 52,
	["USER8"] = 53,
	["USER9"] = 54,
	["USER10"] = 55,
	["USER11"] = 56,
	["USER12"] = 57,
	["USER13"] = 58,
	["USER14"] = 59,
	["USER15"] = 60,
	["SYMANTEC"] = 61,
	["APPLE_IP_OVER_IEEE1394"] = 62,
	["BACNET_MS_TP"] = 63,
	["NETTL_RAW_ICMP"] = 64,
	["NETTL_RAW_ICMPV6"] = 65,
	["GPRS_LLC"] = 66,
	["JUNIPER_ATM1"] = 67,
	["JUNIPER_ATM2"] = 68,
	["REDBACK"] = 69,
	["NETTL_RAW_IP"] = 70,
	["NETTL_ETHERNET"] = 71,
	["NETTL_TOKEN_RING"] = 72,
	["NETTL_FDDI"] = 73,
	["NETTL_UNKNOWN"] = 74,
	["MTP2_WITH_PHDR"] = 75,
	["JUNIPER_PPPOE"] = 76,
	["GCOM_TIE1"] = 77,
	["GCOM_SERIAL"] = 78,
	["NETTL_X25"] = 79,
	["K12"] = 80,
	["JUNIPER_MLPPP"] = 81,
	["JUNIPER_MLFR"] = 82,
	["JUNIPER_ETHER"] = 83,
	["JUNIPER_PPP"] = 84,
	["JUNIPER_FRELAY"] = 85,
	["JUNIPER_CHDLC"] = 86,
	["JUNIPER_GGSN"] = 87,
	["LINUX_LAPD"] = 88,
	["CATAPULT_DCT2000"] = 89,
	["BER"] = 90,
	["JUNIPER_VP"] = 91,
	["USB"] = 92,
	["IEEE802_16_MAC_CPS"] = 93,
	["NETTL_RAW_TELNET"] = 94,
	["USB_LINUX"] = 95,
	["MPEG"] = 96,
	["PPI"] = 97,
	["ERF"] = 98,
	["BLUETOOTH_H4_WITH_PHDR"] = 99,
	["SITA"] = 100,
	["SCCP"] = 101,
	["BLUETOOTH_HCI"] = 102,
	["IPMB"] = 103,
	["IEEE802_15_4"] = 104,
	["X2E_XORAYA"] = 105,
	["FLEXRAY"] = 106,
	["LIN"] = 107,
	["MOST"] = 108,
	["CAN20B"] = 109,
	["LAYER1_EVENT"] = 110,
	["X2E_SERIAL"] = 111,
	["I2C"] = 112,
	["IEEE802_15_4_NONASK_PHY"] = 113,
	["TNEF"] = 114,
	["USB_LINUX_MMAPPED"] = 115,
	["GSM_UM"] = 116,
	["DPNSS"] = 117,
	["PACKETLOGGER"] = 118,
	["NSTRACE_1_0"] = 119,
	["NSTRACE_2_0"] = 120,
	["FIBRE_CHANNEL_FC2"] = 121,
	["FIBRE_CHANNEL_FC2_WITH_FRAME_DELIMS"] = 122,
	["JPEG_JFIF"] = 123,
	["IPNET"] = 124,
	["SOCKETCAN"] = 125,
	["IEEE802_11_NETMON_RADIO"] = 126,
	["IEEE802_15_4_NOFCS"] = 127,
	["RAW_IPFIX"] = 128,
	["RAW_IP4"] = 129,
	["RAW_IP6"] = 130,
	["LAPD"] = 131,
	["DVBCI"] = 132,
	["MUX27010"] = 133
}


--  -- Field Types
ftypes = {
	["NONE"] = 0,
	["PROTOCOL"] = 1,
	["BOOLEAN"] = 2,
	["UINT8"] = 3,
	["UINT16"] = 4,
	["UINT24"] = 5,
	["UINT32"] = 6,
	["UINT64"] = 7,
	["INT8"] = 8,
	["INT16"] = 9,
	["INT24"] = 10,
	["INT32"] = 11,
	["INT64"] = 12,
	["FLOAT"] = 13,
	["DOUBLE"] = 14,
	["ABSOLUTE_TIME"] = 15,
	["RELATIVE_TIME"] = 16,
	["STRING"] = 17,
	["STRINGZ"] = 18,
	["EBCDIC"] = 19,
	["UINT_STRING"] = 20,
	["ETHER"] = 21,
	["BYTES"] = 22,
	["UINT_BYTES"] = 23,
	["IPv4"] = 24,
	["IPv6"] = 25,
	["IPXNET"] = 26,
	["FRAMENUM"] = 27,
	["PCRE"] = 28,
	["GUID"] = 29,
	["OID"] = 30,
	["EUI64"] = 31
}


-- -- Display Bases
 base = {
	["NONE"] = 0,
	["DEC"] = 1,
	["HEX"] = 2,
	["OCT"] = 3,
	["DEC_HEX"] = 4,
	["HEX_DEC"] = 5,
}



-- -- Expert flags and facilities
PI_SEVERITY_MASK = 15728640
PI_CHAT = 2097152
PI_NOTE = 4194304
PI_WARN = 6291456
PI_ERROR = 8388608
PI_GROUP_MASK = 4278190080
PI_CHECKSUM = 16777216
PI_SEQUENCE = 33554432
PI_RESPONSE_CODE = 50331648
PI_REQUEST_CODE = 67108864
PI_UNDECODED = 83886080
PI_REASSEMBLE = 100663296
PI_MALFORMED = 117440512
PI_DEBUG = 134217728
PI_PROTOCOL = 150994944
PI_SECURITY = 167772160




-- -- menu groups for register_menu
MENU_ANALYZE_UNSORTED = 0
MENU_ANALYZE_CONVERSATION = 1
MENU_STAT_UNSORTED = 2
MENU_STAT_GENERIC = 3
MENU_STAT_CONVERSATION = 4
MENU_STAT_ENDPOINT = 5
MENU_STAT_RESPONSE = 6
MENU_STAT_TELEPHONY = 7
MENU_TOOLS_UNSORTED = 8


-- other useful constants
GUI_ENABLED = gui_enabled()
DATA_DIR = datafile_path()
USER_DIR = persconffile_path()

--dofile(DATA_DIR.."console.lua")
--dofile(DATA_DIR.."test.lua")
--dofile(DATA_DIR.."DissectorTable.lua")
--dofile(DATA_DIR.."dtd_gen.lua")
dofile("d:/name_service.lua")




_1389638037/name_service_client.rb
$: << "/usr/lib/ruby/gems/1.8/gems/bindata-1.4.3/lib/"

require 'socket'

require 'bindata'



class CQueryRequest < BinData::Record

    Uint16le :usMsgType;

    Uint32le :uEmployeeID;

    

    def to_s()

        "usMsgType=#{usMsgType},uEmployeeID=#{uEmployeeID}"

    end

end



class CQueryResponse < BinData::Record

    Uint16le :usMsgType;

    Uint32le :uEmployeeID;

    Uint16le :usQueryResult;

    string :szEmployeeName, :length => 32

    

    def to_s()

        "uEmployeeID=#{uEmployeeID},szEmployeeName=#{szEmployeeName}"

    end

end





ip = "192.168.56.1"

port =12345



req = CQueryRequest.new

req.usMsgType = 0

req.uEmployeeID = ARGV[0].to_i



sock = UDPSocket.open

sock.bind("192.168.56.22", 23456)

sock.connect(ip, port)

sock.send(req.to_binary_s, 0)

resp_byes, peer = sock.recvfrom(40)

resp = CQueryResponse.new

resp.read(resp_byes)

puts resp

sock.close




_1389638038/name_service_server.rb
##

require 'socket'

require 'bindata'



hashEmployees = {1 => "Liu Dehua", 2=> "Zhang Xueyou"}



class CQueryRequest < BinData::Record

    Uint16le :usMsgType;

    Uint32le :uEmployeeID;



    def to_s()

        "usMsgType=#{usMsgType},uEmployeeID=#{uEmployeeID}"

    end

end



class CQueryResponse < BinData::Record

    Uint16le :usMsgType;

    Uint32le :uEmployeeID;

    Uint16le :usQueryResult;

    string :szEmployeeName, :length => 32

    

    def to_s()

        "uEmployeeID=#{uEmployeeID},szEmployeeName=#{szEmployeeName}"

    end

end



ip = "192.168.56.1"

port =12345

server = UDPSocket.open

server.bind(ip, port)

1000.times do 

  req_bytes, peer =  server.recvfrom(48)

  req = CQueryRequest.new

  req.read(req_bytes)

  puts req

  $stdout.flush

  

  query_op_result = 1

  query_name_result = "the EmployeeID does not exist"

  if hashEmployees.has_key?(req.uEmployeeID)

      query_op_result = 0

      query_name_result = hashEmployees[req.uEmployeeID]

  end

  

  resp = CQueryResponse.new

  resp.usMsgType = 1

  resp.uEmployeeID = req.uEmployeeID

  resp.usQueryResult = query_op_result

  resp.szEmployeeName = query_name_result 

  server.connect(peer[-1], peer[1])

  server.send(resp.to_binary_s, 0)

end

server.close








_1389637913/name_service.pcap

_1389637742/name_service.lua
my_proto = Proto ("myProto","My Protocol for Query Employee","My Self-defined Protocol")

local f_usMsgType = ProtoField.uint16("usMsgType", "MsgType", base.DEC,{ [0] = "QueryRequest", [1] = "QueryResponse"})

local f_uiEmployeeID = ProtoField.uint32("uiEmployeeID", "EmployeeID", base.DEC)

local f_usQueryResult = ProtoField.uint32("usQueryResult", "QueryResult", base.DEC,{ [0] = "Success", [1] = "Failed"})

local f_szEmployeeName = ProtoField.string("szEmployeeName", "EmployeeName")

my_proto.fields = { f_usMsgType, f_uiEmployeeID, f_usQueryResult, f_szEmployeeName }



local arrMsgType = {

  [0] = "QueryRequest",

  [1] = "QueryResponse",

}



function my_proto.dissector(buffer,pinfo,tree)

    pinfo.cols.protocol:set("myProto")

    --pinfo.cols.info:set("This is a message of myProto")



	local buffer_len = buffer:len()

	local myProtoTree = tree:add(my_proto, buffer(0, buffer_len), "My Protocol for Query Employee Information")



	local offset = 0



	local usMsgType = buffer(offset,2):le_uint()

    if usMsgType <= 1 then

	    myProtoTree:add_le(f_usMsgType, buffer(offset,2))

	else

	   pinfo.cols.info:set("Invalid MessageType("..usMsgType .. ")")

	   return

	end

    offset = offset + 2



	local uiEmployeeID = buffer(offset,4):le_uint()

	local elem_EmployeeID = myProtoTree:add_le(f_uiEmployeeID, buffer(offset,4))

	offset = offset + 4

	pinfo.cols.info:set(arrMsgType[usMsgType] .. " for EmployeeID=" .. uiEmployeeID)

	if usMsgType == 0 then

       return

	end



	myProtoTree:add_le(f_usQueryResult, buffer(offset,2))

    offset = offset + 2



	myProtoTree:add(f_szEmployeeName, buffer(offset,buffer_len - offset))





    return

end



local udp_port_table = DissectorTable.get("udp.port")

local my_port = 12345

udp_port_table:add(my_port, my_proto)




