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from datetime import datetime

from Crypto. PublicKey import RSA

from Crypto.Signature import PKCS1 vl 5
from Crypto.Hash import SHA256

from urllib. parse import quote plus

from base64 import decodebytes, encodebytes
import json

class AliPay(object):

nnne

AT E AT O (PC I 3 A H21T)
def init (self, appid, app notify url, app private key path,
alipay public key path, return url, debug=False):
self. appid = appid
self.app notify url = app notify url
self. app private key path = app private key path
self. app private key = None
self. return url = return url
with open(self.app private key path) as fp:
self.app private key = RSA. importKey (fp. read())
self.alipay public key path = alipay public key path
with open(self.alipay public key path) as fp:
self.alipay public key = RSA. importKey (fp. read())
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if debug is True:
self. gateway =
"https://openapi. alipaydev. com/gateway. do”
else:
self. gateway = “https://openapi.alipay. com/gateway. do”

def direct pay(self, subject, out trade no, total amount,
return url=None, *¥kwargs):
biz content = {
“subject”: subject,
“out trade no”: out trade no,
“total amount”: total amount,
“product _code”: “FAST INSTANT TRADE PAY”,
# “qr pay mode”:4

biz content. update (kwargs)

data = self.build body(“alipay. trade. page. pay”, biz content,
self. return url)

return self.sign data(data)

def build body(self, method, biz content, return url=None):
data = {
“app id”: self.appid,
"method”: method,
“charset”: “utf-87,
“sign type”: “RSA2”,
“timestamp”:
datetime. now (). strftime ("%Y—%m—%d %H:%M:%S”),
"version”: ”71.07,
"biz content”: biz content

if return url is not None:
datal”notify url”] = self.app notify url
datal”return url”] = self.return url

return data

def sign data(self, data):
data. pop (“sign”, None)
# HET e R A

unsigned items = self.ordered data(data)
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unsigned string = “&”. join (" {0}={1}". format (k, v) for k, v in
unsigned items)

sign = self. sign(unsigned string. encode ("utf-8”))

# ordered items = self.ordered data(data)

quoted string = “&”. join("{0}={1}". format (k, quote plus(v))
for k, v in unsigned items)

# PSR AT G R
signed string = quoted string + “&sign=" + quote plus(sign)
return signed string

def ordered data(self, data):
complex keys = []
for key, value in data.items():
if isinstance (value, dict):
complex keys. append (key)

# OB SRR BEE dump H SR
for key in complex keys:
datalkey] = json.dumps(datalkey], separators=(C,’, ':’))

return sorted([(k, v) for k, v in data.items()])

def sign(self, unsigned string):
# R R4
key = self.app private key
signer = PKCS1 v1 5. new(key)
signature = signer. sign(SHA256. new(unsigned string))
# base64 #id, 4N unicode FnFHFEERIEIZE
sign = encodebytes (signature). decode ("utf8”). replace(”"\n”,

” //)

return sign

def verify(self, raw content, signature):
# R R4
key = self.alipay public key
signer = PKCS1 v1 5. new(key)
digest = SHA256. new ()
digest. update (raw content. encode (“utf8”))
if signer. verify(digest,
decodebytes (signature. encode ("utf8”))) :
return True
return False
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def verify(self, data, signature):
if ”“sign type” in data:
sign type = data.pop(“sign type”)
# HEF e R E
unsigned items = self.ordered data(data)
message = “&”. join(u” {}={}". format (k, v) for k, v in
unsigned items)
return self. verify(message, signature)
23
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<!DOCTYPE html>
<html lang="en”>
<head>
<{meta charset="UTF-8">
<title>Title</title>
<{link rel="stylesheet” href="dist/css/bootstrap. css”>
<{/head>
<body>
{form method="POST”>
{% csrf token %}
{input type="text” name="money”>
dinput type="submit” value="Z:f}" />
<{/form>

{script><{/script>

</body>

</html>

ERY

=

ERY

from django. shortcuts import render, redirect, HttpResponse
from utils. pay import AliPay

import json

import time

def ali():

# YA HLAL
https://openhome. alipay. com/platform/appDaily. htm?tab=info

app_id = 72016092300580099”

# ST EUWEIH A S, SR KPRNER, —A get 153K, — post
BN
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# POST if=k, HHT &5 0

notify url = “http://47.52.195. 206:80/page2/”

# notify url = “http://www. wupeiqi. com: 8804/page2/”

# GET iRk, HT 0l pIskis @s

return url = “http://47.52.195. 206:80/page2/”

# app AFH, —EARE

merchant private key path = “keys/app private 2048. txt”
# XATEAH

alipay public key path = “keys/alipay public 2048. txt”

# AR AliPay BN R
alipay = AliPay(
appid=app id,
app notify url=notify url,
return url=return url,
app private key path=merchant private key path,
alipay public key path=alipay public key path, # ZftFEHIA
B, Wi AEREEEEH, A2RECHAH
debug=True, # ZRi\ False,
)

return alipay

def pagel (request) :
if request.method == "GET”:

return render (request, ' pagel.html’)
else:

money = float (request. POST. get (" money’))

B ARG

alipay = ali()

# AR urd

# SR direct pay

query params = alipay.direct pay (
subject="JUUKUKhRE JB e GE”, # 7 o ] L dfid
out trade no="x2” + str(time.time()), # KRS
total amount=money, # R Z & (FAhi: Ju R AL/

pay url =
"https://openapi. alipaydev. com/gateway. do? {} 7. format (query params)

print (pay url)

# EX ML R get TESK

return redirect (pay url)
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def page2(request) :

alipay = ali()
if request.method == “"POST”:

# ORI S AT R

# RVERMAPSRITE R B EEE: RE/T 3RS
from urllib. parse import parse gs

body str = request.body. decode C utf-8")
print (body str)

post data = parse gs(body str)

print (post data)

post dict = {}

for k, v in post data.items():
post dict[k] = v[0]

print (post dict)

sign = post dict.pop( sign’, None)
status = alipay. verify(post dict, sign)
print C POST 4&4F’, status)

return HttpResponse C POST i [=]’)

else:

params = request. GET. dict ()

sign = params. pop( sign’, None)
status = alipay. verify (params, sign)
print C GET %ilF’, status)

return HttpResponse  SZAF 2’ )
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@ Manage.py

return_url =

=return_url

=merchant pri
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