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ADAS izt izl 28

¢ {ESE: REE

L H 414
VRU: VulnerableRoadUsers, & ## ## F %, @FEATA. AR E,

RT-Range: B, AT EXLHWALE. BH. #E. 7HEELE, WK+ FE
FEIHEZ B WA RS, #E Y LUEEEMERFE &K RT-Range.

LaunchPad: LunchPad & —NF[WEshed R, ETANMEN . BHE, LHH L%
BABRE, ANAEREEHENBABREEA, FIRTURRETHAER ., HE.,
fLfa%ER.

B K
BE®R/ENS

BRIEMEE xx 41 ADAS B H, FEEENF I MNE, VINREZEZRZER
B PATENR(TEAE: REMNRAG ., 1FFE. L7, RERENLHFI%S N
HE, BEFEHEE, ARZH, HEZH, TEBE, REETE), ZEREREN
RAG R A EEZRBFIR, WA T RETERPTURMRREN RS . V2 P& A
Amwm%%%%%mWﬁmmmmomAMMBﬁnmw%)ﬁAM&&%%%Ew
RABI R R V2 Ir-BREBEITT L RAE A 2 A V2.1,V2.2,V23, HERBRETE, M0
B4 BUED 4 U R B R HEUAR R RO AT . MR ERT -
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2.50H A R R RERFT R 2

fl: OF & (FHL. BREEL, BOLFRL)
@FF & (RGTIT R/ F AT R/ R BB AT K/ B3E & 8 TF R/ AFTT D
@M Rl EFARK, RREE) 30 AxA
MR I NEF R, 5N P
BN ZEWE, PR FHRAT
RREHE: RE/FWEE, JHTL

@FF FIZE F O
MR EE TERAAX
Al
1) ARYETh §E Fh 30 Ao 5 SR 52 AR A R 25 Mk B8 IR A 9] B4 2R % % AR, .3 Camera, Radar,
Lidar %

2) TRIMA T ZRRE, BEEHAH, MR, AR LH%;

3)  RAENA BT R A R A

4) fEJ CAN T A 5t i fh R M aB MK 4 R AT

5 RE A REM G NIR B E T F

6) RAZMR A 7 K F KA 5 R AEB/ACC/LKA 4 oy 88 3R AL 38 6 4% 4| B & A s
T RET R E T RE MR X 2 H

8)  ARIEMIA M I 5E Ak 2 B F IR

9) RN AL R oA I IR 5] R

100 R E B dmEl. FF,

1D AREFHEY R GEHEN R T, CREBNRKE AL, R E %N RS

12) AT B B A, xR A R AT 2k BB AR R
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13) Y BY BT & B A #EAT B A 3 A B 2 R 3L 5

14) ZREFAFZEHEMES, 0 VRURRFEF A H . Lidar £ 3
FHORE . FRBEFEMRE

il
D HAFRARMR TEERERE, RBEMNRKEER, WK HIoMFNR T

A
/

2) HFREILENMIMRELR, BT R EANH ARG HRS;
3) MATLAB/simulink/carsim 5 & 7o A % 15 2/ 5 A0 5] 7] 5 09 724
4) FIJ carsim 7 simulink 58 52 2 2 4% A 74 AL 3 {5 B AL
5) £/ PID/LQR % #&#E# H R RA LA EEREFB A6,

4.77 B J& 2

#l: ADAS AITREI X EHE—F+E|24 %,

5.0 R M4 A

ORBE®. REMAE;
QRBEE(EERNFREL, EXF%, BFH, BERRF);

Bl: ZWAS, FREBRA. PTERA. BERMBERA, KRRWEFMEE
@RI A E, A, AR;

@RBIFE(RA, LR, BEFEL);

ORI 4 R (AR A F| & 4 R 5] 52 Fr il 89 46 R 4.«
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& R 2 M BRI

LIRS

Bl: BAMEFR, REFRKTEMAEREEENXAFNRE FTF, K%
A %, AENR R R ERH LA E, R R = B R ARG AR B & H A A
Re R, FREAENEREFRCERFLZRANARFREAMCE, WEZKKEF
B MRELZFEAMNREAL L, BAFL-—BREREFN, AFEMRZEN, FEEN
AEMREET, FAEFURFLET, AR L EM T L X AE RS, X launchpad,
BABE%, RTost 2L ENAFABRAT. (V2 HBHESDENANTFEFLRE
RBEF, WNMBERF/PTERHCEE REKRF)

2LEMKK L FEREEE

B FES. EREZENL. ERELEHE. FRELR. BIF
(12V/24V/220V) . backbone (% #/% T ¥ ). ChassisCAN (JE#) W % # % Z iz 5 3|

3.90 8 B 4741 7 Lk RT-Range

AAEERFERAE, TAPRFER N ZBA/ME AT F K E LaunchPAD £, ¥ LL
REE &R/ AFE R

4. R BHEREE AW?

EELELIAE. F1. REFLR, KIETURRAIXEEE, KRNI
CAN THFFH &KE, HRNARAGIS S RIAT, FESREART, ERFH, REK
R .

5. %l By A
Radar: CANOE T A, FAMH EMALKFRRAHNIE), UWRKERTFHTRE L,
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GEMTATFILEN)

Lidar: AT R T EoRS2 0w = B R B R e

6.1% R A M gL JAA L 7 2

* & F Wireshark .

ZEREEFRL OFOV (aFE#EZF/QF, TANHRE/ERFRE)
QnHmE (BB HEE, ABESHE. ZELSHE)
@#A&RE (FL., B . HiE. &, cutln, cutOut)
OHRTHEMNEE TA. ARE. BEFE)

Bt E L W, ANEY, mEEE. FELES. KEAEHE. 5. #1F

F|fh ek FHLIRG. B ERARAE, ARG ZREE L

TEAERBERME, ARER

ZERKEFL OFOV (aH#F#EF/INQF, TANHRE/ERE)
QaHE BEIHEE, AEIHE. BEFHE)
@FARE (FH, m¥E, HHE., T#. cutln, cutOut)
@OxTFEMNEE TA. ARE. BFE)
B EFL W, AE. mEEE. HLES. REAEE. R, #F
H| ek FHLIRG. B ERRRAE, Rt ZREE L
8.5 REMB K
H| ek Bt EFL ZEREE L A R
Camrea Lidar Radar
B FE B 3 I W
BB o gE W WK
£ o jE WKW ke
RN E y*e w
TR 37X I< I A g+ I
EH KA A g+ w
T AFI A YW 3 I W X
B AR A v X X X
1t # Mk 3K 3D R4 2 K& M7 48 2% /8 =\ JE
1 & A
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IEREREFENZ?

MAMEECFENE, TERZEFANHAXGENANERE, ANFEECHE, A
W B R R CL A AT R .

Bl: xx kB FANTZEANZE TR ZRM, TBREUUREE, £FHE
BORAT RE— & 16 SH BB ARAT, FEAHFFETLE 16 HH B4 T LB BT 2
EE 100%. BEHEKXWITZA NS EMSISRE, REMEHNEZETAA, —IM2HERKR
B, —IMERELFR, FERENTRRAN/SSBUERE, ANZEKKTAEE, B
HEN AR GHNR A LI WA EH AT R Tk, Wik T R R8T,

10,255 R EWTHIH? BIFRR—BRER?

£ ADAS MK — &R —RALEFLFR, x AW, yHwHALZ, 2L, ¥A
HWARERAEN/ EHT R (RERRT), AR T (FRE)

TLJOE & 34 o5 v A 46 i) A 2
ORBRESEEFRUANETRERETHALTEM, WEHEAALR,
QMU ERESHATARST,

@mEE T AL A EBIFRESH A, Hdr, HREFN,
@FERXES TR RERT RS,

2.5 FE oL (hi )
Bk OWMETHEN CAN E S HER S,
@ERTRWFEHEE.
ZREFIL: B CAN B4 % T A X HE .. (F4EH X A bIf, binarylogfile,—ff =

B ) )
BWMAEFEL: UAW. (CANFEREERARE IMs,BATFLA=HEEA, HIA
PLA B
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CAN RARAEHMEER IMS,UUAR 10M/s, ZXHFLARENEELER/RA, X
—BHBEBAMBMILTK, FTULCANEHA, ERALTLANAEHEBEELR, XT—HoHEK
A JLENREAE, FFULALARN; LIN #ERAJL+ kb/s, —FHE: 11, FEEE, E
., =i, BEE,

BEEQIFTAHHLTE? WXFARL? w2472

B H AT £ B F FRERENEEM LA IR Z Dx/Dy/Vx/Vy (& I 1 72 8 A A& I ]
RE), HEFHME. F£.

AR AE: B8 CANOE THE & A\ dbe X, @# % & dbe, K& dbe, EME
dbc % (dbc B2 CAN £ F, EEANT TR, MXENNETHEXRIHA%ER),

S5 F MR R £ B HIEOIf 8 R) B T B4k osv R T, Z 5 csv X ik
AEMEAMEALE, TEZRAWEE LEE, #ITHR, HEFHERT £,

4.5FELHT, RESPEARW
fl. BEIREE0.Tm ZH.

15. 0K X KRR EK
— M REFEHN AR THATH, MANEEESRAWER: LHEEE KT
20000lux, 7% |83 K BESE E A E T 11lux, A-F&E AT 1km.

B[ %% C-NCAP2021; W/ B TAREEREESHIARTHERIALE, LoE LY
FREKEZMHAA.

16. [E V3 3 5% w&
RIEERMRE RS E TERBWEGERIRE, ik A8 03K F 5 247
ENERFEe
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17. % RBM T IENE? GEHAIE)

REM RN BARCENEEH. HRKFOV B/, FESET FOV R E
B, BEFIMRRERAGERRARA. WRAKERAALAE, FTERHIAERF
BEERIAR. STE BRI RTRNESHRRE, £EHMREL W EANEF .,
BRIRE—REENREFEATRRE AT BRI Re. B ESBIRE—
HEEFEMNENESEERS, AATRLIMEHEDRRGRE -

oh BB IR,

1.ADAS THEE (g BB/BAER)

HRRBBREERENHEEAAT R FEEHRTRE, BFFEBRL. BLFL. ZX
BERFBERERE, BHHE. GNSS TEZEM. IMU BHESM%E. XENHERL
W PRI E R THATIE, AREHNEEAABBRYRRAS AT, & E48E~N
BRI, BRAZBHEEHAR, WBEAXNE), REEPTEFERE 2 FEAEE
A, BEMBE., AERHEER, FHERERATIN, R AT R AT o

QLAY RBTFER AT LERE

ZH A R FE R B R (2L Lidar, Radar. Camera @4, tan
ACC,AEB,LKA NOA,TJA,FCW %, & b# & AL R tt. 2 BSD,CVW,DOW,

AVPHEaZE 5v12U
C PilotBRAMHIHR AL 9V5R

18iEI4FHL + MESTEBF 5 8ESAIBASR

SEATAAMHR S R + 1RTE AR EA
TIPSEEIBIATAL 3V5R 3ERIEEREL +1BIEA R EIA
L2+/IL3 e aNeL D 3V5R 3EATEE L + 1RIE4REL

VPAEZHE 4vi2u ATR + MSTEBAH SRR

HWASE /AR 1V5R 1EIE B Rk + 1R REKRAREA
ALCE AN iEEE) 1V5R 1 Bl E Rk + SRR

1WIR 1RIE RS + 18I EAE
ICALER AR WIR 18 B + 1R ENE
TIAZL B EEED 1WIR 1R + 1R IR
RPAITIE 0446 12U MESEEFE S SRR + FRET
APABRIZNHZESER 12U MESEEFS I SRS R
ACCEIEMEHL VAR TR R R 1R IR
LKAZEISE FH8E 1V 1R
AEBEIIFIE 1V/1R 1aIEE R 1 fIEENR

LOWZEE RS v 1Sk
CCiEmin % 7%
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3B

AR & VUREWERR 7

B 3 A7 3 it ACC 50+

B & R2H 5 AEB #4730

FIRE R Rk 5 FCW <10

R EHE EMA <10

Ja B T CMSR <10

T RFr LKA #4710

T g LDW <10

5 28 % Bh HWA #7 20

AT 5 Bh NOA 20

B X B BSD 30+

1 B LCA 30+

23 3 A7 K IR A TSI 4730

FrI1T%E DOW %7 40

WA TN R E TLA 20+

B 7 R X R EARE FCTA #4720

Ja 77 2 X R ARE RCTA %720

4.ADAS A 3 e MR F . KB
W shEe R — A e S et Ol B A 2 oh bk, &5 5 IR/ MR % R 24 % T

Zmp>
~~
o

(MACC. AEB. LKA, (Rl &4 %)

@BSD. LKA. DOW., CHE M AL/ZRA4% B 2 A0 %)

5.~ BRIEFES KA ?
#l: HMARAFAAER X, PUNEER, ZN+LK.

6.—RPATE D& FHI?
. 8-10 £/ K

(AR 7 Z R A RS RN AL EF a2 BB R ERHEFE A, F— RHATH
MR AP 2K E)
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TR EF R AFHE? RREMA?
BERXE KT EALKEKE, FFURE—FAFAPTHK.

SRR HIHSE D?
Bogts, DUt /N&, ZNEE+ %,

9. REBIEERER? BRAFLHE?
B DUFAA, ZM—1A.

BRAZ: KERN. MAEE. BB, A5, £4%4. OTA.

10.ACC RE? FH4ER?

FRE: BRI IR ok R R AT R

MEERA

O EFEMREEE G A WEI|E R FENe 5 EE, B%220 /LD,
QUK EHEEFRAUEENT lkm Z K, REEREFE,
OWRINEHFVEENTEELER, HBFRENRELHEKR, L 35m/m2.
@R EHLET, BEANREERER, i 2-3m.

11.LACC THE LR E?
IE i A, ACC 2 A%,

R HHAFE 2T, i 125m,250m,500m B, BABEBEREETE, EL 54
Wk, AR TESE,
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12ACC XE SR H L2

PEE AR (R ED. EE. A%,

1B.ACC R F, RWBELRN, WAFWMRANE, BFHAERANF, LREHLARE
FERHR?

PEE, FHAY ACC £ EHE. (ADAS & 3 88 & SV ™ #1954

14.AEB #lz1 2 & ?

Bl: FRXAFES2HA 0.5m—2m,

15.AEB B #=43% BUE N ?
T RERELZATA. AhE, HL2LHABRENMRE. (AAN/EEZG K EZH)

16.AEB JUiX 57 % ?
O#FWERAHELH N Z R (AEBCCR)

AEBCCR % %t 8.4 % # 1K 37 %: CCRs. CCRm:

M 7= MR B (km/h) B %
20 -50%
20 100%

CCRs (HIZF# 1) 30 +50%
30 100%
40 -50%
40 100%
30 +50%
30 100%

CCRm (H[E1EAT) 40 -50%
40 100%
50 +50%
50 100%
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@A B X 2H 5 £ 4% (AEBVRU Ped)

AEB VRU_Ped CPFA-25 | CPFA-50 | CPNA-25 | CPNA-75 | CPLA-50
MR EE (km/h) 20-60

HirdEE (km/h) |65 E

AN B A A0 B B BA SRS
FITHRA AHNRT / THNT
BRI i THE N
O=hFHHER2H XA (AEBVRU_TW)

AEB ## % CBNA CSFA CBLA

VUT # & (km/h) 20-60 30-60 20-60

B vtk B (km/h) 15 20 15

AEMCE 50% 50% 50%

AN Bx BX BX

17.AEB Rk, WAHARABIAATA, KX AEB HEIE, XEMFAREER?
O 7= 4 AEB ft £ 6 EH .

@ R 2 M EEH AL, 4 Radar & & XTAT A, A HZFIEWEIRFIGEHRKE,
18.EMA JUiR 37 & A @ &2

Bl: W ZF#E 10kph, HF#E 60kph, #ZEAIHE 150m,F E %F 50%2 100%, FCW
hEERR A S 1s WLL 150° /s BN E R 4k, BAE N 15° .

MG ELANERFURMFAFRE; EMEHREFLL.

19.EBA f1 AEB ¥ [X 5?2

EBA 7 UL & & AEB B9 m &b, 24 AEB E 1 & 2 %51 B &1 3) /1 1+ B EBA 2/ A\ 3
A3 A .
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20.LDW X FF=? HHAER?
NRgE: AFHERTHE, THFLEMEL.

DR REHZABRTERIEE FHE L 0.2m,

216 A R
« C-NCAP
« E-NCAP

* [-Vista

22.903R % 3 BUG |7 21 4n e 4L 222
JIRA 2 |5 fl £,

3. A E? AHLEER?
Bl: FAEERFEHRWT:

F& WHR /4 R

Project TEARAT LERN: [ELLH] [TERF]
Issue Type Bug

Issue M A Bl 4 R

Summary (24 &€ 4 BRI 77 % |[ % 4% ID]Bug 4]

Blt: [ACC][ % Z JIIiK][#101]ACC To % fil & R % AT %

Components % Bug B T /MER, 4o R R B FE AR P i

Labels R hee e, MIAKRER, A7 %

#E €4 ACC/AEB/FCW/LKA/NOA/BSD/LCA/DOW %

MR KA @ FE: SmokeTest/FunctionTest/PerformanceTest/RegulationTest %
MR 77 = A EFNRMIL & 2N

Description 1. XA, Mkt = fl: 1. B, bt
2. B ID, FHHRAS | 2.#101, ZH
3. PR R 3. ACC % 30kph #Y 3% & Bk [ 5] 77 20kph 3 £ #
4. R ER k2
5. &R 4.8 % LA 20kph 3£ & 5} b6 5T AT 4
6. HXE 5. BFERBE, RAEMERE
7. dbe 4 #& 6. HiEHEERE
7. {£ | Chassis. BackBone, Safety ¥ dbc X 4
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s
Severity 1. Block: fHL%E, TE#ATESZ AR

2. Critical: #haedik, T2 LR
3. Major: HEEIE®, MERER =
4 Minor: MEEIEH, MBETEZTAHREEFFK

Environment 1. &3 1D , MR & % :
2. ADCU(3 4% ) BUBE 1 hR AR 1. #101, V1.0 Hr&
(SW&HW) 2. ADCU HW: V1.0, SW V1.0
3. WL AL ROE R A 3.SW: Vxxx(F| &K/ FLMAT)
4. EPS/ESC fR A< 4. NA
Linked Issues | 1Z Bug HE##IL, — N ERAF
Assignee MR Z Bug FEANMEM T —RALEA

B RRER? RESD?
wREERE, BREBAR (FAEBHNEEHZESER),

AREZEERERERASSHEARNLK, RIMNANES, KE, BEHEE
#4500,

| 523
[1] BshZRNREFIREAKE LR

https://www.atstudy.com/course/1012021

[2] % ZE 4R/ B A BR/ADAS R 2 g% 3

B : 400-821-0951/# 1% atstudy-51
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jenkins SEIRN A HRIZTT
o EE: NEEE

FATT 48 T robotframework 4% 5 E o0 X A 7l 69 77 i, T 4% T 4o {7 4 JH I 7% jenkins
LIEAT, EE, FFEABWE S, 1558 pybot/robot 4 4-1E AT MK | 2 # 5% K & 9 Bf
[, ZRtEEERA T — A e AL

A2, F£ jenkins ko SEH R ARG HE K IZATR? | RATHF Z LRV E jenkins R & —
NEZEE R AN T A, 1 jenkins iR % B, FAT¥ LLE L1 A shell B A =X python
RE R 77 R E KAV R BB AT

i 3T robotframework 22 LIl Hy 9 &L 24T, TFA4E—T pabot E——  robot
framewrok MK FATHATE, B LK —DMPATH 2 A £ A AT H T 290K AT BT 8] o

1.pabot %% ¥ i%
T4 %% J7 ik £ F] pip install -U robotframework-pabot?4 4~ B[ ¥ ;

B % % % 77 7%« 11 https://github.com/mkorpela/pabot it T 2 & E % &, MEE,
f# il setup.py install &4 B[ ¥,

2.pabot & f 77 %

D 5#H7%5%
2 Tt
--verbose L2 N

--command [ B 7] RF A, R T 7% A#EE A pybot HifE L
pabot HJ 5E [ 4 4]

--end-command




EIim o

sicestung (51 MikXiw) t+
LR G I Wl www.51testing.com

--processes [{L B & | H £ DAFATHIATRFEINFAEN 2 M0 cpu 140
4]
--testlevelsplit MR E AT A ZBRNEHRA o PAT. o

R .pabotsuitenames ‘& & MK EH, AMLX R LT HHTEH
HRHF 21, %4 .pabotsuitenames >CHF H By & A Fu | 1 45 1
HHirRe, d R EHAE CNRM A B X,
—-resourcefile [ X | I UAERATHARKENLZTEENXHNIETH. XFES

HE pabotlib 7 — (/. # IR #1E %5 Windows ini 5 418
Bl £ —A Mot —HETWETE,
--pabotlib 87 PabotLib A K %2 . X ¥ LU HAT MR AT 2 8] 523,

G Fo KRB o
--pabotlibhost [£ L | PabotLib TAE R % &8 =44 (BRiL A 127.0.0.1)

4]

--pabotlibport [ PabotLib A2 ik % 2 W3 0 5 (BRIA A 8270)

H]

--ordering AT DLk A SO 4 AT IR

--suitesfrom AL outputxml X FEEREMNH, KRHWEHEK T LE

[output.xml # 4% ] 17, BAREARKNEGRERENESF ZWTHAT.
--argumentfile[ 2 3] | #£F £ N5 H CHETIBATHEHE 4
[ $ U B 47]

2) A

HAAMEF 7%, 4n: pabot --processsess 2 /home/robotframwork-test, & F 2 /> FHAT
17 /home/robotframework-test E 3 T~ B % A 4

3.pabot £ | 37 &
1) 30 % 38 2 AT M

X A AL B F F] pabot Y & JF 46 fn # K F ok, # A --processess ZH BN iH ., 5%
TR EREFERATE,

2) o B A A K T A £

1% A 1 5 JF pabot 2 BT, A1 pybot iE4T A B+, ¥ LLE Jf --rerunfailed % %
BE output.xml S & W By Pl EHTHAT. &r4-4m: pybot --rerunfailed ./output.xml, %4
A1 ] pabot 3 £ 54T 7, FATE H 7 LLE A pybot #y--rerunfailed %, = #1347 %
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W 5. %% 4 44n: pabot --processesses 2 pybot --rerunfailed /home/robotframework-test
3) 4n AT 45 ) AT LT
pabot 2k 1A i it pabotsuitenames 3 4 7% i #1.1T Il ¥ .pabotsuitenames X 145 F 40 T A 1
BT~ o Bl 4 4T /7 pabot BATE A R XE R, HENETWAGEHIT. R K14
¥ 6| Bl AT T, ¥ i 3T --odering [ X 4 15 #k 5|, #l4r: pabot --ordering file, file
HAX 4. file BN AR 4T AHE, W& SATT %%, # X 4o pabotsuitenames.

commandlineoptions:c8eld82dU+551faelldb5358a765dee50U5d3ef271
suitesfrom:no-suites—from-option
file:91c551c7c553fda203a01d30au0d9353dc35aceb

——suite + 1 .3EOMHEX . BEONE
--suite Wi HUEE [E]F .82 O X
——suite W . HERIH . EOHEXHERS

&l 1 pabotsuitenames >C 1 4 2

[root@hadoop-slavel i " |# cat file

——suite ¢ WERIH . EOHECKERS
——suite 3 REEOME X EON
——suite ¥ L HEEREIH O BEOHECHE

B2 iEm file XHRA A

i 3T pabot - ordering file EEAT A Fl, ¥ FEHFATIF 40 TE 3 frox (ID 5 &K ARAT
F). B TEE R, $ATIFTE 2 #3887 — 2

2022-11-21 09:53:32.239476 [PID:77u43] [@] [ID:0] EXECUTING '=dfifE[E 1 .80
XS ESRE
2022-11-21 09:53:32.240823 [PID:77u46] [1] [ID:1] EXECUTING =EOBX.#0O

i,
2022-11-21 ©9:53:32.240882 [PID:77u8] [2] [ID:2] |EXECUTING-=LC.3fE (a7 .50
K MU

Bl 3 48 & file S AT IF
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e st A VG ARAm#WAIT A7, %45 50 @ 89 613047 2 /5 B HFUTHWALT Ja 8 #l,
SEBA W T B,

--suite Directory 1 Name.Suite A Name
--suite Directory 1 Name.Suite B Name
--suite Directory 1 Name.Suite C Name
HWALIT

--suite Directory 2 Name.Suite A Name
--suite Directory 2 Name.Suite B Name

Kl 4 #WAIT 2% 1& F 77 i

4) 4o/ (£ 4E BR 1A B9 pybot/robot /5 34 4

A H IR 3 4 ¥ fE 7 2 S .E— A pybot/robot 44, f#4r: python2 #1 python3 F 77,
H #8423 7 robotframework, #3582k i\ 1# ] python2 & & . % 1# A pabot pybot/robot---.ft,
BRI\ F B9 BT python2 #Y pybot/robot. A2 % £ F| python3 # pybot/robot 7. ?

XANBHE, ] --command [ E 7 X pybot/robot % 4] - end-command B} 7] j# & 1]

B E K. 7l4n: pabot --command python3 -m robot --end-command --processes 2.

4. 8%

A (EEA-4 T pabot B 1E JF 77 ik An — L fE F 7% . (£ pabot 7] LLiE & B Al
robotframework JI il 9 HUAT 2K &, [ERAEHVIERHYZ: pabot 2 LUK &1 A £ 7
TEATH. BT EEwmRAAEFNAG 2 H 124 (L AEF 100 ~AF, BE
B 10AMAFD, MLRAAPHEFENLSFRHTRE, FEZELEGEANA. A&
REEXRMNFACAEERAIUAF, REPTREMFTRERERE, Wi, AFHL
F ok s — Rom B R IR R | 2 18] By AR e A EARRE, B R O R AR 2 18 B AR R
T B AT K T
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A A BN BIEMER S

& EE: HEF

TRAMR TN - XREHAATT EERRELE, R THUHAGARCZ FTEA —

&

-
5.
SREAVEAHIRE DA, #5258 TREAMRARAAR? R
HL38 4 0 5 B B TR

— R IR = W &1

— AR LR ET, FEARMATENERLTHFER — L8 HEXH, WK
RABIAER AR THSWAA R ETRERERE S, By AR R REHE TET
TRt 9t — RE AT

3t 2 3T BRI TAEZ /1, BN ZA X — O XEFNAAARE .

Z WRAABAEN GER LN A?
- LI H G B

- RERE

“ BEER

“ REEF RN

o R IR 4 3 B RN

o PR B A AR
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LEEHARNZA AT E

fAt At S A, IR, D RARET @, T EH AR A W
U

2% 5 Wik

FHE PR TMAA R EHRER, XHEEXHNALERRERLET #E2
MR ey THERERM 2%, wTE:

BRI ESR
* HRERRICA/PRD ; s
Y1 / PR il
AR P BT RAF R R

‘ l g A
5

3REEX

ATHHAET, B0, HRMNXAANRETZREM A, wREHETMR, X
AREFULE, SR ERKITA:

« I & IR UBORL R U
« T &1 R 7 A o 1 R U
o T RE DGR R ) B9 T 2 4 M e ] AR AR 1 R U
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« I aE A U = R R U
AR RN RN ARE B T o8 R FERTE.

4.5 B R ZEX A B 4

ZH A N EEBMAA VAR E R, A1F HeERLH, MRXAFART. WA
Plrml, WELAMF. WRAGASER, HEEX, WAAFARELER (PO, PI, P25, A
PIRA (e, ULH). BEA. $FATA. WIRER. bugm5. QIEEH. WK EH.
EEHFREEHHE. HEHH, 2E),

ST —ANE RN AR A, KR B g 5 R A R AU R R AT AR,
% SZDZ-001.

T2 B o8 B e i B
2P0, P1. P2, # 3%, ERHEFFG &t T
ek Hiid Case HL45) i

HVE I B, B s h B, 1%
iy AT KM= 3 802 A 2T fg
A, w SRR AT 9 € 24 iR
AR 75 AT I ) FH A8

PO 20% JE E A 1YE

=l > \A
B 2 7 AT B % T S Ve R /

> T YR
PL | s poRR DT R 20w | IR
(RAIE T I T Rl e AR 52 f s LR T
0 5% 491 £ 7 2

VEARAL w2 i D RE DI, A Bl
FUE. RWIRESERE; RS0
FIE » GUIERAE 37 H 22 1) e 5 AR Bt R 5%
PHER IR I 5%

[t B & R 5 b B T3 sh i E £3% LA .

P2 60%

5.7 B A 2 4 iy R U
BRI 5 R 7] 26 4P ek B A P L A 2K
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D BRASEE, FARRATARAZE, H 2B TMRALE,
2) AFEAN: EFSFEANAAF, UEERE / EEeTHRENTFR,
3) XAEHFREN: FrEBARGTTEME, £EFEBEFWAGERERART,

6. MR FIHER: HEH ERFABRKGESH

SR &F k% | MRSR  bug 1D BugHfER MHMAR MulriE Mk
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KIREEZERNERZK——M
Django % VUE
¢ {E&: Bella

BRAERET THEFH/NIRECERAILEMNAANE R, TREOREEHRANF
HESmEY “RA7, BELFR? RAZANKNE, IEARERFTEZE AR EKAET
AEHEZEAW, FREEDHEADRE, BE| B AT B R RLT A
2, RAA—NMERBELRwMHALELZE, \RETXRFLHRREE T 2K
R RT . AT RBIAZK “TEFR” 4, REREFTFEARG—FE,
BAKIRUAZDP TRSE, ALEAMATEMNIFRKE, ELEZDERTT A, &I
A T KR

RAZ W E i —2 Java, {82 B AKX T — T Python, BRWTHF T Java, ME—H
JF #9140,/ Python, "& — 8y R E B & “ 77 1E”, 1 F 4 a=1 ¥ & 2 int & & string, & % django
HEZ—/pipinstall WEH. EEZ N T WS HE A%, FE#®E Java, TEFTET EBLITX
FFWHE R Z IR IA IR K5t & Springboot+VUE, T EF# EW#B#HAE, “ N 0 F

xxx”, “4 /NEFFE L xxx 1 KA xxx 7 e BERZGWRW A, XEAKE 0 ZEalrg?
FF LR “BRRAARCEAREAERT 7. “FTEFERHEL ELMER %, K
A FEARBAE oo BT, Z# L2 CERE., IR EEIT, BF tips Wik EZHE
X Ko

w %5 & IDE, Z 8 — E A 82 Pycharm, 7 % 3| Java, & VSCode 1 IDEA =
B #EZET — T, REFF IDEA (FHH REE TRANLEM), whivE A ZRN EH
B, sBEEEENT —&, tEERAXBMELN, FERIMER T,

AAANE Java, BENLHEL DT, HEEFEANTE, #A HelloWorld, F17 T
print( “Hello World” ), # 4% E.4 4~104% print ¥ @ % /i System.out 7, FEH T, @ T
A F JDK1.8, EBEFATH T LRI .
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Main.java

AJE gt &L %k NodelS, EAKXET MR M, —B next, FFXF A LES, NPM &
IR Nodel]S —EMEEHRITE, THFEMZE, Tz 2 ecmd EHAT node -v #2 npm -v
E—TEARLZEAST .

BN vue-V ZEERT RARS, EEHEE E@vue/client <version>, F &K K —

Y, 2B RR—
2.9.6

TE& =% T4 vueclient Z&#% 42, #8 npm install -g @vue/cli, & & 5% A W %%
B, NZEAALT .

npm In most cases you are behind a proxy or have bad network

XETANBEHEE, REENIW TR G, EXHEREEAR, & ELZIAKE winT,
SR B ES 2 winl0 F2 winll, B4R # XL Z TEEA A R ERAR AW E E EIR
REETRE L, WEREEXN, HIABASRERD T, RLABREVRFAT.




AT

testing (51 MiEFEME) £+
B www.57testing.com

D:\software\nodejs\node_modulesiuue
EISDIR
-4068
open
EISDIR: illegal operation on a directory, open 'D:\software\nodejs\node|
_modulesijvue’

A complete log of this run can be found in:
D:\software\nodejs\node_modulesy_logs\2022-12-30T02_02_58_5952-debu

T log &, AIAR4 & not permitted.

20019 warn rollback Rolling back kind-of@3.2.2 failed (this is probably harmless): EPERM: operation not permitted, scandir ’D:\software\nodejs\node_modules
20020 warn rollback Rolling back is-data-descriptor@l.0.0 failed (this is probably harmless): EPERM: operation not permitted, scandir ’D:\software\nodejs\n

VEE R RMIRF L, THEEATRARERN, 2EREER K.

Bt B R (BT EF ) /)
e | BRO)...

AEHSE, BT T log, MZZHREBET .

2662i warn node fetchC2 6 t.requlres a peer of encodmgC 0 1 0 but none is installed. You must install peer dependencies yourself.
20022 warn ws@7.5.9 requlres a peer of bufferutil@4.0.1 but none is installed. You must install peer dependencies yourself.
20023 warn ws@7.5.9 requires a peer of utf-§- validate@ 5. 0. 2 but none is 1nstailed You must mstall peer dependencies yourself.

ZEZTHAWKBE, BFiRREE vuelcli HFE, MR — NS, EFEFEE
SLEW R RITE LA EANTAE, ERRARAZ I EEE IRA ] &L,

D:\automation\uue_demo>vue create portal

is a Uue CLI 3 only command and you are using Vue CLI 2.9.86.

Vou may want to run the following to upgrade to Uue CLI 3:

## 7 T VUECLI2 W F R & K7, RHAR VUE CLI3 % 1T —#, Fe

1T npm install -g @vue/cli-init.




AT

testing (51 MiEFEME) £+
B www.57testing.com

D:\soft are\nodejs\node modules>npm install -g @uue/cli-init
npm [ | vue-cli@2.9.6: This package has been deprecated in favour of
@uue/cli

| coffee-script@1.12.7: CoffeeScript on NPM has moved to “"coff
" (no hyphen)

> metalsmith@2.5.1 postinstall D:\software\nodejs\node_modules\node_modules\Buue
wveli-initynode_modules\metalsmith
> node metalsmith-migrated-plugins.js || exit @

+ Quue/cli-init@5.0.8
added 244 packages from 203 contributors in 107.919s

X J& #1.4T npm install webpack

D:\automation\vue_demo>npm install webpack
QTMIARN] ENOENT: no such file or directory, open 'D:\automationjuvue_de
mo\package. json’

created a lockfile as package-lock.json. You should commit this file.

ENOENT: no such file or directory, open 'D:\automation\vue_demo)\

| vue_demo No description

| vue_demo No repository field.
| vue_demo No README data

| vue_demo No license field.

added 77 packages from 124 contributors and audited 77 packages in 21.419s
found 0 vulnerabilities

3| T4 H % T #4T npm init webpack helloworld

D:\automation\vue_demo>uue init webpack helloworld

Failed to download repo vuejs-templates/webpack: getaddrinfo ENOTF
OUND github.com github.com:443

BNEZRZET, BABHEEAIFAT ARG EHEA, BALTHEEER %
Myr, BTUAR Bk E B VUE 3, %8482 #1387, 34T npm uninstall -g vue-cli.

D:\automation\vue_demo>npm uninstall vue-cli -g

up to date in 0.863s

N

b

b & BRI AT, 1% IREEARIKIFAT npm config Is -1, M| ¥ .npmrc X,

C:\Users>npm config ls -1

=
Al
Zmp
~~
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#AT where vue, % 2| vue 7 vue.cmd, 4 # M4

C:\Users>where vue

FRIAT vue -V, TERRAES, HHEMBR LT .

C:\Users>vue -V o = e i .
RARSSME S, BRRTETHER

= % npm install -g @vue/cli Z J5 X A& VUE CLI1 2, T 2% E A% T nodejs, T
T 1812, #R A winT 84 R HIw S MAE 13,14,

T Node js Setup = | = > |

Welcome to the Node.js Setup Wizard

Q%J Node.js Setup you

This application is only supported on Windows 8.1,
Windows Server 2012 R2, or higher.

OK

Cancel

B FEER, 13.14 %[5 A, npm & 8 &, vue % 7 A,

+ Quue/cliR5.0.8

added 837 packages from 493 contributors in 222.307s
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FETHBERT A4h— A4, TEZREE win7 L2E 163.0 ®HHAF K — K.

D:\automation\vue_demo>uue create helloworld

T2 JE 48 A B node-v16.3.0-win-x64.7z, f#)E /57 =K 13.14 XHEENZE, RN
31 3% % € NODE_SKIP PLATFORM CHECK=1, &&RAMK N 13.14, E#H Y

node-v16.3.0-win-x64.zip /& i A< IE # .

C:\Users>node -vu
ul6.3.0

ERF A E AL REA npm T, & — T #A L E node *f i # NPM A

https://nodejs.org/zh-cn/download/releases/

Version LTS Date v8 npm NODE_MODULE_VERSION[1]

Type versions of Node js or npm to search (e.g: 'Node js 14.17.5' or '6.14.14' )

Node.js 16.5.0 2021-07-14 9.1.269.38 7.19.1 93 TE EFEE SOl
Node.js 16.4.2 2021-07-05 9.1.269.36 7.18.1 3 T e
Node.js 16.4.1 2021-07-01 9.1.269.36 7.18.1 3 T Bre =
Node.js 16.4.0 2021-06-23 9.1.269.36 7.18.1 93 T e
Node.js 16.3.0 2021-06-03 9.0.257.25 7.15.1 3 T B4 =
Node.js 16.2.0 2021-05-19 9.0.257.25 7.13.0 3 T pres
Node.js 16.1.0 2021-05-04 9.0.257.24 7112 3 T Bre =
Node.js 16.0.0 2021-04-20 9.0.257.17 7.10.0 93 iS4 b |
Node.js 15.14.0 2021-04-06 8.6.395.17 776 88 T pre |
Node.js 15.13.0 2021-03-31 8.6.395.17 7.7.6 88 T EFEE R

AJEEINPM B TH AT & TEH— A RAR, EEHRARE, TUERETH
—N, SR JG B 7+ [# 2% https://registry.npmmirror.com/binary.html?path=node/npm/, #%JE &
Z| nodejs L X BX T, /] npm-v EFRASZ T LRI

=] npm-14.12.7z

C:\Users>npm -v
1.4.12
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& F B 2 R ALK, T # F npm install -g npm@7.15.1, R A KB L H W&
OB ARE, TEAHZNPM, EHMER LK E SR AN node, F node_module/npm X
HREBZFYMH R, BITALSS, TREFFEMENER, 77 HE %06k
E, AMFTET A RR, ARITEIIEF, fARHE T TREREE VUE2.

C:\Users>npm login

npm WARN npm npm does not support Node.js vi16.3.0
npm You should probably upgrade to a newer version of node as we
npm can't make any promises that npm will work with this version.
npm Supported releases of Node.js are the latest release of 6, 8,

npm You can find the latest version at https://nodejs.org/
! npm does not support Node.js v16.3.0
You should probably upgrade to a newer version of node as we
can't make any promises that npm will work with this version.
Supported releases of Node.js are the latest release of 6, 8, 9, 10

You can find the latest version at https://nodejs.org/

M BT A BN 2, 5 H & ZEH#AT npm uninstall -g npm, &N E XK Fo2RE,

C:\Users>npm login
Cannot read property ‘resolue’ of undefined

A complete log of this run can be found in:
C:\Users\zhangmiaoyfz\AppData\Roaming\npm-cache\_logs\2023-01-04T02
_27_04_085Z2-debug. log

BAERZ A TRYT, &8 T VUE3 fr VUE2 R R AR A, @#FEE, wREAMN
~ %A Z R VUE3 8y, VUE Mlfr 0 R 1T i#8yiE, 2 LEREZN, FEEHAT npm
uninstall vu-cli -g, %5 F 308 Fr 8 18 X RN A4 vue FAHCHEMIR, FELEW
BEABME W HTM%, ZEEHITH cmd, HAT npmi vue-cli-g, 7 WA EFEXK,

D \automat1on\uue demo)npm ls vue -g

-- @uue/c11@5 0.8 T + yue-cli@2.9.6
= Z updated 1 package in 24.344s

#rE—/> VUE2 B9 5EH, Kl vue init webpack <project name>, 17484, XA A% 5
EHROERBE, DREFENIIT TR XN,

D:\automation\vue_demo>vue init webpack helloworld

Failed to download repo vuejs-templates/webpack: getaddrinfo ENOTF
OUND github.com
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1FEFE 4% Z T A webpack B9 &, 7 C:user\xxx\ T €| Z —/M4 % .vue-templates F >
%, & webpack FE A& & # %, 45 cd 2| T12 H &, #4T vue init webpack <project name>
--offiline, %A T &3 7 !

To get started:

Documentation can be found at https://vuejs-templates.github.io/webpack

D:\automation\vue_demo>cd helloworld
D:\automation\uue_demo\helloworld>npm run deuv

> helloworld@1.8.0 dev D:\automation\vue_demo\helloworld
> uwebpack-deuv-server --inline --progress --config build/webpack.deu.conf.js

F—2)l, KREEXNTEITI.

& npm B EEE ™

VYour application is running here: http://localhost:8080

=B 22
@ helloworld X + ™

& C @ localhost:8080/#/ Q w v O a

Welcome to Your Vue.js App

Essential Links

Ecosystem
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ERBEAGERT, FERELEFX —BNHRIET T :
1.Java 1~ | & 2%,
2T WA B T W A % nodejs JRARF T #;

3.6 %% VUE3 H# 3, W R FAATERWMKEKA VUE2T, xS EER3, AENUE
2

4 RFEMBER, —REMTE, LXHFM cache HEM;
SERREBRE, LRENEX E;

6.VUE2 #u 3 gy & T —#, AAN LWHERT N HH, WRT KA EAFE.

|%%¥2
[1] M 0-1 523 Django 1 H #£ &

https://www.atstudy.com/course/1011202

[2] # T Django a4\ &% B 2 MR -F & Fr &

https://www.atstudy.com/course/1010682
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i P F A2 iz B9 I

& {EE: NWERE

—. RE#HR

KB XA—ANER: FE—ARBEBEETEIGEED, FEZTK 1000 MEFIEGHE
W, FUREHEREREBEE (nes) WEWE RN, NTTHEZAGEEORELTE
%, BIE#HE A,

£ kMR L EECUHE R 1000 MEW A, FHAT. EdTEHKEER
K, BEERBRIF T K 1000 k EHGERHEK, HEARK—RMF.

FoRMR KT ERAHALEN, FEAEHALXBRTTERE, T4 7 AKNE,
B4 el 1000 M4 R 5 REHIEEEWE ExT L, RAFLEGERRA, ¥
47

Z. M E
N BT NSRS EUNBETRNERZREAR?

ZuHE, MEHETHIEAS LA ITEREL—FER et LT, WHFETT
MAZ BN F . A ER: AL, 2. 3. 4. 5 MNRFEHEHE, FEETEH T
WEERT 2. 1. 3. 4. 5, WETAERT 4. 5. 2. 1. 3,

A, WS S B AR, k5 & ™ A 1 BRI e e R 2
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M Python3.2 Fr 46, #ru E H HATREE T concurrent.futures 3k, CHRHET
ThreadPoolExecutor 77 ProcessPoolExecutor 7 /%, F LAF B AT E 4F 0 7T ik I & 1% 1T s
A SCRATA T A 4o 7 ] X 26 python 2k, R £ kR T AR A AT AZ G R AL —
— “Hn A R B A R AR R T

1.4, ¥ ThreadPoolExecutor

% T foR, A ThreadPoolExecutor 8 4& AfE 77 i, 47 BV A\ B list 51 & F B9 407
ThreadPoolExecutor()#1%6 1., @lEAEw, &% 2 MEEIF LEAT; #iL submit WA F
B (THHAHT); BA I as_completed 4 F BT 4 1E 4 5 /B, 3T result % 43K
Bl %5 XK

# -*_coding:utf-8 -*-

from concurrent.futures import ThreadPoolExecutor,as_completed

# THEEK, THRAKT
def print_num(num):

return num
list=1[1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20]

HHHHHHHHEHHEE ) ThreadPool ExecutorfHHHHHHHHHHHHHHHHH
HHHHHHHHH T AT, 30 I0UF 38 R
# QLA T
# REmS 2 MEBET, HMERF
executor = ThreadPoolExecutor(max_workers=2)
all task = [executor.submit(print_num, (num)) for num in list]
result2 list =[]
for future in as_completed(all_task):
data = future.result()
result2_list.append(data)
print("F & AT, FEMFEE: "+ str(result2_list))
et b D
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40 T B R 4 b £ ] ThreadPoolExecutor X IBATE 4R, @4 RATEH 40, Hr
FA AR RmANEN TR . BT UHUL, SRMNEEEAF RN, RNNE
RABHAZRINVAANE “IUF” .

HEWMAT FIRFERD: [

A2, T REETR? 15 K VE map 77 k. EF map ik, TREAEREA submit 77 %,
map 77 i 5 python A7 & ¥ B map & XA, #EKFH|FHENTEMBIATE —AE
#.

HHHHHIHHEHH T R AT, T R Bl AR
# RlELAERT
# WERS 2 MEBIELT, HMEHF
executor = ThreadPoolExecutor(max_workers=2)
resultl list =]
for result in executor.map(print_num, list):
resultl list.append(result)
print("H L AT, WUFLEE: "+ str(result]_list))
R R R e R e R R

FE R AR list & AT F AT print_ num F R, H oA LEM,

HEthiT, WFER: [1, 2, 3, 4

HMF LB R, $ATE RS LW as completed 7 kB4 R A E, i d T A0 list
7| 3k 04 L7 AH [ .

2.3t 3 ProcessPoolExecutor

{# JF| #F 12 # ProcessPoolExecutor 4 3 3 & ¥ A\, ¥ /5 fr 1 5] 71, [F] ThreadPoolExecutor
— 8, R map FERI A, EREREENE, FR, aEALZ#ER, LAE £
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HAERAE LN name ==' main ' T@, ZNFE, EEZRE

“concurrent.futures.process.BrokenProcessPool: A process in the process pool was terminated
abruptly while the future was running or pending.”

HHHHHHHHHHHHHHH R E B ProcessPoOlEXeCUtorHHHHHHHHHHHHHHHHHHHH
HHHHHHHHHHHHHIE R AT, BT 1R S

Rl T
4 BERL2ANHBIZT, EMER
if name ==' main_"

executor = ProcessPoolExecutor(max_workers=2)
result2 list =[]
for result in executor.map(print_num, list):
result2_list.append(result)
print("ProcessPoolExecutor 7 & AT, JFEE: "+ str(result2_list))
R T e R e R R e

HEHH R R AR

3AFE—R “RF®”

M 7 3R BT it 89 ThreadPoolExecutor #7 ProcessPoolExecutor 1% & map 7 i% it 45 & It
Firdss, RANDTUER — K77k, flwm, FAFXEAREF GEATETARNIRT
ThreadPoolExecutor 77 ProcessPoolExecutor, & 7] LA{# | threading % %) sort 77 ik % i H

HERM)F. LR EFTE, A map 7 M T K
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3.3 Drozer
"X

Drozer = B MWR InfoSecurity 7T & # App L2 MRELRE, 4 HFE 4, Bl
Q% %k % PC 3 HIEH &

@ @ %Lsm LK E APP;

A

AU#ERE dalivik VM R A, S5HEMNARZFWIPC AR E., 5REREERRW
RE, kR EAT LN ESRHE EATHZETHLW Android i A 71X & FE L
2R

R

—H FFEH N APP &AM T A

A DUE T EAL LS S AT, A F E USB R s E T % T A BI o] A
UHATESY R, app HJ % 2 MK

L3R

H F # python2.x BJRRA, T #FZ python3.x HY LA ;

PC st 5# o s BB, % adb &4

TN F

PC 3%
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drozer Agent

drozer

Embedded Server @

1415

% 3w

BRZFUFIFEZ =R TA,

F—, BZHTEESH APP WWZ 2N F LR ER, FEEHAKLIET

\|

FH, Z=RKTHE, REANLEE -

SRBEENZ Mobsf XF TH, ETHEMHAR, ELAHESE-HTNE.
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4, FEEREREFHE
4.1 R F A%

BIE $#2 2, Mobsf 7] DLFE B RMINIE, KB ERENEZRE, 7, “XA
NP7/

R

Fl#, X E&D Windows A, FELZRNTEHE, wT:
-Python 3.9

-Windows11 x64

-Jdk 1.8

-Microsoft Visual C++ Build Tools

-OpenSSL

R EE Linux RAERELHEMac b, XETHEWZFEELN,

42 TATH

[l 7 Mobsf Hy % % 77 A H A, BU: docker %% fr T#HIREH LK,
ERE AT ES, FREKLS docker, XE, RypUTHIELFT A L%,
T AT #:

-Mobsf V&8 T 2 3 -
https://github.com/MobSF/Mobile-Security-Framework-MobSF/releases

& github.com/MobSF/Mobile- Security-Framework MobSF/releases =]

£ IR WebliPlm
o Check for updates from Github releases

eature to support hotspots in AppSec Scorecard

o Added CodeQL scan on MobSF python code base
* Bug Fixes
o Fixes #1999, #1917, #2042 #1951 #2014 #2043
o Fixed a bug in JSON response REST API
o S URL view fix
o Code fixes to address minor security issues in thrid party libraries.
o Handle JADX timeouts

vAssets 2

jan 24 v3.5.0 Beta
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% # Mobsf #7 V3.6.0 B9 A Source Code .zip & # 1T T8 T %

-Microsoft Visual C++ Build Tools T # 3 4F :
https://visualstudio.microsoft.com/zh-hans/thank-you-downloading-visual-studio/?sku=BuildTools

&rel=16

C @& visualstudio.microsoft.com/zh-hans/thank-you-downloading-visual-studio/?sku=BuildTools&rel=16#cplusplus =3
2 Is WebUIPlat
=71 Cookie

B Microsoft | Visual Studio sgAmTE. T8 mEZ. TR ‘ﬁﬁvisualstudiu i Microsoft, 183 0

EigHETFE Visual Studio

TEASRETTE, MR TEATA, BRI

AR Visual Studio? FIFETTA T ErIsEFERME. ZRECHDERTIOEFIZMR, LIUERIREEIETS
FENEIRERE ORI, LR TR AAE!

C++ VvV

wrri B £ 6
=" Vi ¥
isual Studio
SRR A S KR Ex
> By, TETBIRITH Visual Studio TR S, SILUBI (WHEEATEAVEN SRR EIREEE, (RIsEaTLl
EEEE SRS RIES A,
Visual Studio IDE A|]
EEAAEA AN NI IRFNES, IRIFE Visual Studio SERFTARREIDEFTIE, M7 RIBHRIE, Visual

Studio IDE IRiGEZ IR =8, fmiFes. (DAl TR, RAREE. ¥ RUNESERE—MUE. WAL
V% IDE F T RAIER CrepE A TS,

-OpenSSL T # M 4k: http://slproweb.com/products/Win320penSSL.html

load Win32/Winé4 OpenSSL

Download Win32/Winé4 OpenSSL today using the links below!
File Type Description
14 OpenSSL v3.0.7 Light 5MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v3.0.7 (Recommended for users by the creators of OpenSSL). Only installs on é4-bit
E Ms| versions of Windows and targets Intel x64 chipsets. Note that this is a default build of OpenSSL and is subject to local and state laws. More

information can be found in the legal agreement of the installation.

‘Winé4 OpenSSL v3.0.7 140MB Installer | Installs Winé4 OpenSSL v3.0.7 (Recommended for software developers by the creators of OpenSSL). Only installs on é4-bit versions of Windows and

EXE| MSI targets Intel x64 chipsets. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal
agreement of the installation.

‘Win32 OpenSSL v3.0.7 Light 4MB Installer | Installs the most commonly used essentials of Win32 OpenSSL v3.0.7 (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a

EXE| MsI default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

‘Win32 OpenSSL v3.0.7 116MB Installer | Installs VVin32 OpenSSL v3.0.7 (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject to

EXE | Msl local and state laws. More information can be found in the legal agreement of the installation.

‘Winé4 OpenSSL v3.0.7 Light for ARM | 5MB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v3.0.7 for ARMé4 devices (Only install this VERY EXPERIMENTAL build if you want to

(EXPERIMENTAL) try 64-bit OpenSSL for Windows on ARM processors. Note that this is a default build of OpenSSL and is subject to local and state laws. More

EXE| MsI information can be found in the legal agreement of the installation

‘Winé4 OpenSSL v3.0.7 for ARM 113MB Installer | Installs Winé4 OpenSSL v3.0.7 for ARM64 devices (Only install this VERY EXPERIMENTAL build if you want to try é4-bit OpenSSL for Windows on

(EXPERIMENTAL) ARM processors. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal

EXE| MsI agreement of the installation.

Winé4 OpenSSL vl.1.Is Light 3IMB Installer | Installs the most commonly used essentials of Winé4 OpenSSL v1.1.1s (Recommended for users by the creators of OpenSSL). Only installs on 64-bit

EXE|Msl versions of Windows. Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal
agreement of the installation.

‘Winé4 OpenSSLvl.1.Is 63MB Installer | Installs Winé4 OpenSSL vl.|.Is (Recommended for software developers by the creators of OpenSSL). Only installs on 64-bit versions of Windows.

EXE| MsI Note that this is a default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the
installation,

‘Win32 OpenSSL vl.1.1s Light 3MB Installer | Installs the most commonly used essentials of Win32 OpenSSL v1.1.1s (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a

EXE| MSI default build of OpenSSL and is subject to local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSLvL.L.Is 54MB Installer | Installs Win32 OpenSSL vI.1.Is (Only install this if you need 32-bit OpenSSL for Windows. Note that this is a default build of OpenSSL and is subject

EXE| Msl to local and state laws. More information can be found in the legal agreement of the installation.

RERG, EENFERA, KT HHE wine4 87 v3.0.7 EXE JRA
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-Wkhtmltopdf T # i 4k https://wkhtmltopdf.org/downloads.html

wk<html>TO pdf GitHub Downloads

All downloads are currently hosted via GitHub releases, so you can browse for a specific download or use the links below.

Do not use wkhtmlitopdf with any untrusted HTML — be sure to sanitize any user-supplied HTML/JS, otherwise it can lead to complete
takeover of the server it is running on! Please read the project status for the gory details.

Stable

The current stable series is 0.12.6, which was released on June 11, 2020 — see changes since 0.12.5.

OS/Distribution  Supported on Architectures

Windows Installer (Vista or later) 64-bit 32-bit

7z Archive (XP/2003 or later)  64-bit 32-bit

macOS Installer (10.7 or later) 64-bit
Debian 11 (bullseye) amd64 386 armé4 ppco4el  raspberrypi
10 (buster) amd64 386 armé4 ppcb4el  raspberrypi
9 (stretch) amd64 386 arme4 raspberrypi
Ubuntu 22.04 (jammy) amd64 arm64 ppct4el
20.04 (focal) amd64 armé4 ppcb4el
18.04 (bionic) amd64 386 armé4 ppcb4el
16.04 (xenial) amd64 i386  arm64

B #, R PCHASR, MMEFTHNMA, F T HHEZ Windows Installer 64-bit iR
A

- Python T# 4t : https://www.python.org/downloads/

About Downloads Documentation Community Success Stories News Events

Python »?Downloads »»Windows

Python Releases for Windows

= Latest Python 3 Release - Python 3.11.1

Stable Releases Pre-releases

= Python 3.11.1- Dec. 6, 2022 = Python 3.12.0a3 - Dec. 6,2022

Note that Python 3.11.1 cannot be used on Windows 7 or earlier.

Download Windows embeddable package (32-bit)

Download Windows embeddable package (64-bit)

Download Windows embeddable package (32-bit)

Download Windows embeddable package (ARM64)

Download Windows embeddable package (64-bit)
Download Windows installer (32-bit)

Download Windows embeddable package (ARM64)
Download Windows installer (64-bit)

Download Windows installer (32-bit)

Download Windows installer (ARM64)
Download Windows installer (64-bit)

= Python 3.12.0a2 - Nov. 15, 2022

Download Windows installer (ARM64)
= Download Windows embeddable package (32-bit)
= Python 3.10.9 - Dec. 6, 2022

= Download Windows embeddable package (64-bit)
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4 Mobsf % #f python2.x 1 python3.x, Fr LA, 1R 7] LG, A JEHY T # Python3.11
BT R

- jdk T#MAE:  https:/www.oracle.com/java/technologies/downloads/

Javadownloads  Toolsandresources  Java archive

Also available for development, personal use, and to run other licensed Oracle products.

Java8 Java 1l

Java SE Development Kit 8u351
Java SE subscribers will receive JDK 8 updates until at least December 2030.
The Oracle JDK 8 license changed in April 2019

The Oracle Technology Network License Agreement for Oracle Java SE is substantially different from prior Oracle JDK 8 licenses. This license permits certain uses, such as personal use and developmen
no cost -- but other uses authorized under prior Oracle JDK licenses may no longer be available. Please review the terms carefully before downloading and using this product. FAQs are available here.

Commercial license and support are available for a low cost with Java SE Subscription.
JDK 8 software is licensed under the Oracle Technology Network License Agreement for Oracle Java SE.
JDK 8u351 checksum

Linux ~ macOS  Solaris ~ Windows

Product/file description File size Download
x86 Installer 16154 MB & jdk-8u351-windows-i586.exe
x64 Installer 175.54 MB & jdk-8u351-windows-x64.exe

ﬁiﬂﬁaﬁ"—lt
1. W RAA git, BLARTUEBEPATIE T G4

git clone https://github.com/MobSF/Mobile-Security-Framework-MobSF.git;

2. Wkhtmltopdf = 7 L2 Mobsf By MlliX % & UL PDF X4 R BT KT 35

3. openSSL 5 Visual C++ Build Tools = 3071 Z T ##y, % Mobsf /& % % ;
4. Linux/Mac %% &4

Git clone https:/github.com/MobSF/Mobile-Security-Framework-MobSF.git

cd Mobile-Security-Framework-MobSF

Jsetup.sh

43 REZERE
TEHHAZH THRERE, REFELE

-S54 % jdk. python. openSSL. Visual C++ Build Tools
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-H % %: Mobsf, Wkhtmltopdf

HARAZ NN L%, 7 @8 jdk. python 5t 1 £ 3t T, iX B = F 1) Wkhtmltopdf 5 Mobsf

S

5

o

HZxDH

4.3.1 Wkhtmltopdf &% 5% E
1. &%
ZEFAMREE, HENFLENT,

(7 wkhtmltox-0.12.6-1.msvc2015-win64.exe

(7 wkhtmltox 0.12.6-1 Setup

License Agreement —
Please review the license terms before installing wkhtmitox 0.12.6-1. (‘7

| Press Page Down to see the rest of the agreement.

‘ | GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007 I

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public
lLicense, supplemented by the additional permissions listed below.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install wkhtmitox 0.12.6-1.

Nullsoft Install System v3.05

coce

B TAgree ¥4, #HNB|HELREXETT, WT:

Choose Install Location —
Choose the folder in which to install wkhtmitox 0. 12.6-1. (Q

Setup will install wkhimltox 0.12.6-1in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.

Destination Folder

Browse...

Space required: 86.5 MB
Space available: 96.1 GB

Mullsoft Install System v3.05

< ock Cancel

BRI\ L X B ¥ C:\Program Files\wkhtmltopdf
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X E—EEERBRINLERER, FHH wkhimltopdf #) % 5 B 55 Xt & 4 R AR 24,
X—m, —REILE.

4! wkhtmltox 0.12.6-1 Setup — x

Choose Install Location —
Choose the folder in which to install wkhtmltox 0.12.6-1. C‘j

Setup will install wkhtmitox 0. 12.6-1 in the following folder. To install in a different folder, dick
Browse and select another folder, Click Install to start the installation.

Destination Folder

Bk Pngrabcswibvnlionaty,

Space required: 86.5MB
Space available: 104.2 GB

Mullsaft Install Svstem v3,05

< Back Install Cancel
X B, RIELKBEERY D:\ProgramFiles\wkhtmltopdf.

K Ja B Install 35 £F X %2 5 52 BORE ¥ DA

2, REXKLZE
wkhtmltopdf 5 ZAR I FE L &, &N T % B 3 pdf U4 T 68

2 \wkhtmltopdfibin 7 #0 | path F B F, FLUEF T &,

+ Data (D:) » ProgramFiles » wkhtmltopdf > bin

o~

EFR v EHHEE il i
wkhtmltoimage.exe 2020/6/11 4:04 NEFEfER 29,478 KB
wkhtmltopdf.exe 2020/6/11 4:03 NEER 29,527 KB
wkhtmitox.dll 2020/6/11 4:02 R FERERR 29,394 KB

\wkhtmltopdfibin % 7%
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Lt ARl e - e g S s iy § AR ¥ ey e Y+ s s
SEEE Di\sqlmap
i1 Disglmaphlib
Java Home D:\ProgramFiles\urpSuiteCommunity\BurpSuiteCommunity =
NOE;E PATH C:\Windows\System32\cmd.exe
ERAIEEE NUM[';ER_OF_F CAWindows\System32
E5En. EREiiEEEs oS - i £
|_'15§h_| i D2\ ProgrampFiles\wkhtmltopdfibin
PATHEXT D:\PenetrationTest\platform-tools
PROCESSOR A

7/ %| Path #

3. MAEF#EE
\wkhtmltopdf\bin X+ % T & # /I .exe AT 7
-wkhtmltoimage.exe: 4 A% & Jr;

-wkhtmltopdf.exe: 4 A pdf;

4, Bt
¥-F £ & PDF >t
EEEEHET, %A% 4: wkhtmltopdf https://www.baidu.com baidu.pdf

KEATEWEAN, FKitE wkhtmltopdf R B E T, #ATH 4

§ > Data (D:) > ProgramFiles > wkhtmitopdf NG P IE wkhtmitopdf 8%
= 1P EIRg =T
bin 2022/6/12 15:03
include 2022/6/12 15:03
lib 2022/6/12.15:8

@ baidu.pdf 2022/12/1815:13
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4 B PDF X, T

D i

D:/ProgramFiles/wkhtmitopdf/baidu.pdf

BERE
v WIEBH
1 WEEH

2 KK

Q¥ £ & E >

FIFE, A2

rkhtml topdf>wkhtmltoim

EhsweRER @

o

A BRSNS A YRR & B

O

L{EE

B HRE R B 77 TR R

L)

T T BT AR 5 T 5

wkhtmltoimage https://www.baidu.com baidu.png

www. baidu. com baid

https:

N HEms - ==E5 - sae
il > Data (D:) > ProgramFiles f wkhtmltopdf v G £ IE wkhtmltopdf Frig®=
ZR 1 [ E s K
bin 2022/6/12 15:03 St
' include 2022/6/12 15:03 e
lib 2022/6/12 15:03 A

E baidu.pdf 2022/12/18 15:13 Microsoft Edge ... 57 KB

@] baidu.png 2022/12/18 15:21 PNG 3Zi 2,950 KB

3 uninstall.exe 2022/6/12 15:03 IR 58 KB

D wkhtmltoimage 2022/12/18 15:21 vy s 0O KB

Tt

=]
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ERE R, T

WA heotzy ME ME WA BE HE 22 B

6O BEFEIG, HURAHE >

A

BERM OB

4 BREEFIHEELTY 3 ‘edES

1 FEBE—HOMmE T5iEE 4 FAREREMRLS T TRON @

2 W¥XE. EHERERER 5 EERGEITFEILTFEFUNGRS o

Fix B, 3% Wkhtmltopdf %2 & 3,

4.3.2Mobsf Z ¥ 5B &

1. £ T &KW Mobsf.zip #HATHE.

X B R AEE| D A H MobSF X % T
BETERATX, TEHEH,

> Data (D)) > ProgramFiles > MobSF

~

EiR nd= )Gl Bl Fh

L venv EULLfLES 14 12031 M

: D .dockerignore 2022/10/4 117 DOCKERIGNORE... 1KB

¥ gl .gitignore 2022/10/4 11:17 Git Ignore JF30{4 1KB

" D .gitmodules 2022/10/4 1117 GITMODULES 3Zi% 1 KB
[1] .pyupyml 2022/10/411:17 Yaml JF30E 1KB
D .sonarcloud.properties 2022/10/411:17 Properties JF345 1 KB
m docker-compose.yml 2022/10/4 11:17 Yaml| &3t 1 KB
D Dockerfile 2022/10/411:7 pri s 3 KB
D LICENSE 2022/10/4 117 Brges 35 KB
& manage.py 2022/10/4 1117 JetBrains PyChar... 1 KB
D MANIFEST.in 2022/10/4 11:17 IN 3245 1 KB
[¥] README.md 2022/10/4 11:17 Markdown JF3Z45 13 KB
requirements.txt 202211044 11:17 AR 1KB
run.bat 2022/10/4 11:17 Windows f&RE... 1KB
% run.sh 2022/10/411:17 Shell Script 1KB
setup.bat 2022/10/4 117 Windows #E4ME... 3 KB
& setup.py 2022/10/4 1117 JetBrains PyChar... 2 KB
& setup.sh 2022104 11:17 Shell Script 3 KB

%] tox.ini 2022/10/4 11:17 ESEE 2 KB
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2. RERKM, XEHWMTA:

OR & X% F: £ MobSF X 83T, Wi setupbat , e HTEHNLETFE
B = 77 JE

@1 A 4 4% % pip install -r requirements.txt;

ZE, REBEBHFRELZRNE =7 RAE, wTHE:

Django»>=3.1.5
lxml>=4.6.2
rsa>=4.7
biplist>=1.0.3
requests>=2.25.1
bs4>=0.0.1
colorlog>=4.7.2
macholib>=1.14
% whitenoise»=5.2.0
10 waitress>=1.4.4;platform system=='Windows'
11 gunicorn>=20.0.4;platform system!='Windows"'
12 psutil>=5.8.0
13 shelljob>=0.6.2
14 asnlcrypto>=1.4.0
15 oscrypto»=1.2.1
16 distro>=1.5.0
17 IP2Location==8.8.1
18 lief>=0.12.1
1% http-tools>=2.1.0
200 libsast>=1.5.1
21 pdfkit>=0.6.1
22 google-play-scraper>=0.1.2
23 androguard==3.4.0al
24 apkid==2.1.4
25 quark-engine==22.6.1
26 frida==15.2.2
27 tldextract==3.3.1
28 openstep-parser==1.5.3
28 4 For semgrep & Mitmproxy
30 ruamel.yaml==0.16.13 # pyup: ignore
31 click==8.0.1 # pyup: ignore
32 decorator==4.4.2 # pyup: ignore

0 =1 g 0 b L PO e

XA HE=FEFRRERZR, WA UARAZERE, T/, AL, 2/
%, T ANEA BT

WRIETRESTE, AR UAFZBE M, K EFHE—A A
RFEIZLGENR, HT a2

B ARG T, ZeBENRE EENRK, AT 830 lR(UL. APL,
APP)R i, ZFEMLRENT K,

RZ AL XA E R, RA B RR B A EA — ALK, AR E .
ﬁfﬁﬁﬁ%"?:

HTRE MobSF 2% % i Ja, T%F B F N PATWhe B 45 F #9418, E 88 51 Mobsf 5t
B
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4.4 BEIR%
T4 — B AT [B S 4F, Mobsf & T 23 7 f,
BE, HA1stE8E, Mobsf &2 & T LLIEY B,

7 Mobsf 8918 H & T % A\ 4 4-: run.bat 127.0.0.1:9000

BN SR

): \ProgramFiles\MobSE>run. bat 127. 0. 0. 1:9000

XEFEERH A
ORun.bat EE &AM £ RFHHAE A 05,
@sm b T REANRE SR, EUNTEE.

WIS F1, YR E 3 MobSFv3.6 W&, WHAMRE BT .

BN SB5: <7 - runbat 127.0.0.1:9000 - \venw\Scripts\waitress-serve.exe —listen=127.0.0.1:9000 --threads=10 --channel-timeout=3... ~ — ]

776b1dbadfa744c

B, EREAEFH A 127.0.0.1:9000 (5K localhost:9000), % 2| T El#y 7@, it H
Mobsf “F & .4 & I 2 T Ko
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€ 5 C O localhostS000 w x ® 0@ ¢
s A .

&3 Upload & Analyze

Drag & Drop anywhere!

Download & Scan by package name

RECENT SCANS | DYNAMIC ANALYZER | API DOCS | DONATE * | ABOUT

© 2022 Mobile Security Framework - MobSF v3.6.0 Beta

Mo, RE/NCRBEETER RSN, BRAETAU#Tapk HET, EREIAL,
RE=—%7.

BNTEFERA, B ER MW, HRE—ARE.

5. Mobsf & Jf
51 &t#

1. # i Upload& Analyze #%4l, #%# Demo AKP vl.0.apk

&3 Upload & Analyze

Drag & Drop anywhere!
30% Uploaded...

Download & Scan by package name

RECENT SCANS | DYNAMIC ANALYZER | API DOCS | DONATE % | ABOUT

© 2022 Mobile Security Framework - MobSF v3.6.0 Beta

EE TR, B %X Mobsf B 2 44T XA B TR .
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O bt R, £+ Drop 7 upload W A 7 =,

- 1
! @ localhost:9000
« o "= > ek > Data(D?) > SecurityTest > Pack
R = Wbl ™ ata (D:) ecurityTes ackage v C
B | EESCEE
FR : : ES) /
& EEE EiR =2 e <% i
@l Desktop  # Demo_Floder v1.0 2022/12/13 10:28 hEE
LT * s Demo_APK_ v1.0.apk 2022/12/12 13:55 Nox.apk 111,576 KB
B o + =
i~ Demo_ZIP_v1.0.zi 2022/12/12 13:55 FEfE(zipped)™#... 111,576 KB
REs » s P pped)

SCFE(N): | Demo_ZIP v1.0.zip

&> Upload & Analyze

iy o s ey

ckage name

RECENT SCANS | DYNAMIC ANALYZER | API DOCS | DONATE ¥ | ABOUT

© 2022 Mobile Security Framework - MobSF v3.6.0 Beta

Upload 7 =,

: « .o > MeeBlE > Data(D) > SecurityTest » Package
v msE =
i Desktop * Demo Floder v1.0
4 TH * s Demo APK_vi 0apk
o »
4 % Demo_ZIP_v1.0.2ip

REs
003 B
010_MOF1HERMobsf e
1009 BB
MobSF

> @ OneDrive - Personal

Drop anywhere! 1 » i

i Desktop

> B e

3IAEE R 1 TS 108 MB

Drop 77 3,




EIim o

sitestung (51 MK t+
L IR ol www.5Ttesting.com

@ EEamE, XH apk o zip B

vs Demo APK_v1.0.apk

Demo ZIP v1.0.zip

AMEET, HELF AWK, KK, —ZEZZEE” M%7,

5.2Mobsf & 47 R 2
5210 A MMEERERE

Mobsf ¥y 8 A4 747 £ % &4 = 4 : Manifest Analysis. Cert Analysis. Code Analysis,
0 T

$ master ~  Mobile-Security-Framework-MobSF / mobsf / StaticAnalyzer / views / android / Go to file
Q superpoussin22 Apktool 2.7.0 update (#2082) .. X 1016a3d 4 daysago O History
W rules HOTFIX: libsast upgrade and rule upgrade 10 months ago
0 _init_py HOTFIX: setup.py and directory refactoring 2 years ago
[ android_manifest_desc.py [EFR-02]Enterprise Feature Request - False Positive Triaging (#2000) 2 months ago
O  binary_analysis.py Remove RELRO (#1978) 6 months ago
O cert_analysis.py Update cert_analysis.py (#1948) 6 months ago
O  code_analysis.py Multiple Features on v3.5.0 (#1881) last year
O converterpy [EFR-02]Enterprise Feature Request - False Positive Triaging (#2000) 2 months ago
O db_interactionpy [EFR-02)Enterprise Feature Request - False Positive Triaging (#2000) 2 months ago
O dvm_permissions.py TLS/SSL Security Tester (#1726) Jast year
O findpy Multiple Features on v3.5.0 (#1881) last year
O generate_downloads.py Feature Parity Allow iOS IPA download (#1977) 6 months ago
0 Android APK support extracting icon SVG from XML (#2060) last month
Apktool 2.7.0 update (#2082) 4 days ago
O manifest_view.py HOTFIX: setup.py and directory refactoring 2 years ago

[ network_security.py Multiple Features on v3.5.0 (#1881) last year
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X2, HTETHER, KEEZRAEHE, ©T:

Zip

Manifest Analysis

‘ AXMLPrinter2.jarikBRAndroidManif xmIX RS ‘

Cert Analysis

‘ CertPrint.jar SHHEBIERE ‘
|

Code Analysis

‘ Dex2Jar, Dex2SmaliEFTR{EdexiEpkjar, smali, ‘
Hrhigjarks A TiEjavaltid, HTHCES R

5.2.2 Manifest Analysis ¥ ##
Manifest Analysis + % 24 ¢ :
M*t AndroidManifest.xml # 4T 247

(@4% B permission. granturipermissions. application, activties. services. intents %¢,

AT AR, FENRIR#HEAT “EF”.” £gR”.” £27.7 28" 2 %;
@ xf allowBackup. debuggable. exported %F & 1 Bt & #£ 4T 40 ;

XE, KELREFL K, ETEME.

# PERMISSION
for permission in permissions:
if permission.getAttribute('android:protectionLevel"):

protectionlevel = permission.getAttribute(
'android:protectionLevel')

if protectionlevel == '0x00000000":
protectionlevel = 'normal’

elif protectionlevel == '0x00000001":

protectionlevel = 'dangerous'
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elif protectionlevel == '0x00000002":
protectionlevel = 'signature’
elif protectionlevel == '0x00000003":

protectionlevel = 'signatureOrSystem'

permission_dict[permission.getAttribute(
'android:name')] = protectionlevel
elif permission.getAttribute('android:name'):
permission_dict[permission.getAttribute(

'android:name')] = normal’

# APPLICATIONS
for application in applications:

# Esteve 23.07.2016 - begin - identify permission at the

# application level

if application.getAttribute('android:permission’):
perm_appl level exists = True
perm_appl level = application.getAttribute(

'android:permission’)

else:
perm_appl level exists = False

# End

if application.getAttribute('android:usesCleartextTraffic') == 'true":
ret_list.append((‘clear_text traffic', (), ()))

if application.getAttribute('android:directBootAware') == 'true":
ret_list.append(('direct boot _aware', (), ()))

if application.getAttribute('android:networkSecurityConfig'):
item = application.getAttribute('android:networkSecurityConfig')
ret_list.append(('has_network security', (item,), ()))
do_netsec = item

if application.getAttribute('android:debuggable") == 'true":
ret_list.append(('app_is_debuggable', (), ()))

debuggable = True
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if application.getAttribute('android:allowBackup') == 'true":
ret_list.append(('app_allowbackup', (), ()))

elif application.getAttribute(‘android:allowBackup') == 'false":
pass

else:
ret_list.append((‘allowbackup not_set', (), ()))

if application.getAttribute('android:testOnly') == "true':

ret _list.append(('app_in_test_mode', (), ()))

5.2.3 Code Analysis ¥ ##

Code Analysis 3 6t :

@ 1# A Dex2Jar ¥ dex #4 A4 jar >C1F;
@1# F| Dex2Smali ¥ dex # & % smali 1< 45;

7 code_analysis.py U #, #4 % Code 2 API B9 4 #7. NIAP 3 H. 45 Fn 2 Bl
BEE,

1. Code #n API 447, R4

# Code and API Analysis

code_findings = scan(
code rules.as posix(),
{"java', "kt'},
[src],
skp)

api_findings = scan(
api_rules.as_posix(),
{'java', 'kt'},
[src],

skp)
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2. NIAP H#, RE®T:

# NIAP Scan
logger.info('Running NIAP Analyzer')
niap_findings = niap_scan(
niap_rules.as_posix(),
{"java', ".xml'},
[src],
manifest_file,

None)

NIAP 1 java Fo.xml # 5 CHFA 2

3. Extraxt URLs # Emails X4, @ F;

# Extract URLs and Emails
for pfile in Path(src).rglob('*"):
if (
(pfile.suffix in ('.java', ".kt")
and any(skip_path in pfile.as_posix()
for skip path in skp) is False)

content = None
try:

content = pfile.read text('utf-8', 'ignore')

# Certain file path cannot be read in windows
except Exception:

continue
relative java path = pfile.as_posix().replace(src, ")
urls, urls_nf, emails nf=url n_email extract(

content, relative_java path)
url_list.extend(urls)

url n_file.extend(urls_nf)
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email n_file.extend(emails nf)

REEHEFAEE, HARRK Email & url 5 5.

5.3.4 Cert Analysis 7 ##

TiRmAE:

#1383k Bl Hardcoded Certificates/Keystores, i i CertPrint.jar ## 47 apk H HyiE 4
5 B, 58 RKIE A8 % 1Y 1] 2 49 47

BB R—H o KA, wT:

def get hardcoded cert keystore(files):

"""Returns the hardcoded certificate keystore.

try:

nmn

logger.info('Getting Hardcoded Certificates/Keystores')
findings = []
certz =[]
key store =[]
for file_name in files:
if "." not in file_name:
continue
ext = file_name.split(".")[-1]
if re.search('cer|pem|cert|crt|publkey|pfx|p12|der’, ext):
certz.append(escape(file_name))
if re.search('jks|bks', ext):
key store.append(escape(file_name))
if certz:
desc = 'Certificate/Key files hardcoded inside the app.'
findings.append({'finding": desc, 'files": certz})
if key store:
desc = 'Hardcoded Keystore found.'
findings.append({'finding": desc, 'files": key store})

return findings
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except Exception:
logger.exception('Getting Hardcoded Certificates/Keystores')
def cert_info(app_dir, app_file):

nnn

"""Return certificate information.
try:
logger.info('Reading Code Signing Certificate')
manifestfile = None
manidat ="
cert info="
certlist =[]
cert_path = os.path.join(app_dir, META-INF/")
apk_file = os.path.join(app_dir, app_file)
hashfunctions = {
'md5": hashlib.md5,
'shal': hashlib.shal,
'sha256': hashlib.sha256,
'sha512": hashlib.sha512,
}
files = [f for f in os.listdir(
cert_path) if os.path.isfile(os.path.join(cert_path, f))]
a=APK(apk file)
if a.is_signed():
certlist.append("APK is signed')
else:
certlist.append('"Missing certificate')
certlist.append('vl signature: {}'.format(a.is_signed vl1()))
certlist.append('v2 signature: {}'.format(a.is_signed v2()))
certlist.append('v3 signature: {}'.format(a.is_signed v3()))
certs = set(a.get certificates_der v3() + a.get certificates_der v2()
+ [a.get_certificate der(x)
for x in a.get_signature_names()])

pkeys = set(a.get public_keys der v3() +a.get public keys der v2())
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5.3 PR & A2
EEFRNLA4 5, Mobsf B4 HT4E R BETRH &,

‘ MobSF = RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER APIDOCS DONATE @ ABOUT Search MD5 Q
Stat
(’IAPP SCORES ‘% FILE INFORMATION iAPP INFORMATION
() LOGO Fic ame ank [ aop Name
€310 6m8 [PackageName §
L1 =
o e | 0B BRARZ, ARRESEER
— em acab [rorecso JRT vin sor IR wax o]

* I 1422 s I o verson narne RN o vrsion code I3
w

-

o 4 1 1 \ 1

(o)

-ﬁ ACTIVITIES SERVICES RECEIVERS .\' PROVIDERS

+ l View® J

-

=

Exported Exported Exported Exported
(A[ %M Activities Services @\ Receivers Providers
0 0 0 0

B
a8
O s

X SCAN OPTIONS B DECOMPILED CODE

A AW REGEEL, vl TR KR, X EKIL APP Information % R E .

KATFLLEE], MobSF Bl iR & W&, ZIFFEEN.

5.3.1 Information

Information: #t A& {z B B ~, APP Scores, File Information, APP Information & 4",
APP Scores : Z 4214

File Information: X &K, XA/, XS RA,

APP Information: N F &%, @AM, FAXTHE, ZEMKRLNE;

&APP SCORES % FILE INFORMATION iAPP INFORMATION
[Fic name | apk [1op ame
LOGO
€10 seme [racazeame B
o @ o

Security Score 56/100

acab D OIED | D
SR vecn e FR i eron coce T

Trackers Detection 1/428 m 5

20MobSF Scorecard
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5.3.2 Scan Options
Scan Options: H## T, & SCAN OPTOINS ## DECOMPLED CODE
SCAN OPTOINS: E#Ha#, FshARE9HT%;

DECOMPLED CODE: &% AndroidManifest.xml > . & B . &% smali. T
JEAG

£ SCAN OPTIONS B DECOMPILED CODE

£ Scan Options 10 Start Dynamic Analysis & Download JavaCode & Download Smali Code & Download APK

5.3.3 Permissions
Permissions: #F ® AL,

X E 2R R KB RE, R

i= APPLICATION PERMISSIONS

Search:
PERMISSION + STATUS INFO DESCRIPTION
Permissions ) . )
android.permission. ACCESS_COARSE_LOCATION [ dangerous | coarse (network-based) Access coarse location sources, such as
location the mabile network database, to

determine an approximate phone
location, where available. Malicious
applications can use this to determine
approximately where you are.

android.permission ACCESS_NETWORK_STATE [ normai | view network status Allows an application to view the status of
all networks.

5.3.4 Android API

Android API: E RZ 28 APl z &.:

#® ANDROID API
@ information Search:
& Scan Options API ™ FILES
Android Notifications org /interna’ rvicelmpl.java
Base64 Decode cofiifyum yPrinterUtil.java
Base6d Encode org “ore/internal/XWalkContent.java
Certificate Handling ofg
iofg
io/g
Content Provider com/l: id/finance/app/FinanceProvider.java

Crypto com/landicorp/fandroid/f SecurityUtil.java
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5.3.5 Security Analysis
Security Analysis: %2 74T, 4 % Network Security, Manifest Analysis, Code Analysis,

Binary Analysis, NIAP Analysis, File Analysis.

B
E
3
)
2
E
P
4
E
&l
4|
E
3
P
2
P
1>
N
N
3
g
E
B
=
3
3
2
|
N
N
3
&
3
gl
O]
8|
3
gl
O]
E
=
El
L]
>|
B
[s]
e
g
P
g
4
3
B

& NETWORK SECURITY

Search:

NO s SCOPE SEVERITY DESCRIPTION

No data available in table

Showing 0 to 0 of 0 entries Previous = Next

Q MANIFEST ANALYSIS
Search:

NO * ISSUE SEVERITY DESCRIPTION OPTIONS
1 Application Data can be Backedup ~ [warning The flag [android:allov p] should be set to false. By default it is set to

[android:allo ~ :kup] flagis true and allows anyone to backup your application data via adb. It allows

AL

Network Security: [ 4% &
Manifest Analysis: & #2247, flar: &% 1.9F % 1 (allowBackup), IF# ZFEX A

false;

Code Analysis: KA, W52 KRG HESHEHE 2 T;

Binary Analysis: — 3 | 44

NIAP Analysis: NIAP Ef(National Information Assurance Partnership), 7& %2 s F 4%
HERN NIAP 4-47;

File Analysis: SCH 47, X BBy RIS RmAIES . B B %,

5.3.6 Malware Analysis
Malware Analysis: % & 447, &&: APKiD Analysis, Quark Analysis, Server

Locations, Domain Malware Check
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=) RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER APIDOCS DONATE ABOUT Search MD5S Q
i APKID ANALYSIS
Search:
LY
@ Browsable Activities DEX + DETECTIONS
L i ‘ classes.dex Senmh:
M Malware Analysis -
FINDINGS + DETAILS
@ APKiD Analysis
{ Compier dx
Showing 1 to 1 of 1 entries Previous . Next
classes10.dex Search:
FINDINGS - DETAILS
 comptier d
Showing 1to 1 of 1 entries Previous . Next
classesll.dex Search:

5.3.7 Reconnaissance

Reconnaissance: fid, HM, WiEf K 2: URLs. Firebase DB. Emails. Trackers.

Strings. Hardcode Secrets.

# Android API
@ URLS
Search:
URL -+ FILE
+ Reconnaissance ~ file://fandro  asset/ com/landicorp/android/fir terfimageltem.java
@
http://sche 1.com/apk/res-auto org/xw XM Jiew.java
http://schemas 1p.org/soap/envelope/ lib/arn bepas2.so
http://www.ep: .com/schemas/2011/03/epos-print
http://www.eps com/schemas/2012/09/epos-display
hittp://www.w3 L/1998/namespace
http://veww.w3 20/xmins/
file:/flocalhost/
file:///

URLs: FTH 9 url 1z &

N

<,

Firebase DB: #( & %z & ;
Emails: {1z & ;
Strings: F4F &

Hardcode Secrets: 7% 27 #4155
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5.3.8 Components

Components: #HfF, F @4 Activities. Services. Receivers. Providers. Libraries.

Files.

‘ MobSF = RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER APIDOCS DONATE ® ABOUT Search MD5
£ Firebase DB
DB ACTIVITIES
& Emails
com.yt inActivity
& Trackers com.la recoder.CaptureActivity
com.la lecoder.SettingsActivity
A Sstrings - X
com.y: ary.android.CaptureActivity
& Hardcoded Secrets
B8 Components v
F SERVICES

BB Activities |
cordova.plu 1.serviceForeground

2 o
BZ Services

D Receivers

= 2 RECEIVERS

= Providers

cordova.| oregroundReceiver

< Libraries

D Files

< S PROVIDERS
B POF Report

android.s nt.FileProvider
& Print Report

5.3.9 PDF Report

MiX & L PDF A B R, T H:

€ 2 C @ localhost:9000/pdf/?md5=459a983

It b In WebUiPlat

=) MobSF Static Analysis Report

2V @SF

ANDROID STATIC ANALYSIS REPORT

X 4,2 2670 Wkhtmltopdf R H, TR, SHHEE, 34RE 0 RESHNERR
, HE# & PDF Report BI ¥,

i

6\ /é‘%
FIHRE, SRR FELSLREZERT .

EIBA-REIAE, £EH:
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B A IR AR B

R ANR T AT #;

-MobSF Mk - Hy# 2. BE 5% %
-MobSF #y & I /AT 5 i 13 ;
-MobSF Il 3 35 £ B 11 24 132

4REEBAE, 0P RE MobSF MBI A RBA K 5EMH 4, %K,
—KHHHBA S, ¥ THETH,

UL, WptiE# A REQ M ENERG N 2 RF R R HME, X, wHBTHRY
MobSF ¥ % > 5 %4,

ARBERDEZ B YK, WREENE, ARG %55 %,

YA, SRk, TEAFZMEFEREN, 2R, XHH;REHTHE, REMR
H — & python Z &b HIE .

R 52— &5 python A A, HAELL,
iTﬁX/E?/E{’TE;ﬁ/\U/\,
EMEIRE T aeAT, A— = LLREM E,
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HRITRFE A9
¢ EE: =

XL, MK P REZRREK, EA LAY KEZONAEX, £
RITAGE, XHERMNAAZEFERZN. AERWXHFLEE, FHANA, SRAK
HRHNTK, TRAFEFHZERZWIK L, EFRREZMAA RLHE, FHFRK
TEH L&, XtRBERFEIRNE KT RS, TRNAS 28R EETHRA R
RAREE, $hOFE—LLTENRTF,

—. XHHRB KRB

ERATRGF, XHRMEALE WL, ©FEECHRRE, iR, B
BT, XHNESF, TETaEHLECNTLTFEN,

MHRER. K. B BE

T MRARNBZ DR
ST HE —— XEROAS
TFEETRAAIE. BBk —
N L S HE
THHERE
BB SRR - SIS

STy " - S EMTERIR B RRE
ST — sl NHTEH/SE —
- SR, K. BHRRAE
NEERES —— SUENE
SR TR
RpmEIRE
SR R
- St TR — AR EFEEE A E)
L mms

TR R

FRENE
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= AR A I R 2 AT

WRET R RO
XERER S FHBAREE AR, RAEAGRAE
%.
XfASRE S AR £ B B T R A B R
Xt 8% K. AETHARD (2B, Bx. Sk &
B, KEDRRD,
Fl&X Lt EEEBAL AR, BEEELHEL
-
S BB T BELRE, XHBEALLA
ERE TERAE, XEREEEER &

LEHX AT AR E IR R KEITE
B, A IE AL

RO AR E P R SR R §
SRR LEF, #TELETRY

XA EFEER L&

AHEANEREE | 1282 RERXBLERNE, BE
XtraBE X | ABREEH

HhELF A, B R E KW, B EE RS,
XM E, W kAW KK, XHHKELE
#

EAXMHF, 2HASREWAM, HEHRE
o

EAXMHF, 2HARGREWAM, XHEE
.

X% o EHGE, FET e EEARERAGK
ESRARRBERT
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XA #/F

X7 fiE B AR

1. FREFEE, REZHET
2. XMRAHRTHEEKS, FERT

XA RE

ARFHEDES XHE, SERY, FERT

XA B K

1. THR/FHOEXZETH
2, TH/RHWERAERETE#H

XA AR

XARNBEEFFAFRIUE, FedFTEX,
A 4R R BAs K AL

X% i T

EHGH, FET e EEARERAGEK
ERRRARBERFT

XN

AR K

BB RN E RS HTRE

AN ERE

. XA TR T
2 XHEEREFEEHE (XBFRE S
GEATASME

N JE i

XHEFNE, FHEFANEET2FALAER
BEIARBEETERAIBERF

AN EHT

MR ERBABELN, MAXHFLHUEXRE
AR

XAENTK

NIK S AR A fi
€73

ANEXHEFEEALKE, NKEK, RTHEE
EAHENLRERK , TEREAK.
AKX HFFESRERSE, BA, B HAKEKE,
NIK AL T

AKX EFFAERSE, TRA, AR HANKEK
B, NKAEEH,

AKX FRESESE, TRA, B HAKEK
.
ANEX B FREBEEXZRA, REEBFES
SAENIK XM F A BN T KBS B
B2 2 4 1% o

NI B 7S AT, U SR A IR A
2

AKX #H

ANKX P E KBRS A FE, HERE
E#H,
NIK U IE S Ak, ERNKIEFEHEN O
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B P K R A EHEFINRI A ELRETRE K
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Tk o
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AKX HEFHLME | 1. AKX FHS L TEERRTRER
REFHEEARK | A
ERME 2. REANKXHHEREFREERRAREN
X2 FIRER X,
3HAUENKX e FTEBELRANLRE
VR B S P 2R 5 OE
4. BHEF X5 &5 R EFEEESUER
Xt T A BRORREHTE | BORHTAWXENELER, TFERAR
XK S A KEIE R

TAXHL S22 | 1. BOEATRE X, M RRRBRAN
Bl d & EICE

2. MXARFET BATNA S HE 20 50
B, BERILKZICHEITE. 2O A K
Xt BEXHRSHTAXEESNERS
3. wEEAANEEF, THETFREAXHTA
MHEFBREOEY, 26 HARRKE G E
Vi

= DRANFFHBZHFZNL SR A
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Fe KA IR THR &E
1 Pdk GERATFK, TR eclipse|Z KT REMENEL E
o jdk MRA S E—3, & [#1% JAVA HOME % jdk & % %%
Eclipse AR & % )2 31 eclipse Bt #|C:\Program Files\Java\jdk1.8.0 111
i Path # 3 /i
04JAVA. HOME%\bin:%JAVA_HOME%\jre\bin
CLASSPATH
&
% %JAVA_ HOME%\lib\dt jar:%JAVA. HOME%\lib\t
ools.jar;
2 |Androidsdk fif BT E] BREARLE, AL
Path 3¢ /n sdk #9 tools #7 platform-tools % 1%
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